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PP LF s % B AF - H ARG 5 2RRE 42 (non-critical ) 0 B
7w * 3 3xe il 3 pT R 3 B A5 (policyldentifier) -

b./& 7 A 1k F# 4 # gh(CRLDistributionPoints)

A I AWV o S A %9%% % 2ER 42 (non-critical) 4 = - H p
BRIz A Y s 2 G AL P PRARSH HTTP URL -
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C.J& #1731 73 B~(authorityInfoAccess)

UL R R B AP HE L ZERE 4R (non-critical) 1 o B p
g%%’)w@ xR auemxpw@nm%wmrmumgﬂm;#
FoAririe g ? 2Ywzop gBEDHTTPURL -

d.zL A *T 4] (basicConstraints)

AR RBERFEE BT Fﬁwﬂ%(crltlcal)%&“w o H N x
wiizs CAfFiiE & true e Yﬂﬂ\? 2A R EATRFTEEBEBES
7 > # pathLenConstraint 4§ 3% @_% 0

e. & 4 * £ (keyUsage)

w%iﬁﬁa@zﬁw’ﬁﬁaﬁﬁﬁw@Mwmw*’ﬁW§*
212 keyUsage -~ % keyCertS|gn fe cRLSign » ¥ 2bd A g ¥ &
EX*F R A4EOCSPw B i>m B.5d #¢ 127 & £ OCSP w
&P E IS - 4 OCSP wf@-n PR$§%§ OCSP w Jis3t 4, » #7123k 2
A & * digitalSignature °

f. ¢ £ *T4](nameConstraints)

BETEY C BEL AR o T REESEE R S

9.9 v £ 4% 2 (extKeyUsage)
REWP CEFLAFEY 2 T HEEPREEE L ER LY

7.1.2.2 * = {5 # (Subscriber Certificate)
a.1& # # % (certificatePolicies)

t“%?%f‘u%ﬁg FE e B BT G 2ER 421 (non-critical) i o H
7 TR E IR B E%(pollcyldentmer)

b.l& A 1k & # # B:(CRLDistributionPoints)

R fwfgﬂ AR B4R 5 2R 421 (non-critical) =0 H R
IR S N ? me s GE R ;%’-41' PRF2e HTTP URL -
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C.J& #1731 73 B~(authorityInfoAccess)

PR S L R AF 0 B ET 5 LB 4 (non-critical) i = o B
IR m@ %4329 . OCSP w s @R B HTTPURL > # p %
» ""‘;T)" 7&‘) ? p: LI BN Z_ E ﬁ»)& F_g_fT‘J HTTP URL

d.zL A *T 4] (basicConstraints)
AEILY ST EF SRR EREH
e. & 4 * £ (keyUsage)

B R ERBE 0 F 3 s 0 HikT 5 Mg (critical)
o HphE Ao irze i * arkeyUsage -~ 5 keyCertSign = cRLSign -
EV SSL /&% 2. keyUsage % 2 % 6.1.7 & -

.35 - £ 4% £ (extKeyUsage)

AEIY Sz EVSSLEHE e i v R HAET
= 25 B 4 M (non-critical) #f = > H A % % 3t 3x e serverAuth £
clientAuth -

%r‘?t. T R TG > A F IR ST RF R P T
8

A B 2 EV SSL f@ %

(DB -L = 2 &2 Y 2o B (Public Internet) s3%
T bldeextKeyUsage # o ff e 7 Wi * 30 F 5 R RRIRGRR TLE o

QEHEPMF e T AEECHEEIMGABRT R 5 £ F
3"67__\:‘ 'C“‘E‘gg/_ﬂﬁ. °

B+t 725 P R (Certificate Transparency, CT)2 £ 45> & g 12 ¢ &%
* RFC 6962 =& 4% * 2. OCSP %37 (OCSP Staplmg)ﬁ&%%; BITERERFF
# 2z (Signed Certificate Timestamp, SCT) i@ ﬂi%]’ 3 qﬁ »~ SCT » gz o
OCSP Stapling % v&— 4 & 7 iE it 2. SCT xﬁ%]t&ﬁ; FRBFEEPRP
#5(CT Log Server)im sk f# & 7 A& X p5 > & ? | LT R FFREG
B TP REL %%2% -P&E PIRET 3 X P85 4 CT Log Server i#
TR AP AEILY T R TR NGEZ WA SCT 4p B 3L
q,\%f"OCSP /e LR e A
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7.1.3 %524 2 3u G

AEILY o EHRET R  TRY GURE S 2 RE S

sha256WithRSAEnNcrypt | {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
ion pkcs-1(1) 11}

(OID : 1.2.840.113549.1.1.11)

sha384WithR | {iso(1) member-body(2) us(840)
SAEnNcryption | rsadsi(113549) pkecs(1) pkes-1(1) 12}

(OID : 1.2.840.113549.1.1.12)

shab12WithR | {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkes-1(1) 13}
SAEncryption

(OID : 1.2.840.113549.1.1.13)

AEIEY o EFORERL AWM ELGEF TR Y FRE 2P
A G

RsaEncryption {iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)
pkecs-1(1) 1}

(O1D:1.2.840.113549.1.1.1)
714 & &3

oA R | P ﬁ%'g B B E & R X500 gwk- 3w L
Fo Pt LRI R ﬁﬁiﬁ # ITU-T X.509 ~ CA/Browser Forum
Guidelines for the Issuance and Management of Extended Validation
Certificates 2 IETF PKIX Working Group 7 RFC 5280 =% H & #75%<4p Ik 1

ALY LG fﬁﬁ‘—%ﬁ&?ﬁ w2 AR F LR e 7 countryName
(OID 2546)fF = > H &5 A g 3Le wiri 2 FF# SO 3166-1 M 7
g o "f pt2 ¢k > & ZE & 7 organizationName (OID 2.5.4.10)# i~ » 2 &
.u;;g’ ;7 ;gwuv"g;ﬂ':‘ NESES RN R S Ay

A - e N e ?/,619’m7~sbfﬁks 7 7 %u"wii\f'ZCA
1o ﬂvg EL U m’& Eis e X500k - ) AL % 315 & o
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7141 8% —g 7 # (Issuer Information)

%5 RFC 5280 ¢ #iv 4 (Name chaining): 2 > &# & o A
— W] ZHAF - (Issuer DN)eop % > % A B #3562 B 27 ©
e R - %] L FE(Subject DN) AR e oge & T2 ¢ o0 B cn% = g3
ﬁ%%ﬁ@—%W?ﬁ%ﬁW?Mﬁﬁi%ﬂﬁ&i%m%*%%?

A
7142 % »g#E2 3 8 F R (Subject Information—Subscriber

Certificates)

ﬂ\?ﬂl_:‘ ,u%‘%“;} b A %\'frif\%‘l‘i’“‘ . R T R o
HEFE PP D BRERAR/SBET S TF AR TR ORS K
T8 Eﬁfﬁ‘*’”‘f'”ﬁ 373?"”? EVSSLE&E#2 324 ;1 i X Brreno g
% 31 A coCommon Name 1 - € < B (&2 B % 3.2.25 & 15k chx 2o &
B3 LAL(E S 5 EVSSL BRI R Y 1)

7.1.4.2.1 3 8% £ ¥ L = (Subject Alternative Name Extension)

R B JYE B EELRE

extension:subjectAltName INAR

LR I B AR RERY 325 T ‘r'%ﬂ—i?ﬁfl
82 2 S

71422 3 ¥gre & #-# - (Subject Distinguished Name Fields)

FK j"F-‘-F-ZtL}I\Bl"

7.1.43 BEBIEEE2 L W F R (Subject Information-CA

Certificates)
AEITY 2 BEPHEEAD AR E R ok FEER K/

HEREFFTERFR LRSS RTHRFLS EF o £ L RrE- 3% &

103 P ER NG R



ePKI EV SSL CA CPS

#-4¥ = (Subject Distinguished Name Field)4-™ £ :

7.1.43.1 3 ¥fra— %] & L4 > (Subject Distinguished Name Field)

B = YRR Lk R
subject:commonName (OID 2.5.4.3) INAR
subject:organizationName (OID 2.5.4.10) INA
subject:countryName(OID 2.5.4.6) VA5

7.1.5 & &'
3T LU
7.1.6 B@EFARKP &1

AERP o EHFBERDEEILS E NG %* CABrowser
Forum z_zt ©¥ 2% 7% (Extended Validation, EV) SSL & 7 rx i 47 1% 3 %) 75
({joint-iso-itu-t(2) international-organizations(23) ca-browser-forum(140)
certificate-policies(1) ev-guidelines (1) }(2.23.140.1.1)) -

117 R LGt 2 g #
AERS o BREED AR A
718 R ~AdnFE 2 F ]

AEEY L R Y TR A w) g (policyQualifierld) E
5 W iR 0 RFC 5280 #rade2 Mid-qtl > T S 7 B@F i+t £ 4
B pc § U A g s L 1.3.6.155.7.2.1

719 MaEBEARB L 2L F L
ARIY o BFDRENE 2 BEITRIp A A 31 5 MR
S e

T2/BEREFP 2 HNE
7121 % B8
AFIE e §# ITU-T X500 V2 55 & 706 7 A b i 2 (CRL) -
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722 BRALFE 2 BRELFE FE ALY

AR B PEEAE LGP (CRL) - BFA L TP FHoclf =
(crlExtensions) % & & B b F % B 4 o 1 = (crlEntryExtensions) ¢ z\ﬁ B

ITU-T X.509 - CA/Browser Forum Guidelines for the

Issuance and

Management of Extended Validation Certificates 2 IETF PKIX Working
Group F"RFC 5280 & H S AT4<4p B 2 R TG R 0k P 4™ £

i

pE

version

V2(1)

CRL:R 4 5 V2(iL V2
BE1 a3 £2)

signature

HCRLZ 53wy
Algorithmldentifier> p* # s g
& R &1 ¢k & SIGNEDG 3 2
algorithmldentifierty =21 4p

r

.algorithm

sha256WithRSAEnNcryption(1
284011354911 11) &

ecdsaWithsha384(1 2 840
10045 4 3 3)

%

G

iy

%8 % 2 0ID

Jparameter

NULL

ERXFE AT TR
parameters - f& H parameters
& Jp 3 FNULL > 7 7 g ek »
NULLz DER %#% 5 0x0500

issuer

CA:=DN

*DNw B & &5 & 2 2% CRL2
G LY S REvE - R
w| % fi(Subject DN)4p k-

(Gx : #“ePKI® keyCertSign
Certificate£2 cRLSign
Certificate ¥_F 15&)

thisUpdate

A=t CRL{ #rerfetrain
B Y (GMT)

i PKIXAR %_%.2049/12/31
23:59:59 2z % & * UTCTime
PR RS

YYMMDDHHMMSSZ > # ¢
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[ mF EAZ
I ¢ §SS 5 00- * ¥ 4
o @ B {s i o7 GMTRF
D SR A E
nextUpdate | 3f3+ T st CRL{ #rehfe k= | ix PKIX2R 2_$2049/12/31
e BF R (GMT) 23:59:59 z_=w i@ * UTCTime
T - st
YYMMDDHHMMSSZ > # ¥
I ¢ 8SS 5 00- * ¥ 4
W2 @ gk (8 eiZ % o7 GMTpr [
» AT  E
revokedCert | RevokedCertificates ::= A thisUpdatez_ = e 4 ey
ificates SEQUENCE OF 4 4 »x(Effective) s % ik 1+
RevokedCertificate (Revocation) % i 3% § 74 i
revokedCertificates® (3£ : #7
) 7 »x(Effective) X 47328 3%
v oA B EP)
* RevokedC | # » — i@ 8 e
ertificate RevokedCertificate &z 47 » = 1

B RevokedCertificate % 45
nE AT L

.userCertific
ate

oAk G2 GRS
(Certificate Serial Number)

ePKI® #7i¢ * 2_ 1525 F 5L 4_
1B & & 5167~ e g
#ic 0 195 DER Y AS ¥ 1 $co7
¢ * a12°s Complement#h

Al > 7 e € i o A

0Xx00 > @ & {F167 ~ %t
BB L B 1T R e
e

.-revocation
Date

QAR R AR e P
(GMT)

= PKIX* 7_#.2049/12/31
23:59:59 z_w ig * UTCTime
FAAE - s

YYMMDDHHMMSSZ » # ¢
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i mF P
¢ §y #SS 5 00+ 7 ¥ g
W2 @ e {6 eZ % o GMTRF
¥ A F guR oo
Issuer’s CA¥CRL5 % & &
Signature
BE R R PR G A P P e £
i mFE P
.crlEntryExt | SEQUENCE OF FE - i
ensions CRLEntryExtension CRLENtryExtension » e ePKI
(3 : CRLEntryExtension 7 i * reasonCodeic i
2 419] £ £t 30 22 Public-Key CRLEnNtryExtension
Certificate =HExtension !
AR 24 R)
reasonCode | ePKI ¥ i# * reasonCode: &
CRLEnNtryExtension » #
P AT
.extnld # » id-ce-reasonCode (-~ fjk
£.2.5.29.21):z % OID
.critical reasonCode ¢ z_&_non-critical | /= & ¢ **FALSE&_DEFAULT
extension » #trucritical #E | VALUE » #7112 DER %@
< %_& FALSE PR AR e
.extnValue | extnValues 3 42 4 fx & rePKIY Rz 5 &

OCTET STRING - #t>*
reasonCodeiz #& Extension @

= % i * 11T CRLReason
IDER %S 2. — i B
OCTET STRING & »
CRLReason +~ ¥ 317

CRLReason # & *
Complete CRL*® -
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e

rFE

2

oo

ENUMERATED

Unused(0)

ﬁﬁEPKIXﬁﬂ%i’ #ePKI¥
# 7 & * L CRLReason

keyCompromise(1)

¥ ¥ =4 1% 4% (End Entities, EE)
SE S X R ﬂﬁﬁm
Bl p iR o A BEE R
i * L CRLReason

caCompromise(2)

% st w2 CA
keyCertSign e cRLSign+ % £
& %E‘#ﬁtﬂ;ﬁ&’%% * ot
CRLReason » ie ¢ CRLReason
* 7 F At EE
Certificate » & & * »>>meak CA
Certificate(zL : # 1053 & F& ©_
CA keyCertSign # % £ 43
%é&}tﬂ;ﬁia NN Lol
&# i3 EERE > £ATA
BCAL MY > T ERTEF T
7 EElG P > RIEER A 1
«ICRLReason 3% & *
superseded)

affiliationChanged(3)

FEEZEHN FAM 2 20
,}IFI%(M—Q\? EX AN :\;’
%‘%nﬁwuﬁ%ifv”

g ¢ * pt CRLReason

superseded(4)

YEEF % 8T & (b)4e { 37
§ % ~ CAHand-Overm £ %

“r5 8% ~ CAS T TR #E
BaimEgors GRS FR
FERLFE S 2 R plm & f it

PR 2PEHHEGSER)
MO ATRTE L R AR ok 2
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A

2

oo

P > & * p CRLReason

cessationOfOperation(5)

FPEERFET X3 Eiw sk
dom Bt B sy
7 E R TRPE O (M
CRLReason

certificateHold(6)

SSLiGZE # 1#Fié * M
CRLReason

removeFromCRL(8)

SSLiGZE # #ié *
CRLReason

privilegeWithdrawn(9)
(zx : X.509 4" Edition)

1. EEsprivilegeds B~ i (5] 40
IR A o A |
i * pt CRLReason

2.4* CRLReason:ii % # _d
EEZ 342 » @ i § 4 4
CAIRAZ 116 % 14
(Attribute Authority, AA) T ig
TR0k EER#EPE] € it *
3.4* CRLReason i # * >t gk
W 408 7 (Attribute
ertificate) » e 5 ¥ 5 * 3> gt
o B £ 48 7 (Public-Key
certificate)

aACompromise(10)
(z& : X.509 4" Edition)

BIRAAAEF RLERE
(Attribute Certificate) * z_
&MY AR Y
#* CRLReason » i gt
CRLReason# & i * > gt
DapRTE 0 T A T AA
AE2 gl ESEEZ Kt

&

crlExtension
S

SEQUENCE OF
CRLEXxtension (3L -

A S RN R
T chg g B (R BE
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1§ P E [
CRLExtension F Al fs et | 3" VB R ¥ 4 7 AR IUT
B OB EMGRE D FER) -
Extension § 4 4] i st 54 =
2Ap k)
.authorityKe | Authority Key Identifier 3% >c | ¢ #F S ff e p end &7 CA
yldentifier | #f = » Key Identifiersng 4 = | * &k & % ACRL#1# * e
;% RPKIXHRE » PR IG |4/ - 3 > U ACAL#
BWH OO E £4TSHAL | 4% H AL BB LR
3eA S s Key 3% * CArwi— 3eCAG %
Identifier Kt S0 1R
.extnld B~ & PP L 2 en0ID
id-ce-authorityKeyldentifier
(2.5.29.35)
.critical #ePKI® 1% d *>FALSE&_
authorityKeyldentifier< z_%_ | DEFAULTVALUE > #712 DER
non-critical extension » #7r4 | g ¢ > pfF i € ALY i A
critical #ig % 7_&§_FALSE
.extnValue extnValue i3 4L 4] f A ¥+>tauthorityKeyldentifier &
OCTET STRING f@Extensionm = - & JE i@ *
AuthorityKeyldentifiers7DER
Snih s ¢ OCTET STRING
B
AuthorityK | AuthorityKeyldentifier 7% % ePKl® > CRLi&4PKIX >
eyldentifier | # %4 7 7 3 Optional=i¢ | = & * keyldentifierf = - @
> » & %] § _keyldentifier 7 ¢ * authorityCertlssuer£
authorityCertlssuer £ authorityCertSerialNumber
authorityCertSerialNumberf§ | i~
i
keyldentifie | keyldentifiertf = 3 #14] i | Keyldentifiersrng 2 = 3% ik fR

r

& _Keyldentifier » @
KeylDentifier » £ % 11
OCTET STRING 7 #4] fi

PKIX{E & » B~Subjects2 B
& 4 PSHA-1e% S lic B fa
= KeyldentifiersnOCTET
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1§ P E [
STRING i&
.CRLNumbe | cRLNumber CRLExtension=7 | cRLNumber#§ ~c § = p %
r NE AT A% K s8kt CRLEA 5L
.extnld # » id-ce-cRLNumber (~ ifu
#.2.5.29.20):z # OID
critical CRLNumber& z_§_ 3% d 3>FALSEZ_DEFAULT
non-critical extension » #7r2 | VALUE » #7172 DER%# ¥ >
critical iz % 7_&_FALSE PR g AR G vE A
.extnValue extnValue 3 42 4 f & ¥4 X.5094% & » CRL Number
OCTET STRING » #f>* &R A1 E A RN A
cRLNumber:iz 4 Extension® | (monotonically increasing
= » & Jp 8 * CRLNumbersn | sequence number) - #ePKI
DER % #5 # i »* OCTET ¢ G AR L F N D
STRING i » m CRLNumber | CRLNumberi& & = 1% & &
* ¥ S 1BINEGER (0.MAX) | /| 3t g« 3071 = e et &
B AT AR i -
JissuingDistr | issuingDistributionPoint issuingDistributionPoint¥§ ~v
ibutionPoint | CRLEXxtension» # p % 4™ @ | =8 % K{ EEHFR Y I
P CRLEZHE%RE
g 2 eCRL Iz hkAp 3 & > B
#v Partitioned CRL#7 & #* 2_
Issuing Distribution Point 3z 1
BURLAH > o F g CRLa3
* Bt
.extnld 5o
id-ce-issuingDistributionPoint
(+ ¥42.5.29.28)ic i# OID
critical % Partitioned CRL*® > AR d TRUEZ &
issuingDistributionPoint¢ 7_ | DEFAULT VALUE - #7 2 DER
2 critical extension » #71/ NS R Bl SRS &
critical #ig % ¥ TRUE
.extnValue extnValue 3 42 4 fg & ¥+>rissuingDistributionPoint
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1§ P E [
OCTET STRING iTfEExtension® 3 o & f g *
IssuingDistributionPoint 7 #&
A iy ODER ¥ 78 f 5 2
OCTET STRING g
AIssuingDistr | IssuingDistributionPoint 3 - | & Partitioned CRL* -
ibutionPoint | SEQUENCE > p 3 issuingDistributionPoint¥ ~v
distributionPoint - # =5 i * distributionPoint
onlyContainsUserCerts ~ Wi ma @ B 4fa 4
onlyContainsCACerts ~
onlySomeReasons 2
indirectCRL 5
(distribution | distributionPoint # =33 4% | %ePKI® - Partitioned CRL <
Point A e A distributionPoint &_fx *
DistributionPointName > @ fullName
DistributionPointName & ¥
1 #CHOICEF £ 4] i » ¥ iF
* fullName g
nameRelativeToCRLIssuer
fullName fullName =3 42 4 i & %4 ePKI*® > Partitioned CRL =
GeneralNames distributionPoint # =2
GeneralNames 3 #13] f& £_| fullName¥® ¢ & 7 11
SEQUENCE SIZE (1.MAX) | GeneralName
OF GeneralName
.GeneralNa | GeneralName&_1{# CHOICE | ePKI:E * CHOICE®

me

TR

uniformResourceldentifier »
Bt o ACRLeE
2LURL - % i * p Partitioned
CRLE# &7 7 »c - pF o B4R
5% /& ¥# cCRLDistributionPoints
B srefan s BURLe 4
35 L e fen
URL= >4 o
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73R BEALR T HNY

ApI2Y sk & IETF PKIX Working Group < RFC 6960 %
RFC 5019 - 445 2 4 b G %tk fi 15 Z(OCSP)IRI% > ¥ B @ G 3
14 7 31 5 B~ (Authority Information Access, AIA)# 2§ ¢ & 7 & 3
1@ ¢ & OCSP epRi2 4 it o

131% 4 F 5
AEIY SRS PR BRR B ERAHE ¢ F T TR

B X AR

B & 33906 3% 3w 5 (Target certificate identifier)

FhabEFRAme 7 RRBFEZE - BE R (CA) - Fi(Issuer
Name)z 3% & ~ 18 & 3 % (CA) = B £ sh(Issuer Key)2 ek i 2 % 3
HEEZBHERT -

AP S EFORTBFERER LY BT TG T AR

i
e L

1 LY S R R LR R AR
BF LR F R EFEFRER
B AR A BB b T R
JE o

W~ B B (\Version) v.1(0x0)

OCSP w J§ 7 IR % OCSP w i PR & 14 48 & F-(Subject DN)

ID(Responder ID)

A % p¥ ¥ (Produced Time) | w B4t¢ & H pr iy

FhEwns(Target | ¢ 7 jeRwd i~ BEEF F(CA LA

certificate identifier) (Issuer Name) 2 feiz E~@@E o H = F £
p(lssuerKey) 2 s22 82 F4:963%2 &
HE 5

& 7 7k iu 75 (Certificate G 7 A B HEAE (007 /1R b [2: K F)
Status)

s P e ERAOLY R 0 & 5 1A
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Wi WP
(ThisUpdate/NextUpdate) | B (ThisUpdate) 2 = =t { #7p* & (NextUpdate)
& % % & /% (Signature w3t ETIREZE VA
Algorithm) sha256WithRSAEnNcryption ¢

ecdsaWithsha384
% & (Signature) OCSP w Ji FIR R
1& 7 (Certificates) OCSP w & i@ JR % el 7

132RIEBFREHTHLHF
AP BHF R BRRER T R TG T RHAY

W OCSP w i i@ PR BB el 3 15 45 £ 4y ] 45 (Authority Key
Identifier)

L b OCSP #334t¢ 7 7 “E s #c(nonce)y = p » OCSP * fi

To o LI e FAple cNE RS IR = -

% ¥ 1§ 7 P B (SignedCertificate Timestamp)

B OID % 1.36.1.4.1.11129.2.45 » % fie & Bz % P B (Certificate
Transparency) i #* o

733 M IGEM G P IRBER R

AELY R P BEM A URIHER TR T

W

[
.

B 7R HTTP Get/Post ¢ if & > % #7 @ i¥ OCSP *

# xh 2 %33 4t ¢ (OCSPRequest) -

RGBT TIRIEPIRE TR * hOCSP W i RIRBIGH L &
FP TR PR L e @ ] AE Y w2 EF

B LA
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8. 45+ * &
8.1 FatedE ¥

AFEY SEL L E LT APPR A TALE 12 B0 a0 INfE
87 g dp enp %K,fib*% ) ljﬁ;gﬂx? S LU= ms"vﬁ?‘?ﬁ'}i)@ ZICH R A
TE AR ITNE PR TEARAE o AP EEY iR L Trust Service
Principles and Criteria for Certification Authorities~WebTrust Principles and
Criteria for Certification Authorities — Extended Validation SSL %
WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security -

gigﬁ%faA ﬁJ@£>5=%f§

ﬂv\—ﬂ:tz»i hyEE A E Y G2 IR AR A AP
o iF 17 T 5 WebTrust for CA £ 3 B e e 2= % ® 3 7 Trust
Service Pnnuples and Criteria for Certification Authorities ~ WebTrust
Principles and Criteria for Certification Authorities — Extended Validation
SSL %2 WebTrust Principles and Criteria for Certification Authorities —
SSL Baseline with Network Security 2 & REE —‘F'f P WA &)
R IRIE > AP AR B EREEL TR A R (Certified
Information System Audit > CISA)s* & e & FH > 2 B3 23 4 X 2
+ 2 5 E I WebTrust for CA R #4178 2 3=t %3+ 8 + X BEWB I
I E > E ALy M 5B o 3417 WebTrust Principles and Criteria for
Certlflcatlon Authorities — Extended Validation SSL “F 84547 2. % H ik
%% £ F = /4 :%fesn /A % (Professional Liability/Errors and Omlssmns
Insurance) eI AET 0 L 1008 £ o o B R %,H#*“%%fpi‘)ﬁ%ﬁ%
PeAREFEL MBS o AFIRI SN FEPEREST A R EE L

‘:,,]J o

83215 A f 2 A L M 1A

ié?%i?éii¥£%’%iﬁﬁﬁﬂﬂwﬁﬁﬁéﬁﬁﬁ°

8.4 L+ #

FEP g AT i
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a)i%ﬂﬂw{?ﬁﬁiﬁiﬂﬁﬁﬁ’??QW&ﬁ“ﬁ
Fictl~ £4fcy ~GR2 6Py AWNBHEKESLE ®
B IR P o

Q)ﬁm;'ﬂwm?§%*W$é§£ﬁMﬁ@ iE e

(3) Fiseh FEAR B2 P F LT EHBEZBEARAE > 2
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IANA Internet Assigned Numbers R SR T b A it i L AN 8
Authority, IANA LV 2 o
IDN Internationalized Domain Name RZ it L FRYEr2 0
o RVERREO RIS B R
IETF Internet Engineering Task Force R | !
BN 2 o
(US Government) National L ‘
) —i‘ ~~ ~ A %L“] ’ﬂﬁ‘%ﬁ e
NIST Institute of Standards and (5 BB 3k fodtd 1
oo FRHER2 -
Technology
OCSP Online Certificate Status Protocol | %+ & 2% 1t # %o
OID Object Identifier P uE o FANER2 -
PIN Personal Identification Number A BEFE o
PKCS Public-Key Cryptography SR EMGRBERE, 20
Standard ek 2 o
_ NN [ W
PKI Public Key Infrastructure e ALE 1
0GIS Qualified Government ERapT TR KRR 28
Information Source gk 2 o
OTIS Qualified Government Tax &R rt AT TR K
Information Source Mo LR 2 o
QIIS Qualified Independent LHchipr T kK 20
Information Source ds 2 o
RA Registration Authority PP RN 2
e T\/'},iféii"f\ﬂa“/ﬁ‘
RFC Request for Comments BB ER AT 2 S

2

132




ePKI EV SSL CA CPS

MR > R AT
SSL Security Socket Layer X IERE > FRFE2
TLS Transport Layer Security LR F RNk 2 o
UPS Uninterrupted Power System FETR A RAHEE 20
National realization of
UTC . . :
Coordinated Universal Time
LA GRS 2
TN v &7 7 EVSSL g g =7 < (ePKIEV SSL
Certlflcatlon Authority)
A7 ET ARG LN P
P ERRL EVSSLGRE Y BT FTEAR
*TE LR (ePKI EV SSL Certification Authority Certification
Practice Statement of Chunghwa Telecom)
POER O & A A E 3Kk % e i (Certificate
18 7 5T Policy for the Chunghwa Telecom eCommerce Public
Key Infrastructure)
—— PoET RO R £ 4 #422K (Chunghwa Telecom

ecommerce Public Key Infrastructure, ePKI)
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e 2

N e

7 B~ (Access) AT RARILT g 4 o
7 B~3- 41 (Access *ﬁ*ﬁ%& gt AR AR AH R RS T
Control) W E TR PR IR R AT

& 7 (Activation
Data)

BB R (bt KB P R A RS

RGP g
(American Institute of
Certified Public

Accountants, AICPA)

ERAfam) b Al aERTH
B £ 5 g 3HEF O € 1 e 375R The Trust Services
Principles and Criteria for Security, Availability,
Processing Integrity, Confidentiality and Privacy , 7]
&2 H x> 5 WebTrust for CA ~ SSL Baseline
Requirement & Network Security % 2 ¢ = i+ o

@ ## (Applicant)

)&F}‘Lﬁﬁfﬁ‘d ’:L) > M ré ;\ E‘\')@FE_;PL]? ]F-:F‘ﬁi

B et 2 oo

Bt R
(Application Software
Suppliers)

;1‘, ,g’#@ ;Sb'%*f!)@ ;Smg_,x %‘ﬁ%éﬂﬁ%ﬁ}?“?gé
H i f{f’siﬁ'}v R ARV i }@@ °

FH(ELE TR A PRI TR S
b7 fh(Archive) Feoo O KA BEAPIRTE S T R MIRGE S 2 IR
FE ko
i%2& (Assurance) i?u ": ﬁﬁ v e 2R T 7 Ad - (6
‘Z‘Z"Figs—%)ﬁ%?miiﬂ—gﬁ ‘)vl ¥ 21 % 138)
W3E & s (Assurance | E AP R E AP 2 5 1l (BHEFFITER
Level) BRLPEREDS LF S 215 25%)

¢Wwa%m%@ré R L TR hp 2

#£+% (Audit) FEARR - THIRG i~ SR E AR ERCE
gt a BiTahRBEEIAGE o
1 B%#EZBEF DL LI L2 Brrip It &
i 4% 5 - (A Guide to Understanding
#-w| (Authenticate) Identification and Authentication in Trusted
Systems, National Computer Security Center)
2~ ;é; [E LI I YA 2= ,gg‘m__ s//,v\iﬁ,{;'“.k{_o
FH A 122 @ F 8 T kb b BEmRPiRs -
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(Authentication)

(NIST.SP.800-63-2 Electronic Authentication
Guideline) -
2~ % r)zE *:}:if;i;;‘;’ 2 s kR Fj\_:;: }_-%}{; )
A SRER A #zek#r TR F AR B F o
3~ Fw|F B u argp o (A Guide to Understanding
Identification and Authentication in Trusted
Systems)

@ 13 e4p 3 #%](Mutual Authentication, National
Computer Security Center) £ 4p % 2 & (7 U iFH
e AR U AL

BEBHET
(Authority
Information Access,

AlA)

R M ERERBET A AR pF TS
7oA EEN (OCSP)W‘)?&: PR EPPR Ak 1
oo R BHES 1‘»&1‘# BB b_m—: ;\ e
§°&@~ﬁﬁmﬁﬁ@5?$% gl L
EFB-F o

(Authorization
Domain Name)

PR ERE - BT LR LHZEBREE

g B8 LA

BEWHT @ F fei LHIRIEY] E A 39 IRAE

(DNS CNAME lookup)#+ % % 2. FQDN % i¥

FOQDN » * ki Fl%E P 0o 4% FQDN @

FE*F ARG pf'_tx‘ﬁ"v b5 R 2. FQDN

B Kf“r*p FrF o ’C‘i .w_%ﬁﬁﬁ&v R
F B S BiR#(label)E P8 P A AR LA

(Base Domain Name)»» ¥ & * iz i@ iz BiEARY 0
Bk PSR P o

% > (Backup)

%F+ R R B R o

LA e ¢ 45 (Base

Domain Name)

FrenE e g ek L FE(FQDN) 2 - §14 o —«‘l“,ﬁ% K
%~%$$pﬁ%$*’ﬂTmﬁpiﬁﬂ
(registry-controlled) 2 =~ # & (public suffix) 4c*
p & 40 (registry-controlled) & 2 B F £ (540
"example.co.uk ; 2 "example.com ;) % >+ & %
# ¢ (FQDN) & + 82 %3¢ % L& 8 (domain
name node) - & H X gLk (registry agreement)
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ICANN 2% 13(ICANN Specification 13)c:d * 8
it LA (QTLD) > B3 * 7B el LH A 2T 1
(R Y

A * & F(Baseline
Requirements)

d CA/Browser Forum #7% 7 &» " The Baseline
Requirements for the Issuance and Management of
Publicly-Trusted Certificates | 12 2 %}z >

. 2. 2 A e‘
E W g T o

2 {2 AT

L« # 2 (Binding)

W3 AP B AN A F Bl B (U £ )i AT -

4 e
(Biometric)

A m_E/»ﬁ

f’r & i‘}'?i‘}i?tf’

His 7 X B
(Business Entity)

f\ A fB t,w . Jifj—ﬁﬁﬁﬁé g\ 'ﬁg’ "/_—_’f:.:f“_}_@]'gﬁl/ Pmﬁ 18 -I%
i@§ﬁ°lf| \Z”:s”z,( Kzl°,\)€i‘/i’:/é:’{44']§]£
BT -

;.l

& G E(CA
Certificate)

HBREBEIEE -

e 3o ROR B0
(Capability Maturity

d £ W+ P A £ 5+ & (Carnegie Mellon University,
CMU) =g 48 1 4247 3 #7(Software Engineering
Institute, SEI) 1+ #ic %8 /¢ 47 3= #(Software Process
Assessment, SPA) £ #ic 8 ic 4 %1% (Software

Model, CMM) Capability Evaluation, SCE) & A # =28 » 184 e 4l
R fq‘:—*ﬁ MR F AT Bt 2 e
I a7 ERBETH > * LAEREFALL R
R2ZRFNEP - (RFEFEH 2% 640)
2~ FMZBEFR NF eI
A EHDIBEBIE -
B. * ® 2 L& LA o
& 7 (Certificate) C. * 2l &k o
D

BrE2 TR -
E. GBEBHEE-ET -
EABERRY THRE SEEEFYRE RN
ITU-T X.509v.3> ® & H “?& FICRF P P
5% NGHIFCR 2 P L g o
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R R A //'i'Jﬁ/ FF fl p
Al R S PriEz R Ay A Fﬂ‘am"g‘“%:}_ #
Ay f AL R Z(i):}]ﬁlfﬁpg_FF T\—ﬁ*fr:f),’}fgﬁlé A1 %
(Certificate Approver) . "
= EEREg R ()PEE B BRI TR
2. EV SSL f?ﬁﬁﬁi& #Y e
1§ % ’L# i p Rr o B R ¥ R TR
B ’ﬁ“ fit 2 ﬁﬂﬁﬁhm%T’%ﬁ*m
(Certificate SRENE - ﬂ EB®LEV SSLG#HF %
Requester) == (z;n ﬁ;}i;;ﬂl;izz» & &7 (Internet Service
Provider, ISP) W @)
1 B#BE2 t&rﬁé CEA (T FERZEP21EF
& 5 #)
(Certification 2~ R HFREZ BB R AL ERT R
Authority, CA) @ |TU-T X.509 +»; N2 R EBEE BEH
A R S B

EREFEBHESFE
## (Certification
Authority
Authorization, CAA)

1% RFC 6844 (http:tools.ietf.org/html/rfc6844):
RREFEBEEFERERE L AT Rk &(The
Certification Authority Authorlzatlon DNS Resource
Record) w3 38 L4 bz e L3 4 TEHE
BH(- Bt 7 B)E #z%&%f'f EREFRFFF
CAA T il Je & o 3F o Wi BHEBHT EI 2
ol e Mt 2 G me—’;\ 22) AR

1§ 7 5 X (Certificate
Policy, CP)

1~ ﬂaﬁ_ 1@%«‘»“1‘@4} > —j—@\ ;‘HLL*’T?I]%?‘ 1z
D2 g S fRT 5 FRLAFA L LR A 2
z 42 c(@ﬁ—;ﬁjg.xr#é_%)%i\ﬂgiiﬁlg
Pl% 13 % 205% 33)

2~ 2&?&’(%&’%:—;@@’& EEER TR AT

TRZE BRSNS OEEAKBEIARY 74
SR EAAM LA A AW BE AP AR

Ffgfscfp iz B 1@ 2 ’i%\ B FT R
SRR AIEY G X > kb iR

& SATIR 7 6% B o d I M AR EDIG SRR
%&“ 2R R AR M T R TR
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P ATE T D RFE o

R TR AR

(Certification Practice

Statement, CPS)

L+ o BRIEE T 2407 B RS
ST A E R R CRER - (R
ERZEF 2% T )

2\ AR BEBRHERL CELA(PHEF -
B S B GERR)REETE R(FR
FALIRRS Ao Sl S e S L EA. 5t E

OB
(Certificate Problem
Reports)

50 & MR AR~ B R EY (misuse) e B i fBaE
SRS BLEET N EREARM T 5 75 2K
% o

:

&SP
(Certificate
Transparency, CT)

BAEEP PSP E - BRSPS
by R AR 4 (R FE £t SSL G RE S '%»
iﬂfﬁi}—)’gﬁ F’B)@pﬁ.m?]?bk’l?l_.iﬁv i
g K CAGEIBH ~ M2 ey & i
FIETR A TN ERL T ¥ 2o
Gl E- BT T F TLS/SSL 1§ 42 % +
F T TLS/SSL G #E DR EirE TR mI%
B Bk GEARM e P o BEEP B4
dREP R BEERA M BE f“*fii i
EZ A1 o

H2p e

N N B Vi > = ,\‘ B2 e oy o
B A b I BEBFUEE A o 4' 'P,u R
C tf. t # 7 o )%i\]l— )& =% 3] o (f& /g‘ j F‘_‘F‘E&—E}@:i\‘
(erllc_ae | mEEENE LD 2!%%’38:@
Revocation List, 2 s g wE
CRL) 2~ 9 & E.’bﬁﬁ- vE» _%f $ A
f##ﬁ@f jﬂpp\a,lyr}t%i,\f&{ﬁo

SAIE SR S LA
(Chartered
Professional
Accountants Canda,
CPA)

22 R g o g & B 375E The Trust Services
Principles and Criteria for Security, Availability,
Processing Integrity, Confidentiality and Privacy , 7|
#®2 8= ¥ 5 WebTrust for CA -~ SSL Baseline
Requirement & Network Security %% 2 ¢ 12 ¥
otk X g3F L €2 mE 2 LA G Canadian
Institute of Chartered Accountants - ‘Fﬁ‘?; = CICA -

d
T
S
&y
>
&

LRFEFKE S AP B P R £ 4G 0 pEOTE
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(Component Private
Key)

A2 (Compromise)

5 5 12
(Confidentiality)

T X AGRBABHAILS FoNBH o

l&’;&iﬁ (Confirming
Person)

T RROPRET T RS
%E;f;ih EiFl\.‘) °

L HEE ﬁ (Contract
Signer)

dg%—:lﬂz‘e'r:é-i 2
15}‘17 ,E,lu T\—F\ﬁﬁij“ﬁ—_&

B 2 X AEE R RA o

P lema -l - TiEaes U T R5E
(Cryptographic SR ALA (¢ § RABAE ) KT § AN
Module) EBEER N o

—%ﬁi,{ﬁp = ~ s

(Cryptoperiod) L R

Integrity)

FH AL R GIERAR e

HP T AR P
(Demand Deposit

&ﬁﬁéﬁwﬁﬁ%ﬁﬁﬁﬁﬁm+~’?$ﬁ%
Btk 2 U L R G o B AR 2 nd
PEYNALE CRFRECIRKRAHZ T FIFTEE
MEE LI & A e

B FAE S A P RRENR Y 2L Apk 0 i

Account)
@O¥ARAL S - B K>t (ashare draft account) ~ &
Hp +E = (a current account) &« £ & +& = (a checking
account) -
S llgt?/ﬁﬁ/z ‘T s = “3’25311 - Tk
Wi i

(Digital Signature)

ﬁﬂu%ﬁﬁo@ 3

B AR
(Domain Contact)

43 LALPR A% Start of Authority % 4 (DNS SOA
record) = £ A # i L H2 WHOIS % &7 7| e
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PpTIs
32 73 & A (administrative
B LAL(CCTLD) ™ # %

# i 4 (Domain Name Registrant)
A (technical contact) z* ¢
contract) ( & KPE&]E%
xR )

f32* 7 f(Domain
Name)

e LAk LA R 1B & Bh(node) sk #
(label) o 7= g4z IP >4t 2 A 85 % 5 elR2 2 F &
e

feid LALIP K
(Domain Name
Registrant)

TR G S LA —“z(owner) » 2 { 15 F e

AT R AR F WA RS rfﬁ-p—w 518 H (>

(Domain Name Registrar);z# = & 5 fEf]# * 355
N 7 %d— » TR AR e it 7 %d‘;_}' ”F? IELE i+ & WHOIS
71| % "Registrant"z_ f #X £ g2\ 4 o

B LRI pILHE
iz (Domain Name
Registrar)

ﬁl—‘};’l RA N BRI p R L2 HE o 2k (1)
PE B L oSl ¢ oo (the Internet
Corporation for Assigned Names and Numbers ,
ICANN), (2) B flai5t ¢ ﬁug‘nm ?ou(a national
Domain Name authority/registry), # (3)% & 3

= (Network Information Center) 2 H 4c B £ 1;

A’ik)

%‘IL‘Z\‘I&-A&

I LA
(Domain Name
System, DNS)

¥ Rk p g IP e p%a-m/» B{‘\'F“}'E‘

& 7 »<4p (Duration)

1 &7 = d “5 »cdp " LA 4 pF F ’(notBefore) 2 “3
s Hp FLA b pF R (notBefore) B ot e A o

I
(E-commerce)

i ERPEEFY LR ERR)IREE Y P P2
A0 B PRA% o

4v % g 27 (Encryption

Certificate)

16w é**uﬁ%*+m~\ﬁ%~vﬁé?ﬁ
AR A AT R AL L
bo iR TR B o

# =3 13 48 (End Entity)

foh RAIER F 4T A HRAY

1 fF0F 2 Y BRSO R 2T ¥ o

20 G R BAEREEP TR E B2
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d«% [ER 52| 14 F“ oS
B ~ % = (Account) ~

Afe“i"’&é‘_—%’( » # 3L AR
B &2k 5 (Site) o

CERE P

(End-Entity ERFLR B BHOGE -

Certificate)

& ¥ EVSSL &% " .

e T e g Y cRBERBEET Y2 2 R B

(Enterprise EV o o] EV SSL 1§ 3% -

Certificate) o =

E¥zxp P A BEBFRELE S 2 2 RF# La(third
e ~

(Enterprise RA)
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o o

VETE AR A4S
# 22 2% (Chunghwa
Telecom ecommerce
Public Key
Infrastructure, ePKI)

PET GG AR T T LR 2T
3 HBAAERE ,a¢EWUwa9ﬁ$ﬁ ot
%];\‘ N kAR AE X TN TIE ST
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homE @

VETE AR A4S

AEXFTRERLR
¢ (ePKI Policy
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i mLR§)
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PEIREEAFRE
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HAMERERT B BRI GBI 2R
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1t ¥ % 2% (Extended
Validation, EV)
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ut W e A
Certificate)

5 %(EV

Bz H A k8 (Subject) T3 ¢ 3 iz 45 CA/Browser
Forum Guidelines for the Issuance and Management of
Extended Validation Certificates . 2 5 i & 2 - F

‘:‘:[Lo

Yo o4k

EVSSL & #E#H*(EV| ¥ 7 F,ra #Eip R LR # EVSSL & & o
SSL Certificate SR ﬁfgg@,, sy o A o '?"Ff
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LE RSy e 4 E 4 T
555 20 75 2 T 3t = F BT R T L“ﬁ TR T3 FCRS
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& 7R 2 B 1k chig E - Miller Smiles 3 B 4 4. 71 %
(Miller Smiles phishing list) 2« Google =% = i 7 71|

# (Google Safe Browsing list) - & &t i * 2 4
B R ] LA o

5% (Identification)

’Ag”ljﬂ'\‘ﬂ‘ e FJZLP\-(%" mz}fr)m]‘ﬁer’% A 1i
= ;% o (A Guide to Understanding Identification and
Authentication in Trusted Systems) -

EREECE RS AR R L L
o R FREL L S RS ANE

E A e
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Agency)

FHP A RS T é_fﬁ%ﬁg‘w PEEREPN |
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HE D) -

FHF M () 3
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Hefoent) F ¢ S adE 2 gl seeh- Bk -

(International
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1R o2 28 2 1 BEFGES W
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e VE e AR 0T 5]
22 (Internet
Engineering Task
Force, IETF)

f e iR g {odid o F O pspinan
https:/iwww.ietf.org/ » 3 fE # S5 d 2 WF & F 2 #
P2 ERIBAGERT R AW R e > % (R
PR RLIE (T OEW o

EHBEWBH
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ZEEDEFERBHE - BFBREBET S RER
T

& §F % ¥ (Jurisdiction
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25 KA 1 RGBT 14 AKUGHE Sk
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$ 7 2% 4 (Latin
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REE RSB A R A E D
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Practitioner)
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, N K= py’ 2 v = re =
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B £ 3 ocd)
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Period )

1.x5% EVSSL G and £ 2l - 28 F Wi e
¥4 Fie o ik EV SSL Certlflcate Guidelines
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F B R
Online Certificate
Status Protocol,

& # i+ 2 (Online Certificate Status Protocol)
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