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6.1.4 #-53% ﬁiﬁ‘:* SR EGBEY f?‘&*“""'
AETY kB2 MgEED P ETEBEAF LY S D
BAEEY R EL AR P2 RHBREF I RRT S

KoRHEEFARY ALY wosglREH R LR ERE

BER? CRBFFHTEARFR LI X2 EY FLLEFEL

FIRP w2 N AP RIGEE RS BHRAFIEY CNKEENE

$ o UFEROGEEY 2 AW EGET iR

6.15 245+ R

APPSR S4RE R 2048 A H v b i RSA &4 A
SHA-256 ;e Sl & 2 B8 8% -

FIAEI19 & 12 7 31 p(3)2 o » * # & pid * RSA-2048 i~
I EERS VTR UR Ty

AE119 & 12 % 31 p ts o * 2 i+ RSA-3072 i~ & 4
X EApy hH i BN £ -

FAFEP R Y PFR Y AR PG F F 2 (Elliptic Curve
Cryptography, ECC) % % & 78 #-i¢ * 2 & NIST P-256 &% P-384 4 4%
& o

¥+ ECDSA &4 AF 7 S * T -3 4H P 2

- 1 P-256 with SHA-256 # P-384 with SHA-384 -

6.1.6 2F £ F B2 AWZ ST %%

RSA # & i 24 28 5 7 h(Null) -
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AFEY S E R A4gHE* NISTFIPS186-4 2 245 42 4 RSA
B R Y AT Dl TFE 3% 8 5 5 T dic(Strong Prime)

oo VOB EA S RSAFE 2 T il e
EI R ATR R SRR o

1395 NIST SP800-89 % 5.3.3 &> 4 ¢ 2 ¢ 'Uléii?;’&?%#ﬁ #ic(public
exponent)enia 5 < 3t 3 dhd oo ¥ H E 4 20 21041 {0 22901 2 FF o

Hdp BB % 7 2 Seindp =t = 2 LG o] 3 702 enF R T o

%ﬁwﬁﬁﬁﬁ%%ﬁﬁééﬁifﬁ’ﬁﬁﬂﬂwﬁﬁf
NIST SP 800-56A Revision 2 % 5.6.2.3.2 &£ % 5.6.2.3.3 & > /a7
3 % * ECC Full Public Key Validation Routine £2 ECC Partial Public
Key Validation Routine =7 £ 4% 2 »<dp

6.1.7 £ 442 * B th

AEEY CEXH P RAEKTEFEREE BERLGP oA E
WAk 2pEED P ETRRBERFRY cFg 2
keyUsage #§ o #f =3k @_i¢ * ¢ keyUsage == & digitalSignature ~
keyCertSign % cRLSign 3§ v & 4& * 2 (extKeyUsage)#§ ~eff ¢ 2

id-kp-timeStamping(1.3.6.1.5.5.7.3.8) -

PR G % 2 keyUsage # o ff = ¢ 7 digitalSignature %
contentCommitment - 4 v £ 4% * & (extKeyUsage)#% “c § =& 2 id-kp-
timeStamping(1.3.6.1.5.5.7.3.8) -
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6.2 % £4K1FEZ RAEL RITE

6.2.1 RBmHLFEEL ¥

*F T4 it % i3 FIPS 140-2 Level 3 33 2 41 4 % 48 e o

* oS ks kb2 BE R HLAE R 5 5 & FIPS 140-2 Level 3 ~ CEN
Workshop Agreement 14167-2[CWA 14167-2]&% ISO 15408 -7 EAL 4

LAY RS e o

6.22 % LA 2 5 A4 d

AEIMP s kA 4E2 A 4rE o # LaGrange § 385U P 4E 2
(LaGrange Polynomial Interpolation) < n-out-of-m(1# = f§ #- n-out-of-m) -
# § - fax >4L% 4 % (Perfect Secret Sharing):~ 3% » ¥ G s % &
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RREE 622 EngsgA L FAE AR P ATEY SR
b4 ¥ 1 % i B FIPS 140-2 Level 2 11} 2 S en IC + (i 5 fo % A
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6.2.9 # % &gz B >
AETLS L F AT 622 § 5 AE ko N
eiat o

AEILY SRR S 2 fp BAgERT o

6.2.10 # % & 42 4> N

AL ENMNEIEY SRR AR T T BT FEREEZ B
AP S A4 AED I PEE PR LR o8 T
AERYCRIEHFIAE Y FTRRBAERFEY S EFATOAE
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6.6.2 % > ¢ 2irE
AP S A % AR B BRF R BT ED
U SRR 0 R

AFIRP S Ebfoird KRB BRI SRR R

\

AETLY S R T R GRS R 2 L s R
ISO/IEC 27001 ~ ISO/IEC 27002 ~ ISO/IEC 27005 ~ ISO/IEC 31000 %

3
b

WebTrust Principles and Criteria for Certification Authorities 2. = jZ 3

FEIS I XFERELE AHAT AR

NEEES *%w

AP 2 AW ESED Vo e REE BT E
B V2 WA R (CEE ® F DMZ) o i 5 1) e e B (Internet)
R Rz MBS R P R BB R REA L TP AR

—

S AR S L L A e LN S S i
P AEIEY I BET RS R

AEILY 2 BT REE K SRR A AR P AT kS B A
>R R AL O~ R A s U kA e d E (Filtering

Router) # 4c 11 ife3k > 12 [7 2 128 PRIMe » B2 % S
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7. BE-~BERBRLEFM ZRIERE
AEET2ZRNIE
71 5#E2Z £33N

AP T R i ¢ 9 ITU-T X.509 ~ RFC 3161 ~ RFC

cm F:“&

3628 2 RFC 5280 it 5\ i enf @ o

AEREY CHFERBE X > G B2 L F (Cryptographically
secure pseudorandom number generator, CSPRNG) > & # + %3

Bs¥ 30 5 64 mamit B2 GHA L o

711 % * R 5

AR B X509 V3 B A G -

712 BEFB L =
AEIP o B R GESG ff_izﬁ & 1ITU-T X.509 ~ RFC
3161 ~ RFC 3628 2 RFC 5280 & ;V 5=z 4 Z_-

7121 227 w2 5@ (Subordinate CA Certificate)
CETRBRLEIEY cEHLAFRS o2 T BB IS
7% (Subordinate CA Certificate) s/ ~o ff 3! 40T
a. & ¥ 7T K (certificatePolicies)
PP S R B H AR 5 2LBE 4212 (non-critical)
Wi HONx F 32 2e il 3 g i B S (policyldentifier) o ¥ 4R
B E R B IR "L T~ (policyQualifier) » * »M &7 4%

FO CEEYAATEAELSL 2 gy o
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. & Ak i 3 F Bh(cRLDistributionPoints)

PR s % R AF > H AR 5 2RB 4242 (non-critical)
Wi, Bp g avgie? ETREHRAFEY 2 GEAL
‘)ﬁ‘%l' PR35 HTTP URL -

& 7 4 7 31 77 B~(authorityInfoAccess)

PLIFCLF s R B AF - H AR 5 2ER 4E 1 (non-critical)
BWim o BN R ¥ e d BT LBERIEY o OCSP v ik
@R E e HITP URL » B} 5 4 % *0iiged B5 2GRS
Y w2 p §§ % HTTP URL
. #& & *T4](basicConstraints)

A AR B HAET S B4 (critical )i = o
BN FH e cAfF =B S true FIlAF Y w2 L AT §
% Tk BEWHIEHE > w pathLenConstraint # 3% 25 0 -
& 4 * # (keyUsage)

LR CLF s % B AFE > HARSs 5 B AR (critical ) - o

Hpo® # 3h2xze keyUsage i+ = & digitalSignature~keyCertSign
Fe cRLSign °
& ¢ "4 (nameConstraints)

PETRRBELIREY CEFLAERY 2 T HEEE
o108 v e 0 L i
. PHov &4k 2 (extKeyUsage)

P s ERMEF o BT 5 22 4 (non-
critical) # = » H p % * 3% :x 2z id-kp-timeStamping

(1.3.6.1.5.5.7.3.8) -
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7.1.2.2 * = {3 (Subscriber Certificate)

1§ 7 5 K (certificatePolicies)

LU R B H AR 5 2ERE 4214 (non-critical)
Wi BN ¥ 3 iiie G % g i 3 W) £ (policyldentifier) - ¥
B F F@ G FE s L 2~ (policyQualifier) » * 3N &1 &
PR AT N2 2 ey o
. &7 A 1k F P 3 % Bh(cRLDistributionPoints)

L R B H AR 5 2ERE 4214 (non-critical)
Wi Bp g atizeh gLy w2 J@EA L FP RO
HTTP URL -

& 8 17 31 73 P~ (authorityInfoAccess)

L A B B AR 5 2ERE 4214 (non-critical)
e ) g ¥ tzise A e o OCSP ¥ [ R E 5 HTTP
URL > Hp ZF & #3t3ixze A *g ®e w2 §ZE S HTTP URL -

d. # & *T+4|(basicConstraints)

s ER PR = H AT 5 25 B 42 12 (non-
critical)ff = » H N F * 3 iize cA =& 5 false o

e. £4" i (keyUsage)
PR R S E R o AR 5 B4 (critical)if o

Hpop % 33z keyUsage - = 5 digitalSignature %
contentCommitment ©
f. ¥ &45* & (extKeyUsage)
iﬁﬂﬂ@ﬁ%iﬁgﬁﬁ’&ﬁiﬁﬁﬁﬁiﬁ&’
HAE 7 5 B4 (critical) #f = 0 H poF * 3 ixe id-kp-
timeStamping (1.3.6.1.5.5.7.3.8) °
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TA13 57 8 & 1 Bu 5B

AFILS B U BEOT B R P TR Y E b g S

sha256WithRSAEn | {iso(1) member-body(2) us(840) rsadsi(113549)
cryption pkes(1) pkes-1(1) sha256 WithRSAEncryption(11)}

(OID - 1.2.840.113549.1.1.11)

sha384WithRSAEn | {iso(1) member-body(2) us(840) rsadsi(113549)
cryption pkes(1) pkes-1(1) sha384WithRSAEncryption(12)}

(OID * 1.2.840.113549.1.1.12)

sha512WithRSAEn | {iso(1) member-body(2) us(840) rsadsi(113549)
cryption pkes(1) pkes-1(1) sha512WithRSAEncryption(13)}

(OID - 1.2.840.113549.1.1.13)

{1so(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA256 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHA256(2)}

(OID * 1.2.840.10045.4.3.2)

{1so(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA384 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHA384(3)}

(OID * 1.2.840.10045.4.3.3)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHAS12 | signatures(4) ecdsa-with-SHA2(3) ecdsa-with-
SHAS512(4)}

(OID : 1.2.840.10045.4.3.4)

AFILY o BB RN A WA RGP TR Y R 2

T

{iso(1) member-body(2) us(840) rsadsi(113549)
pkes(1) pkes-1(1) rsaEncryption(1)}

(OID: 1.2.840.113549.1.1.1)

RsaEncryption
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{iso(1) member-body(2) us(840) ansi-x962(10045)
keyType(2) ecPublicKey(1)}
(OID: 1.2.840.10045.2.1)

ecPublicKey

3 ECC /i & 20 B e Prsrse ™ PRl o S0 Sdicz 4 12 38wl 78

secn256r1 {iso(1) member-body(2) us(840) ansi-x962(10045)
P curves(3) prime(1) prime256v1(7)}

(OID: 1.2.840.10045.3.1.7)

{iso(1) identified-organization(3) certicom(132)
secp384rl curve(0) ansip384r1(34)}
(OID: 1.3.132.0.34)

7.1.4 & %2538

B HAME RS B E o 2R * X500 k- 3w
A - AR NS - R eY T 1 78 5 ITU-T X.509 ~ RFC 3161 ~ RFC
3628 % RFC 5280 I ;\ iRl 2_o

ARIRY B FEWERELIMT LIRS Z countryName
(OID2.546)ff = » H 5 A §1d o ap 2 32+ 1SO3166-1 H
FINFG o ",f pt2_¢b > & JE & 7 organizationName (OID 2.5.4.10)#§ i+ »
BELHe VAN AERY w2 CHEFHRAEL 5 R ATEY L
oo v A AR R R F I SR A e Y A e
A% 3.1.5

e

\\\?{y

CAl- 74\?, BN o7 ”ﬁﬁﬁf_’@ FH X500 v - w2 LA

2

E]‘l o

7141 8% —‘F'f F # (Issuer Information)

%95 RFC 5280  ff¢ 42(Name chaining) R 2 > BHE & % F =
P - BN LA (Issuer DN)epph % > & B2 B #3282 B 2
P e v - 3R] L (Subject DN)AR P o g A § I8¢ oo § 4F ek

B H B AR BB LR R A FIRY Ml
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- R R B AR
7142 * =g &2 i W F R (Subject Information—-Subscriber
Certificates)
%’ﬁ“s’ EHEY CRE AT AFIEY SEIP P S RIGEDEFP
§ BHEITR/N BB R TERAETR E AR R T%FE
TG e IE L A T E LT 0 G W
Biwre g4l ~To v 2 0 (P2 R) 2z~ 2 /8w

BT REAZES T RE AT o
7.1.4.2.1 2 ¥ %] £ 3 oo - (Subject Alternative Name Extension)
PRI TR 2 3 ] L e AT

{ECA ) S REFEFH

extension:subjectAltName e el

7.1.4.2.2 3 ffra— 9] & f4F - (Subject Distinguished Name Fields)

kL PR RIB WA RvE - 3] LA = (Subject

Distinguished Name Fields)z#.p? 4 £

SR FREE

subject:commonName (OID 2.5.4.3)

subject:organizationName (OID 2.5.4.10)

subject:givenName (OID 2.5.4.42)4-
subject:surname (OID 2.5.4.4)

O
O
X
subject:streetAddress (OID 2.5.4.9) X
A
A
X
O
A

subject:localityName (OID 2.5.4.7)
subject:stateOrProvinceName (OID 2.5.4.8)
subject:postalCode(OID 2.5.4.17)
subject:countryName(OID 2.5.4.6)
subject:organizationUnitName(OID2.5.4.11)
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oz @R

EEM A B (O # X

7143 B # B H B ® 2 1 W F R (Subject Information-CA
Certificates)

AP 2 BEBHEEELS L g FTLEELE LY
NN Vi)&Pg_J{ﬁ\’ff'/E & - jZ‘IF:F‘E—E—EHTng’ mﬁ}_};j\lffﬁpg_]g
K o B2 MgeE - %] AL - (Subject Distinguished Name Field)+4r

T %

LA b R G ek N i
subject:commonName (OID 2.5.4.3) VA5
subject:organizationName (OID 2.5.4.10) INAR
subject:countryName (OID 2.5.4.6) INAR

7.1.5 & %'24]
Y b L]
7.1.6 B @ F R A & @A

AP S EFEBFANAGEILS EBRN B R A AH R

BB R
AT EFPEREEL BEARS ERNBALE 12 &

707 R B AP 2

RETLY S FEPBET F IR T A

TA8 F R RIA2ZEFFEER

ApIEY s R PIEE T 7 ek 'L~ (Policy qualifiers) e
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719 MEBETRF L 22 F L 2
KETLS S BB BT 2 BRI AW 7 2 5 A
%fu%&ﬁfi‘; °

72 BB FP 2 HANE

721K * E 5

Ap I o B ITU-T X509 & 2 chig @ A0k i o

722 BEALFP 2 BRAL 5?-4" CEER EX 3

ﬂ\'g,,t‘.u**;?m)& }%‘\"/P , «)_‘4)%}1, ‘P'#%fbﬁ}gff'_
(crlExtensions) % & & B¢ ok & i% P 3% o #f = (crlEntryExtensions) € 3

Pe ITU-T X.509 2 RFC 5280 i+ ;\'xz 32 o

T3 RFPBHEMBF TR

AEILY B S RFC 6960 2 RFC 5019 -3 452 5 + 1§
Bt R(OCSP) & IR Ah > 3 BB @B BB TR 55
(authorityInfoAccess)#f ~v #f = ¢ ¢ 7 & g3L¢ & OCSP RIS feul o

7.3.1 %A B %,

AETRY R R B R BN HE R T T TR
B Rk

B ¥ %395 7% 3% 85 (Target certificate identifier)

FhABHEBRLBEe 7 AT E 2 ‘f@?ﬁ%’ﬁ?jﬁ ?ﬁ—’»?&é B~
f&;ﬁf{z’%’s}\ﬁ B A AEEE FHAGREZLRERE -
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OCSP w i 7 PR B & 3 e b B ik o 2w edte 3 1T A&

MFE
1 B
v A R 0 E dE ‘;ﬁ-M)‘; &5 PN
AR FoffE e Ry RS REREaR
AR B PR %\'ﬁﬂ*'u e BT LR
5 & B 55 (Version) v.1(0x0)
OCSP # Ji; 272 % ID , . e
' OCSP ¥ J& @R E 3 48 & H D
(Responder ID) R PR P AL & A (Subject DN)

# % pF B (Produced Time)

v i B R R

& 434 15 7% 3 5 75 (Target
certificate identifier)

2
g

/Z\ :W‘/é/ﬁv—r/;‘)@:} ;‘%]?'ﬁ(CA)f"f?-
(Issuer Name)z_ 325 & ~ G 3% & % —‘F% AN iﬁ
(IssuerKey) 2. 32282 F 490 F2 18%

%fb

(TR
(Certificate Status)

B % L4 RS (0:F 2/ Lk 2k /204 47)

rz Hp
(ThisUpdate/NextUpdate)

it ERIH R 2 7 AR
(ThisUpdate) %2 T =t { #7pF & (NextUpdate)

EXmEiz
(Signature Algorithm)

v

R N
sha256 WithRSAEncryption £ ecdsaWithsha384

% F (Signature)

OCSP v i G IR B chg &

1§ ## (Certificates)

OCSP v Ji; 5 R B G 2%

7.32 R BEA B LH

OCSP v & P PR B & 3 e |+ 15 78 5 L b

Poo i
B OCSP w» j &
Identifier)
B by OCSP 3

e

Ly dE & 5T

R F G B £ 4 %] 45 (Authority Key

% %€ % #ic(nonce) ¥ = pF > OCSP w
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edte » IR e ARk i Rty e
B % & &% R(Signed Certificate Timestamp)
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