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1)k 320 AN IEH RS 30 P A i F M (A2
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o

(2) & F 3L F o Bk RIS PE SRR AT 40
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B AFIEY ot RGE 30 PR NG RO
ﬁgﬂ;‘;—f’aﬂ IJy?&iﬁ)&iﬁ,—pgé'If’)&)ﬁ‘7 MTF A o "g
okl OB IREHEEFF Y o
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6 L% 237

6.1 &2 A WA £ X

6.1.1 &4k 2 |

AEIRY SR F 621 BRITLX 2HAEEE WUEREHF
*fr”)ﬁ’*ﬂ é}.%é'f"

AEIEY kR Y 621 &R HM RGN EN AW LK

$ i B NIST FIPS 140-2 SLo2 i 5 i 21 5nfe o # % £ 42 = D2 %
iR E 6225 % 6.2.6 &4 2yHT o

%ﬁﬂﬂwf$%ﬁﬂdﬁ§§ﬂiﬁ§iiﬁ£€%%ﬁ%%
(Qualified Auditor) L 25 2 3. ¢ 15 °

g

6.1.11% = s4g¥2 A4

d o 2 p WeiHI L LTI A F % 24

W

612+ R &gz »

IS LR NIE A S Y T RE L WYY IR ¥ S
Ep AR R
613 2R 4B L EFEEIBH

O A AR MY T PKCSHI0 G# Y it #o/ £
BBELEP P o Ip P iRy 321 R TIREHT T TG AP
}f}@mf?4}%wau_§\ﬁ?€j&_ﬁ P Flﬂgﬁﬁ@ﬂzﬂ)&}ﬁa W o

7"*’"’1’#};]"?_%?1311%?@%}%"ti‘fﬁ'a{é‘ﬁ“’*ﬂpﬁ ir§&7
TR @

614 BRI P EHBIELTIFERESY

AFImYou ALz DY HIPKIRCA % % = # & HiPKI RCA
bt’ﬂ\’g ﬂiumxm.:}EP ”g%k’;l ég)&P%-'ﬁﬁig"ﬁiTi\‘aA%& /':L
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ﬁﬁ’& %.;F;]z £ 7’\? ¢ uééﬁ@ mJ:u/Fl iz g HIPKI RCA & "“‘?z}
TE AR T > & 2FF P HIPKI RCA 2 2B &40 p 5183
Rt F 000 o MEBHDET R KREREY 2 OB 24T

- > 5 2
CRES R i

6.15 £4&+% B

AFIWA S EAGE R 4096 AN H b RSA 4 %
SHA-256 322 Sl B 2 § 8 183 -

FIAK 119 & 12 % 31 p 2w > % 2% JF @ RSA-2048 >~ & 4%
NE B E D b AR A4 o

AE120F 1% 1 p s * 2 g * RSA-3072 i~ & 4
5 Fe 40§ P 8 fANE & 4% o

FAEILP SRR ABASF B2 (Elliptic Curve Cryptography,
ECC) & # Gz 42 * {2 & NIST P-256 =% P-384 s 4 4+

Es

AY

> ECDSA £4f° A p 127 iR * T d M- E e 2 - o
P-256 with SHA-256 - P-384 with SHA-384 -

6.16 “H 244582 A U2 &%
RSA j# & 2 24 85 2 ch(Null) -

AEILD B R 4G4 NISTFIPS 186-4 2 24 & # RSA#
B eF enfP i 5L 3% 85 % #i(Strong Prime) -

PRV AR A EA 2 RSA FEEY T T
K I/E‘ B_FS ?ﬁg’tﬁ" 5!1 ?ﬁ'ﬁ'{o

1295 NIST SP 800-89 % 5.3.3 & » & ¥ 3L ¢ .« Frsd 2 dfdp #c(public
exponent)siiE 5 + 3t 3 ehd e ¥ H fE 430 21041 o 2201 2 o gt C
pHE R P Beodp e > 2 g o) Y 752 en BB T -

FRTERY RREFTEEEFLEE AP %ﬁdﬁ NIST
SP 800-56A Revision 2 % 5.6.2.3.2 - % 5.6.2.3.3 & fxzu#75 & * ECC
Full Public Key Validation Routine £2 ECC Partial Public Key Validation
Routine 14 42 »cdp o
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6.1.7 442 % Pt

AEEY CERH P RAEKTEFEREE BERL G o FFRE
P A B2 2 4gigd HIPKIRCA 35 5 2 ¢ 4447 i (keyUsage)#d o
1§ 3% T i@ * hrkeyUsage =~ % keyCertSign # cRLSign - & # ¢ 12 ¥
CHRTEERT PR AGEF AL BEA AT R LE D 44
* 3wy S @ 7 digitalSignature o

EV TLS/SSL &3 2. keyUsage # “vif i~ ¢ 7 keyEncipherment %
digitalSignature - ¥ v & 4% * £ (extKeyUsage)# - #f == ¢ 7 serverAuth
£ clientAuth -

6.2 % £ 42 RAW L 420 ¥
6.2.1 BB 2 i3

ApI2d s * g iF FIPS 140-2 Level 3 3usg 2 A1 1 %78 ficke o

6.2 F % &4 A 2 5 A

AEIRY S gL S A dpd 0 % LaGrange 7 I p R E
(LaGrange Polynomial Interpolation) <2 n-out-of-m( & #- n-out-of-m) » i &_
- fax > 2% & % (Perfect Secret Sharing)c= 7% » ¥ fa s § % £ 44
B2 w2 HY snE MY IR AR EN20MiE ¥ N
JRAEIR Mo P ET R AFIEY SR REGDF A FET K

BihE 2R TS RRLF R A Fah R N(LR Y 628 &)
e “f‘%f%i’g /\}g_fgﬂ L W
6.23 % &4k~
AEIEY CERFHFPFRELGIAMRICE  AFILY Sy B F R
il g
6.2.4 % &£ 4% >

EPRE 622 HAMABZ S ARE ARG AFIEY wF R4
> T 1 % i FIPS 140-2 Level 2 11 b 2 5% 0 IC + i #0134 5
o Y
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6.2.5 # % & 4REF A
AEY S ERT PR EGI AT L NEREOTAH SR
¥ 5.5 @ T E N B ST -

626+ R &skEr - N RBERE
AEILY BT R R £ AR~ RS R

D &sAd-

(2 &4+ > & E w4 o At iFR A A% #F > (n-out-of-m
control) e3> 3% 5k G A ¢ 12 ﬂmf%$%mWﬁ’;ﬂfm$ﬁ
WRFFICHF v R QIEFERRFEOF L2445~ DA
B R o

(3) L # HAB Hle o 7 i £ 4 » 7 SN R A0 | 7 3N R e~ B AR
YRR P SR BT R o B R
ﬁ%%”ﬁﬁé@~ﬁ%%%$%%£ﬁﬁ°

627 F R AT RANE
Y611 &2 F 621§ o

6.2.8 Fcts 3 W & 42 &
AEILP 2 PR AR B R S A ICH kgl ARy
e ICHd BIR - Fa R eriRg

ORI EL 2T RRBEE T R R X FHFE R
P B a4t @27 P E48a0 2 N RBFA D LMK T4 i

LI
(DF s AMB/EE DF B 2452 kb > 8 2d 5 L3 IC
+ kAl AR R ICEd R ek Bty o
(QF = R EH/TE - F P RR T T TN AR P X ehEn
SRR R R A RGBSR % b
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6.2.9 1% % % S 452 5

AEID w2 PR EGRY 622 &5 LI E 220 NP % 44
f:g.?r o

S EANEEE LS S Y LA

6.2.10 & Sk % & 42 3

gﬁé’ugmj&?gﬂ ‘uft‘%’f%@{’r? ) izf:‘ffr,ﬁz@«isy EREM
AEILY S A4S AR IHFE PR A R Ft o § A
FIRP s R A 4T ATE HIPKI RCA & % Arehik ¢ 12 v 1»,’(5;,5_ » ¥R
-ﬂﬁ%ﬁﬁﬁﬁﬁ@%%,¢ 218 (FRY AT &) €3 05 A
BAERCEP A g I s R B4R B 1 JdZ (Zeroization) s i
A B BAE Y EhA Y S F R Ao

AR A SRR BhA gy R a2 PR
R EMGE FORBIFR IC F 4 § A AFIRY AT AT PFE
FRHE -

drd 1B MG e e SRR A A BB IR 2R A
A P~ 17 pF (accessible) > P iE F i B AR T R A4(7 2 5
FRTBAATRRARR Y ) ML RME o HEZREE RS D
ﬁﬁé’-ﬂﬂégéx@%ﬁJW%ﬁﬁnﬂ%ﬁ? 1 B e R AR 0 MURR
AT PG hEKTRE B3 B

ek 1B $i%@‘§] F BB P e SR A T R BRI 5“\?‘5 F
RITBRAREY G R FNTG PR ERK FORRARD SRR
ey ,T(erased) o

B2 R EMHFHE SN 7 YRR
6.2.11 G HEIER
50 % 621 & o

6.3 &4piH 2 B 4 AP

O E R TR AR MFIRY S FREY SR A
%o

x\”ﬂ

-\\ \‘H?
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6.3.1 = R £4KF
AEILY SRR SRR P BRSPS 5.5 &R LT
GH2ZE RPE 0 AR T HRFEY S DB LKA o
632 8P T2 G422 #* P
6321 27 wIEEEITZ S{H2L T PN
AFILY SRR B2 @ TS

R AT FRERT B & A
W5 EE 108

K 5 19 NN Z_ f@ " o, . . .
%gﬁ@% WAEEEALFE AW R | 208
* e A w BRI BEE 20E
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6322 % »BEIKITE S4FF2 1 F P

RN TE BAgYTL R LG
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IC+ ¢ » %3 IC + ¢ eipicds FALE @ H ~ IC + enip < 3l 75 (f] 4
PIN £5) -

6.4.2 e T2 R E

fate FAtd n-out-of-m iy IC+ 3 5 IC+ hPINFGY 8 4 R

P
fofFselh 3 @ikt @i 4 o IC+ 5 2 P FTenid A | AR
Z_ 371 PIN 78 -

FE A PR HAZE 35 TH AL E ICH -

6.4.3 fxd Tkl H i;g_‘_?f,
I e & AR AL A

6.5 % %% 24 F

6.5.1 # LR AGF 2HIRL
AEI el AP E S E E s R P L
Wi-% m'ﬁﬁ**ﬁ T AT DA
(2) f* ”'*475“ CEE TR S A
(3)#%% o ’3:7}7&# o 4

j\*"g";j‘._’_:‘.\,z ,%g:#_,‘m it E T £ o T T
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P s
%fb‘? Y ﬂ+ P:AF/_B&‘ °

6.5.2 § 'a% 238
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6.6 4 &3k e

6.6.1 4 AT F i ¥

AE Ik B § P& a4 & 3R A &2 & (Capability
Maturity Model Integration, CMMI) s34 i (7 & B 47 F e

vz p P s 2 ﬁﬁﬁrﬁmﬁ" R A R ERAAET ] ELAR
N e TR 1L E I F I ﬂi,g,ﬁ%*"%"f 1 EFp e

GABFERESRIEERE L RBRE T TR -

& ,b,{g;?,%f.«)@ff;&i%i%‘@%{ ﬁ%—e};%l}‘; IR E S
P B R AR 0 T 3% At E\H%‘Eifq‘;ﬁ’— CRIEAR L LA p
RAr AR FRH LS AFIRY o TRREFMRFKNTE -

6.6.2 % > ¥ ir ¥

hE TP PR B % R Mo T BRH R D AR
PR T o

AEIY o WG R EEE MR R 7 & R T M A
REARE ~ PR~ Pk o

- F LRSS S {r;—ffr#"”g 4 fir"h BEErBrEsakd FpF
1] jEIJ%\“q_fx$? 1’2 2L ,fi %ui-@/\ L 73\‘5\ °

AERY S AR EFE RGBS PR ST
ISO/IEC 27001~ 1SO/IEC 27002~ ISO/IEC 27005~ 1SO/IEC 31000 ~ Baseline
Requirements ~ EV SSL Certificate Guidelines ~ Network and Certificate
System Security Requirements ~ WebTrust for CA ~ WebTrust for CA—EV
SSL % WebTrust for CA—SSLBR 2. & /2 # e 22

6.6.3 % &P X 240 ¢

F &I IXFRRGTEGAT FABfEZ LR o
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6.7 pEX 24 F

7"?/—“;'\*7 ‘ﬁk"f‘—"lpqﬁﬁﬁﬁﬁ)%’ff}m% LT RER
WV H IR RCEE T % DMZ) o i D R i (Internet) ’ Mft
SR MERFEN KT P F2BEEBY @¢¢ B 3 RAE -

%?I@F‘lulw”"]‘é’]?m)& "’t’)& }%I’ ‘P‘I IIQ’II“L%E_?%?,E’E’]
B A F LY S A PBBETIRETRE -

AFIRP 2 B R R A AR e AT kAL B -
Bl A O~ AR S BV R A2 gL d B (Filtering Router)
Ehe U EE 0 U FEIRE PRI BRI F .

6.8 p¥ B

AF I R RPE R B OPERE 7k SR L gk spE
Frend peld > T /g T EFR 23 AR

@) R T -
(3) & B.}%}._/F 2_EBRER o
(4) f SoE F2 5 4 FFRF o

TR ERFPBFAIBERREFT AFTAE LA RER T
¥ AT o
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7B BRAELFP 2R ER

},"R 1:,,, ié ﬁg =\ “'lj ey
1182 IE

AE I of § g e 8 JF ITU-T X509 ~ EV SSL Certificate
Guidelines 2 RFC 5280 & ;% 5%z . 2_-

AEEY CHBEREE L > % Ec2 =+ E(Cryptographically secure
pseudorandom number generator, CSPRNG) » & £ <+ % ~ 2L 5
> 7 OA AT R ZBER R

1114 B 5
AEIY B X500V3 KA

112 BEH W=

A A ? B FRERELRER LW 1“3 l}ﬁ’ ITU-T X.509 - EV SSL
Certificate Guidelines 2 RFC 5280 i+ ;\ 5k z_ 2 7_o

7121 2 gR¢ w2 BFE ZEBHEE

HiPKI RCA g # %A 3 m? w2 T i 7 1% 15 & & (Subordinate
CA Certificate) erdf e ff T3P 40T ¢

a./& ¥ 7z i (certificatePolicies)

PR R e BAF 0 HAE T 5 2R 4214 (non-critical) 4§

o BONR o v 2rce s wl g (policyldentifier) o ¥ ARLE 3

Z i * g re X 'L 7_~ (policyQualifier) » * »*4&7 HiPKI RCA
& BRI EREL 2 ey o

b.!& & B o 7+ 4 # gh(cRLDistributionPoints)
PR L A o R AF - B ARG 5 2ERE 424 (non-critical)
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o # gk aiize HIPKI RCA 2 B3 ok i & PRARH HTTP
URL -

C.J& #1731 73 B~(authorityInfoAccess)

PUAE A s e R AR = B AR 5 2HBE 41 (non-critical)
o B pox ¥ hirze HiPKI RCA OCSP m@.,;p;a@m HTTP
URL » H p %+ # 2v2x2s T § HiPKI RCA 2 p & 535 HTTP
URL -

d.z8 A *T 4] (basicConstraints)

R R B HART 5 B4R (critical)fF i o H
BEF s CAFIRE S truee FlAEEY AL AT REEFT
k& ﬁ%}»#ﬁf& % » & pathLenConstraint #f =% 7_% 0 -

e. & 4 * £ (keyUsage)

PR s e R HAEom 5 Mg (critical)f = 0 H
poE * 3 2iZs keyUsage -~ & keyCertSign = cRLSign o %] & 2b
dAEIEY CERTH PR EME OCSPw i o m £.5d A g
Yo §4 OCSP w i WIR BB # (S - OCSP w iy PR & & 4
OCSP w &3t 4, » #71uzk T_A & * digitalSignature -

f. ¢ £ *T4](nameConstraints)

HiPKI RCA §# %A Fm? w2 T REEPBHBH & M E
EREA JuA

g.9% v &£ 4% & (extKeyUsage)

#° HIPKI RCA §4 % A 8127 w2 T fG 6% -
P A % B BT S 2R R4 (non-critical )i =0 &

A

7z serverAuth % clientAuth ; ¢ # > id-kp-serverAuth £
id-kp-emailProtection # ¥ f P4 & 3 >t pl 3B L = o

7.122% =/ &
a./& 7 7z i (certificatePolicies)

PUAE A s e AR = B AR 5 2HRE 41 (non-critical)
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oo HOpNOE o ahixZe g 7T 3 w45 (policyldentifier) o ¥ ARG &
B4 ‘T\I% IRz Jﬁ:aim 7_~ (policyQualifier) » * ** &7 A (T % L&
SRR S

b.%& & A 1k i # 3 7 Z(cRLDistributionPoints)

PUAE U s e B HAR ST 5 2ER 41 (non-critical) #F
o Jp ?’*%?éf %~g/—v’m»7’& # R 1L R PRI eh HTTP
URL -

7 1 4 7 31 13 2~(authorityInfoAccess)

PUYE R G e B B4R 5 2B 41 (non-critical) B
f%voﬁ]]\*’li-—s"" ﬂ\?l‘ﬂ\i’ll\» OCSP W‘f@-l PRE??rrJ HTTP
URL > Hp Fe #*203ge™ L g2y w2 5 HTTPURL -

d.f& * *2+4](basicConstraints)

RS ERE £ 1EN S ’%"’ﬁ e BT b AN
(non-critical)ff = - 2 . F * 3bzxize CAF B 5 false - F]* = i§
HEAEALTEFTAB %ﬁﬁ%&i& 7% -+ pathLenConstraint 4§ 3%
T 0-

e. & 4 * 2 (keyUsage)

PR ERBRE o B R iR S MR
(critical) # = » 2 ] % % s ixze @ * ¢ keyUsage i+ =~ i
keyCertSign §= cRLSign - EV TLS/SSL & % 2. keyUsage % & %
6.1.7 & -

T35 -c £ 4% £ (extKeyUsage)

ApILY o2 EVTLS/SSL &3 @ s e ff i 5 % & A
o B4R 2B 4 (non-critical) 1 = 0 H Op B At irie
serverAuth 2 clientAuth -

AT ¢ AR TSR R FY w3 R T

(1) & F oy L ff o 7 &2 B 20 2 B g (Public Internet) 773k
T bl4e s extKeyUsage # o ff ¢ 7 58 * 304 5 R RLIRIE

R

R TE °
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Q&#EMNF e Z VA FFLHFREFPMCZEET G4 A7
EEJ_\:‘ 'QJ%E?\‘:%_ o

L4+ EV TLS/SSL & 3% » B>t ig &3 P & (Certificate Transparency,
CT)»;»;m PRI S o L bR * e X509 v3 Extension
#]i& {7 SCTs z?@ﬁiﬂ o Tt ¢ AiE ik L FF § precertificate 2 1§ B 7w
B IRFESP R P sEs BB SCT 18 - £ #-SCT ¢ 714 » P HREHE
(64 BELEr 2 o Rp P w537k Google & Apple 22 CT stk » 4
* X.509v3 Extension 4| ¥ £ 1| T 4F L SSL G E 2 F U iF 3

P B R A CT *Ft%m SSL &% 5 & 75 A3p "4 ]4r RFC
6962 #7141 OCSP %37(OCSP Stapling)SCT i# ﬁi%lﬁﬁ# (CEEch & = s
P @PRE OCSP Stapling 2 fek > ¥ 2 2™ F “#icpf PREF LI
OCSP Stapling) ; ~ F 2P ww H P REEEF § T T HDEHE
BPRPIERETY  FIL V2P RERSEP AP BELERLTE

oo
+

713752 23um

AFILY S EF BB E I TR GuF B AP g L

sha256WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) sha256WithRSAENcryption(11)}

(OID : 1.2.840.113549.1.1.11)

sha384WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkes(1) pkes-1(1) sha384WithRSAENcryption(12)}

(OID : 1.2.840.113549.1.1.12)

shab512WithRSAE | {iso(1) member-body(2) us(840) rsadsi(113549)
ncryption pkecs(1) pkes-1(1) sha512WithRSAEncryption(13)}

(OID : 1.2.840.113549.1.1.13)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA256 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA256(2)}

(OID : 1.2.840.10045.4.3.2)
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{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA384 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA384(3)}

(OID : 1.2.840.10045.4.3.3)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHAS12 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA512(4)}

(OID : 1.2.840.10045.4.3.4)

AEEP S EFDRENBUANIMEKE TR Y R R 2P
G L

{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)

RsaEncrypti
SAENEIYPHON | hkes-1(1) rsaEncryption(1)}

(OID: 1.2.840.113549.1.1.1)

{iso(1) member-body(2) us(840) ansi-x962(10045)

PublicK
ecPublicKey keyType(2) ecPublicKey(1)}

(OID: 1.2.840.10045.2.1)

W ECC & /% » Jf e PFiise ™ i Rl o AR S ¥ Jo 2 3R u g -

{iso(1) member-body(2) us(840) ansi-x962(10045)

256r1
SECp2oST curves(3) prime(1) prime256v1(7)}

(OID: 1.2.840.10045.3.1.7)

{iso(1) identified-organization(3) certicom(132) curve(0)

secp384rl
P ansip384r1(34)}

(OID: 1.3.132.0.34)

7.1.4 & #3558

B IR BEE S B E LR X500 drk- n L
o X LB EAE R& 95 ITU-T X509 ~ EV SSL Certificate
Guidelines 2 RFC 5280 & ;% 4%z 47 -

AEEY B EPREEE L AMT 2 7 countryName
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(OID 254.6)f = » H g 5 A F e w#ths 2 g3+ 1SO 3166-1 B o
R o &tz ¢k > R ¢z organizationName (OID 2.5.4.10)# = » H &
&R E %‘V’%‘“dlﬂ‘?mﬂ 2 PR FRRS R BRI LR
A H\?,_é oM Aoy HE Z i %ﬁéa H4e P CAL-
j-\rg;mﬁ = G g_’bgﬁ-)& H X.500 v — 3w r.;f]g_xﬁl 5 3.15 % o

7141 §FF TR

%5 RFC 5280 ¢ ## 4i(Name chaining)s L€ » &% & % 4 2. v
— W] LHAF - (Issuer DN)eop % > % A B #3582 B 27 ©
ehi RBrE - 3] LA (Subject DN) 4R fe o go & 32 ¥ s B4 cn® 2 g
o H B —‘F"fvzr— B LA OB AEIEY S - Y
PR N F AR

7142% S BE2LIWTR

Bl BB CBH AT AEEY R Y S RRRAEFE P
SR E T SUEY TS Fale 3 ) S S S R
“Lr”ﬁ et EV TLS/SSL g2 A M F A chiE L ¥ meh o [GE 1 W
commonName 1 =% 13 > Bl ¢ &P % 3.2.25 & TEﬁpg_mmip%bé_‘;g_
BOAAM(E S 5B EV TLS/SSLG#AI Rl ¢ 1B)o pteb > B3
W%T’LZH@: FAc Ty s Ty 2 T () —f‘ifzf#—?’“’
Z/NERH BT RN AZES T2 RE A TFEY o

71421 A RS &/ if =
EVTLS/SSL {57# 2. 2 %8 %] &35 v f 4™

BEF = DR i Tk BL; il
extension:subjectAltName A4
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71422 3 ffre— 9] LA

i

\\\?{r

Sl TEIRER

7143 BEBHEHERLZABTR
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oA NEJEE TEE R A
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subject:organizationName (OID 2.5.4.10) INAR
subject:countryName(OID 2.5.4.6) VA5
7.1.5 & &34

FEY b LU

7.1.6 5 &I $ 1B

AER? S EFEENRELLS BN R CABrowser
Forum 2. EV SSL & #rc L i 2w 4 ({joint-iso-itu-t(2) international-
organizations(23) ca - browser - forum(140) certificate - policies(1)
ev-guidelines (1) }(2.23.140.1.1)) -

717 R 2 i

SEARE LS T SR T e L kY X

718 FF e A2 FEEER

7

AEIY s B g R Fo L~ w545 (policyQualifierld) 7
5 B4R RFC 5280 #rft 2 Mid-qtl > » % 2 7 B@EF T £
2 % g ROL R A N A 0 f g 5 1.36.1557.2.1 -
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T1OMEEHEARFLHF 2 F L L

AEIRY s B R E AT T 2 RAEIFCRIF W 7 e MR
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7.2 8% BRI+ ,ﬁ-{v o2
7215 X5 5

AE I s B ITU-T X509 5 A& 2 i 78 A ok i e
1228 FP 2 BEBLEFP FP LF LR

AEmE e R EDEERLFY 0 BB EELFY B

(crlExtensions) % & #& A iF

f iF B 4 4§ = (crlEntryExtensions) § & P

ITU-T X.509~EV SSL Certlflcate Guidelines 2 RFC 5280 i+ ;% i<z 2 _o
B AR P AT &
j Jn [ Fp
version V2(1) CRLeR A 2 V2(1 3 V2 i
BEEL @ % E2)
signature ZCRLZ B R 7522
Algorithmldentifier > p* 4 =
B Jp &2 ¢k & SIGNEDG 32
z_algorithmldentifierty s ie
1
algorithm sha256WithRSAENncryp | & & /% & i 2. OID
tion(1 2 840 11354911
11)
ecdsaWithsha384(1 2
840 10045 4 3 3)
.parameter NULL ERFEEBART TR
parameters - f& 2 parameters
& ZE 3 P NULL > 2 7 4 vk >
NULLz DER 345 5 0x0500
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issuer

CA:=DN

DN 7 & 22 % 3% 3% CRL
2 G E LY s id R -
2w 7 4i(Subject DN)4p I+
Gr: arpgmd o
keyCertSign Certificate 22
CRLSign Certificate ¥_f 15&)

thisUpdate

k% CRL #7¢0H 4%
® i

F¥ 7 (GMT)

i PKIXAL 2_72049/12/31
23:59:59 2_=v g * UTCTime
FAAE NS
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I g § #SS % 00~ 7 F 4

W o @ g fs ehZ 4 o GMTpF
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FAAE - s
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W% s @ b fs 24 7 GMTRE
fe 7 7 gk o
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A thisUpdatez_ # 3 4 e

SEQUENCE OF “4 4 »c(Effective) g %
RevokedCertificate % 2 (Revocation) ¥ 2 3% § ¢&
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Mo — @ (341 #F3)  »=(Effective) £ 4,
- -.. ?‘1};) =% L ;e H
RevokedCertificate iz 4% | © BEAN XED)
* RevokedCertificate =113 *i% £ % T RevokedCertificate

RevokedCertificate i 4%

P F Ao L

.userCertificate

ok 520G
¥ & % (Certificate
Serial Number)

AEIY P TR 2 g
B EIBER Z16/ A
ehit #1995 DER % s% %4
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e
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2

s

.crlEntryExtensions
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CRLENtryExtension

(3x:
CRLENtryExtension
FHA] et S 2
Public-Key Certificate
shEXtension L A
fi et 2 24P )

FH P

CRLEntryExtension » ie & ¢
Iﬁ‘_}_‘:‘ NN ¢
® CRLENtryExtension

i# * reasonCode:z

.reasonCode

HIiPKIF i #
reasonCode:#

CRLEnNtryExtension >
H

7

pFAT
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o~ R A
101D
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% _OCTET STRING -
#*treasonCodeiz f&
Extensionm % » & R
# * 12T CRLReason
:FDER$0#% 2. — Wi
# OCTET STRING 7
# » CRLReason # ¥
= 1% ENUMERATED

[ r7 HP

id-ce-cRLReasons
(2.5.29.21)

.critical reasonCode~ z_¥_ 1% d **FALSEE_DEFAULT
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extension » #7ricritical | ¢t € A% w2 A
i % 7_4_FALSE

.extnValue extnValuesH 3 fL A fe | h g 2P P Ry G L
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Complete CRL*® -

Unused(0)

Pur R EE R

CRLReason
keyCompromise(1) % ¥ x5 % 48 (End Entities, EE)
mf%ﬁﬁéi R AR

B BfE s A g B EE P
iz * pt CRLReason

caCompromise(2)

¥ st 2 Fx 2 CA keyCertSign
2 CRLSignF % & 468 #5244
BLfzpF i * )L CRLReason e
* CRLReason # 7 i * >t B¢
ik EE Certificate » = & * Y B
it CA Certificate(zx : § 1fst
& rx T CAkeyCertSign # %
é%ﬁ%éﬂﬂﬂ%%ﬁ%
e g ggarts EERE
TATA WCAL MY > T £ 37
% % 71 EEl@ %P5 > PIEER
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i

>

nE

B

2% gk b eiCRLReason & 3% 12
* superseded)

affiliationChanged(3)

P EEZ B HEN 7
AL R (BAr e & L
AL~ B )RR L B
plig * pt CRLReason

M5 A

superseded(4)

YEEFIR AT & (blde L # AT
& 2% ~CA Hand-Overm & 2 #1
4 &% ~CAL T (AT E R
L RA SR T AERIEL
FLfEZ R plm & Rt

[ & 2enEHAH L& R)A
LATB % FAR L R k20§
Z P > ¢ * L CRLReason

cessationOfOperation(
5)

PEERHET X3 E i sk
dom A BE R &
FE A TERRPE B RN
CRLReason

certificateHold(6)

SSLiGZE # # i * M
CRLReason

removeFromCRL(8)

SSLi& #

AT

CRLReason

privilegeWithdrawn(9)
(3£ : X.509 4" Edition)

1. EEsprivilegeds B~ i (5] 4e
W B e AR )R
iz *  CRLReason

2.¢* CRLReasonid % # &_d
EEL &34 > @i % £ &
CAIRA {216 1 454
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et | EEGzPE § ¢
3.1* CRLReason i ¥ * >t B
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[ r BN
ertificate) » iz » ¥ & * 3 gk
=~ B & 48 7 (Public-Key
certificate)
aACompromise(10) PIRAAAE T BILER

(3£ : X.509 4% Edition)

(Attribute Certificate) * 2 -
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DHgETE T oA AT AA
AE2 NI EBEEZ B
2@ 2%
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CRLEXxtension (Gx :
CRLExtension 3 #%3]
g enfe sV o F"F £ 4
1§ 7 shExtension F L
A iy et 5N %i#ﬁp\?)

NEE- B oL T
i i AR L8

Y VER Y A A RIUT
m“'a}?).

.authorityKeyldentifier

Authority Key
Identifier ¥ e = >
Key ldentifiersnz #
= Vi B PKIXHR % »
B B
B & 4 SHA-132%
O B e L 5 Key
Identifier

L CLF e g R CA
kB ACRLATE * cng
HATN- F o Il BCAYL

%;ﬁ%p@%gaw&
%1 CAcwi— 3ECAG %
o 0 16

.extnld RPN ST b
e01D
id-ce-authorityKeylden
tifier (2.5.29.35)
critical A HiPKI¥ > A% d *FALSE&_

authorityKeyldentifier
% F_F_non-critical

DEFAULTVALUE - #12 DER
FoRB P o P g AR g R
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[ mE HP
extension » #1 12 critical
g % T H_FALSE
.extnValue extnValue: 3 #14] is | $+>+authorityKeyldentifieris

H OCTET STRING

faExtension® % > & R @ *
AuthorityKeyldentifiersnDER
SnAg s ¢ OCTET STRING

R

.authorityKeyldentifier

authorityKeyldentifier
SRR SRS A A I
Optional e i » 4 %]
% _keyldentifier ~
authorityCertlssuer#2
authorityCertSerialNu
mbert§ i

AhgIme s d s CRLZFR
PKIX » = $ * keyldentifierf§
oom AR
authorityCertlssuer£
authorityCertSerialNumber

=

keyldentifier

keyldentifiert§ = cH§
Pl L
Keyldentifier >
KeylDentifier& ¥ %1
B OCTET STRING &

Sl A e
A

Keyldentifiersnz 4 = ;% ik e
PKIX4& & > B~Subjectso> B
& 4 eSHA-132 % S i
% KeyldentifiersnOCTET
STRING i&
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CRLExtensionsp % | 8% %k ie4kp CRLAE 52
Yo L

.extnld RPN SR b
01D
id-ce-cRLNumber
(2.5.29.20)

.critical cRLNumber< #_&_ 2% d *>FALSES_DEFAULT
non-critical VALUE > #1712 DER%#5% ¥ »
extension » #rracritical | o 4 = € AL 4 vi
ehig & 7§ _FALSE

.extnValue extnValue: 3 41 4] i | 1945 X.5094% % » CRL Number
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P h 3 P
X OCTETSTRING » | & /F R11 5 158 A 55
#+cRLNumberiz#& | (monotonically increasing

Extensionm % » & R
¢ * CRLNumber:n
DER 8 i 5 b
OCTET STRING
g » m CRLNumber #
£ % 1 INEGER
(0.MAX) &+ B #ic 7oL

g

sequence number) - % HIiPKI
v RGP
CRLNumberiz j& 5 11 & &
AR ENT R A e A

o

JdssuingDistributionPoin
t

issuingDistributionPoi
nt CRLExtension » #
[ jz}’ L

issuingDistributionPoint¥ ~v
Bis L kREEE" 5
P CRLE R & & %%
g CRLI= R AP 3 & 5 F
a» Partitioned CRL#7i& * 2_
Issuing Distribution Point 3 1
BURLAy » o7 gt CRLawF
gLt

.extnld

R AT N
101D
id-ce-issuingDistributi
onPoint (2.5.29.28)

.critical

% Partitioned CRL

¢,
issuingDistributionPoi
nt z_%_critical
extension » #71/ critical
S EIERA ri{TRUE

iR d »TRUEZ 2_
DEFAULT VALUE > #7 DER
SoRB P oA T ARG A

.extnValue

extnValues g 4L 4
X OCTET STRING

¥+ issuingDistributionPoint
izfaExtensiond 3 > & Jp g *
IssuingDistributionPoint 7 L
A ik (DER %088 i % o
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mF

B

IssuingDistributionPoin

IssuingDistributionPoi
nt = -

SEQUENCE > p 7
distributionPoint -
onlyContainsUserCerts
onlyContainsCACerts
~ onlySomeReasons 2

indirectCRL 5 1§

# Partitioned CRL* -
issuingDistributionPoint#§ ~v
# =5 @ * distributionPoint
HWimom 72t His 454 -

distributionPoint

distributionPoint 4§ =
FF R A A
DistributionPointName
» @
DistributionPointName
~ £ 5 1 CHOICEF
HAlE > T
fullName 2
nameRelativeTOCRLIs

suer

A Frme ¥ s Partitioned
CRL =distributionPoint &_#x
* fullName

fullName

fullName 3 5 A 3
&_GeneralNames
GeneralNames 3 3t
A e &

SEQUENCE SIZE
(1..MAX) OF
GeneralName

iy 2P s @ s Partitioned
CRL sdistributionPoint 1§ i~
z_fullName?¥ ¢ ¢ z 1%
GeneralName

.GeneralName

GeneralName ¥_1 B
CHOICE 7 #24] f

Ap12¢ s * CHOICE™
7

uniformResourceldentifier » T
Bty P set ACRLewE #
2LURL - & i * pt Partitioned
CRLE%:# G 7 7 »cip o B4k
= /& ¥& CRLDistributionPoints
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e

B

¥

P\

B e e g B URL
I 0 L g e ien
URL= >4p ke ©

73&EBEMK BT RNTNE

AE TP w15 & RFC 6960 2 RFC 5019 #2445 2 4 ¢ 0 38 ik
fi ¥ L (OCSP) & 39 JR 4+ » & B E D@ F P H T 5 5
(authorityInfoAccess)#% "L #f =¥ & 7 * ? 12 ¥ & OCSP PR I& 4 bt o

131% & 5E %

AP SRR BB LA HE ¢

B XA EE

B F 33906 % 3w 5 (Target certificate identifier)

FhARERNBe

PRRBEFEE CBEEEF LR E

BHEEFF R EH{LAEEL FLABHELBHEARL

OCSP» B RIRE E#F M P GHEM BT Y Bite 27 N T AA

Wi
L wP
TR F AR RN P
j# i

FoEER T RSB RAR
B F KBS E LR g

WA B 5 (\Version)

v.1(0x0)

OCSP w & # IR 2 ID
(Responder ID)

OCSP w Ji @ PR & 2 48 ¢ F-(Subject DN)

A % p& /¥ (Produced Time)

vt EFARE

& % 34 6 7 3w 45 (Target
certificate identifier)

¢ R E 2 BE B H (CA) £ AL (Issuer
Name) 2 &2 & ~ G & % ¢ = F £ dx(Issuer
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> F P

Key) 2. 322 82 F 4 BHE2ZBHERL

P T ifi
1§ 7k ik 75 (Certificate B 5 1 EH A (0 /LR 1L 12: % )

Status)
»Hp P it 2RI HRRF 0 ¢ 7 L A

(ThisUpdate/NextUpdate) | (ThisUpdate)# = =t { #7p* & (NextUpdate)

& & ;% & /% (Signature T -t B ST N PR A
Algorithm) sha256WithRSAEnNcryption 2 ecdsaWithsha384
% ¥ (Signature) OCSP v Jis P IR B g &
1§ 2 (Certificates) OCSP v i # PR B el 35

732 BHEAGR TR
OCSP w Jis P IR B & 3 3l @R AT r o3te ¢ 25 T H
I R
B OCSP w Ji ¥ /R & eniG 15 # £ 4 35 = #5 (Authority Key
Identifier)
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He» e AP B EAF = o
B % &5 %P5 R (Signed Certificate Timestamp)
B OID 5 1.3.6.1.4.1.11129.245 > & fiz & & 7% P & (Certificate
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7133 R P BHEMNG IR ITRRF
AP AR R URIRER TR T

B g2k HTTP Get/Post *g e > jx A7 idiE OCSP * =
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RGBT TIRIEFIREE TR chOCSPw i RIRBIGH L~
PRV TR TR f okl d AFILY o R R
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Q7xd s L FERATEALE AAM AR E (E
R A TEAR I TR EBHARL L AT I HAFILS w2z F a0

135 POED GG L



HiPKI EV TLS CA CPS

£75 97 o4
é '%" % = EV TLS/SSL & pﬁ.mE' i“\‘)’?} i+ %’]ﬁ‘rﬂ P }7@5}5—/\4

1# 1=tz o 3nfer > segriE o HIPKI G & rc X B H#F - T £ A%
%Fgéﬂﬁiiﬁ’iﬁyﬁ@%L%1°

A2PRGHEY Y s LT HIPKL Bascl 2 A TR AR

fE & H % ¥ (compliance audit)f#+ > % Mz 3 % @ & HIPKI & &

/.

FCRABBEFHCERAR 2 chh %o A7 F EREFEU ¢ 230
WUTHEPAAPERAE ) REEAFIEY w2 oS

P

(1)%’”}51&%‘%\‘— 2\\? fﬂ;«;’ﬂu:‘.ur} AR S i SNC S
U ALEA &2 B & HIPKI ’@ng{ﬁ\ﬁﬂxw-‘%g}z& 0
2t e

il

(3);} —"s’.\%q‘-_}ll ¢ oo {7 B A :}%
R X 2 E R
#A o

AXEFREEEAAOF RA TS 2O APEENG LT
PP EREEASTIRARPADASNAE oA 5182 L F

%"

AF3d owd #4rR k45 EV SSL Certificate Guidelines » 3 > &
F4F 5 EVTLS/SSL @2 emap @ o> f o 1 s 7§
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