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% 1.6.2 & o
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1.6.2 & o
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Source L% 1.6.2 & o
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SSL Secure Sockets Layer i ’Z‘ﬁ &
. Bhi k% >0 2% 1.6.2
TLS Transport Layer Security ;ﬂﬁﬂ L
_ FETE ki 8% 1.6.2
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K
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(Access Control)
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’J'-'p ik «u#*’ﬁflmﬂ;@ W g ~FE R & T T
#+7 (Audit) N AR~ TG g d R E AR
L*Pimﬁé irtd m R Fahi B E ARG o
#-5| (Authenticate) R BRA T e mriLE a2 B e
(1) &= @™ H T RSB L T HR AR AR
% o [NIST.SP.800-63-2  Electronic
Authentication Guideline] -
(2) * 2R BE % 2 M EAKRE
ol bR TR
(Authentication) @) & A& o P 42K o [A Guide to

Understanding Identification and
Authentication in Trusted Systems]

@ T3] fhp 3 #0%) (Mutual Authentication) £

dp B8 T EE A S gt AR (T R o
1B T2 B 7 iqﬁ Rl T ﬁxﬁ# AL R SR
BEPBHET Ve oz oimbPeEMKER 2 (OCSP)Y & IR
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FOMRAR ko R B EF R BERE
B flenT g g o

SRR L
(Authorization Domain
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?*%@%#—%%i%£W€$'?ﬁ
(FQDN)z & % & 4 chgefiE 2 e i L4 -
BEWBET ® ¥ R LIRS L s A
PE7%(DNS CNAME lookup)#+# % 2. FQDN %
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I ERE DD Do

% i» (Backup)
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"example.com ; ) - FQDN .+ if 2. e3¢ L4
& gk (domain name node) - A H i R R
(registry agreement) 37 ICANN 2L+ 13(ICANN
Specification 13) e i@ * " B & L
(TLD) » R * TFaiest LA A L7 14 @

A LA

AAE R
(Baseline Requirements)

¢ CA/Browser Forum #7% {7 <7 " The Baseline
Requirements for the Issuance and Management
of Publicly-Trusted Certificates | 12 % #}izi» =
& A T iz w13 37 o

i % - # 2 (Binding)

Bd BAPM AT A A il (5 £ )BT .

BEBHGE
(CA Certificate)

%:' Pﬁ—ﬁ\g} ‘)f#m)@:} PE. °

Rt ROR E
(Capability Maturity

Model Integration,
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d 2R+ p A F L < & (Carnegie Mellon
University) =7 #ic 48 1 42 # 3 #7 (Software
Engineering Institute)é CMM 2_{s #% 1 enig 37
A cCMMI 23] fc 5 B eh et A0 & -
e eng 0 hoibfedk tdg o8 B ohE

AR Sl R ek e d

& 7 (Certificate)
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(2) f_;;%?r.ﬁm,—f‘ F 2 ¥ r’\ﬁ‘&f# ﬁ#zﬁ‘é &
FrEm WUwagﬁ*v\W$%@
HEGEPHR L TP ABEALFP -

&z Fc i (Certificate
Policy, CP)

ay+1®ﬂ”ﬂfﬂf%?EWWW%N$zl
iﬁﬂ A SR B LA T
LEERE 2R RZBEY [BEFIFTEA
BRAP FEER S 20E % 3 4]
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BFEFIFITE AR
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Statement, CPS)

() BEBIHT 2SR BRI
T E ’?’@pi‘z‘ﬁ@‘ﬂ FEEIZ T
Bl [RFEFZEF21ESF 7]

(2) TEER F.ﬂ:‘ﬁ#*ﬁ’& 2 TERE (I
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Problem Reports)

%ﬁé m‘”FE’F" E‘ﬁ* CET R -,"E?fé\ag.#fl Fﬁ? 1A ;5'7

v
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|

e
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(Certificate Re-key) K A SR D o
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(Certificate Revocation)
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(Certificate Revocation
List, CRL)
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% B ¢ (Chunghwa
Telecom Certificate
Policy Managemet

Authority » f§ fLrc { & 2

i)
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ééﬁﬁ%}“ﬁ-%ﬁT%@awﬁ*‘
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oA jzwrg‘gé_%:» THRAEFEEA o

L j%
(Compromise)

LS A ﬁﬁm4Jf§F?€
TRREFPEASERETL
B s A E AL o

8 5 42 EER E RS T B S0
(Confidentiality) BE oo
) 1ég/€g%ﬁ\ﬁ'%ﬁ\ﬁ_‘y%ﬁ _i qglL‘ y ¥ I‘j‘*{

2 2 R e .
% 75 i 2 (Cryptographic T fg%ﬁ};( )
Module)

@ts CRU S K p PR N
ol B AN e S I A R LS L g o
(Data Integrity) A8 Bt

RrF 2 ENEEFEENE B S NEY G
S - TERRZEEFTAOMRF AR S
(Digital Signature) HA4v A5 %‘ ?:—? ﬁ '3: » ’15’ DR F’“ ﬁﬁﬁﬁ IV

el R
(Domain Contact)

4 B pﬁLPRﬁ Start of Authority & 4+(DNS
SOA record) st £ A #H 3 L H 2 WHOIS X
Brorr o NE I E BRI LA
B e L —‘%,z (Domain Name
Registrant) ~ 3 j#85 % £ (technical contact) ~ &
# T2 8 % A (administrative contact)( 2 A_ i #
FEE e et LAL(CCTLD) T 2 ehk f) o

R LA
(Domain Name)

e 32 fﬂﬁ—,i‘ BApRELB 5 2k (node) L 4
(Iabel)o 7T gpg%}%‘_’ IP fihk ;‘% A i{ﬁg ; 'a‘a_,r%i 5
3 o4

feit AP 5 (Domain
Name Registrant)

LGS {;;f]im#?e:’ﬁ =+ (owner) >

/"ﬁ'?m‘«kz\—rf'r‘é\ %UH* 7fﬁ—
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i L ALE TR IIR {5
(Domain Name Registrar)

BT B s AR Rk

(1) Rk Lf{-mEL: ¢ < (the Internet
Corporation for Assigned Names and
Numbers , ICANN),

(2) B Fe e B LA ¢ o (a national
Domain Name authority/registry), &

(3)4 gt 3 31 ¢« (Network Information Center)
3 H 4 pp oA 'L\gi'r“’;q N A T

HA) LI LAEEp 0 48 (Entity) &

B2 7 AL % st(Domain
Name System, DNS)

* kg B IP et LR SRR

& 7& »x 4P (Duration)

d [ ey rUde b i /) (notBefore) 2 T 4 »%
ﬁwﬂénﬁﬁﬁjmmAmmﬁu@+ﬁvww B 2
& = o

TR IR
(E-commerce)

Kﬁ(?‘

TR N e Cal
b4 2 Ap BEPRAR o

B KT

B eE
(End-Entity Certificate)

EHFLHABMORE -

CET GO R R
7% 2% (Chunghwa Telecom

ecommerce Public Key
Infrastructure, ePKI)

AP AP RTF RO FIFRAA
Iﬁi’ﬁ’lfxﬁﬁlTU T X509 52822 ¥ cifg & 55 2
BAGARE T TR LI PAET
fi)ﬁ-ﬁ’@.lﬁﬁ‘%? o

P EL BRI
<= (ePKI Root CA, eCA)

P ERG AR EARALR i
(Root Certification Authority, Root CA) > &t
Bt o B egAAERERT B f"*?ﬁﬂf@ £
BB B oF 45 B2 AR -

BHh 21 3 e JT A 2
(Federal Information
Processing Standard,
FIPS)

= % BT 2RI Uf’ﬁi#ﬁ# bott g B
1‘}?1‘#3‘ J;cf‘j—aw Borald 2 il g2 ko H

R :Lﬁ>gﬁ FIPS % 140 554
,%(Ft?%u_ FIPS 140) 12016 & 12 * 5 gk pt4E
BPER ITR AN S FIPS 140-2 - FIPS 140 #-% 75
Waew s s 1147 4% » FIPS140-2 B
TETAIBE TR

7 L ds (Firewall)

BETH(RR)F 2R A R B
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T R

= >ve £l CA(Fully
Qualified Domain
Name > FQDN)

1 Wi TR el Y mr m g o
PrEges AL FQDN & 3 348 L f(RF% &
DI R
ourserver.ourdomain.com.tw % i > ourserver &_
3% £ ourdomain.com.tw E e ZH 0 H
¢ ourdomain E_% 3 & i &L com R E =
B t«%L(Second -Level Domain) > tw B &_F&]
7§ 8 % 4 % - F (Country Code Top-Level
Domain, ccTLD) - FQDN #fF g — & 3 % &

-

¥ 14 www.ourdomain.com ’m] www E_3
¢4 > ourdomain &=t & gt &AL > com B &L

o TR e B L fL (Generic Top-Level
Domain, gTLD) -

5] (Identification)

EDEER R IS ST
& % i 2 ;Y o [A Guide to Understanding

Identification and Authentication in Trusted
Systems]
€$“41i#%#iiilé“ A A e AN A

o e iE ot —%ﬂ“ﬁ%’ﬁn

CRANEEE L

U B SLAS A e 5 4

(Internet Assigned R Ry R P iy s
Numbers Authority, Brfir s Ae gagv\ B

IANA)

wEgRlpEl e | LT EEERBESR S ff n g0 g

(Internet Engineering
Task Force, IETF)

e VR e R 2R ’I‘#l Fiv B FRERPEFIT{
W 0 F 2 gexk 20 https//wwwietf.org/ -

o S0 LI R 5 0 B 408 HAIB SR
i 1k B REF BRI AR BRB T
RGBS T BEERE -
j—f&@_g_f%\;a; ,FWN‘—_«]' (%“—"i?)
¥ $E % # (Jurisdiction of | 23 7 Al B S 2 T RS v g g D
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B4 TR GRS (ﬁfi * )i
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LRER & W SE R S
g 2 R T et ik (B4 10 ehE
bt s ])“r*FLL’ - bﬁ?vf‘%ﬁéﬁﬁ-f’ﬁﬁio ph
EX EERRESE R B A LB Iy
(Key Escrow) Nk 3 A PN s
a’:‘?—‘éf if‘?b\éig\.y——%mw;};&—fa
A R e W Y
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(1) 279 13 £45% KpGU L4 At
: WAT G S FHY Ry 1 £47 1
£ & 41 (Key Pair) o f Festi i 1 L4
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(2 H? 1 24524805 14 241G E
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(% B) B 732 fodojis
# 7 F(National Institute
of Standards and
Technology, NIST)

T ek A http://www.nist.gov/ > #g 1 3¢ E en
g ’5"*'3@?]?'\1‘1—?%%56% CH R TSR E R D
RIFTICA F3y 4 s fad R 2 78 R R
R 3 AR S S S S S R U= S & T &
2 AR RSP 2 g 4T 2R AR
2 g\ BB 2 K,}’{}*—I—m BRAeke B L+ EE
F&/&?ﬁk?} g5l H o

[ e
(Non-Repudlation)

SR EGBIITR B P ER LR
VORI E DPRIE o

$ER BE S R EDEREP L FHT R
SR EBES P L2 BEFa s S
W R F Y ST “Iﬁgﬁ” Pt ¢
VLA HCREREYS S

~

?%' W o 'ﬁ\ 4l
Dl U < D S SR Y

F_&

v hod B
BESKT * MR & ‘ﬁﬁil.‘l%fﬁz—"’ﬁ‘s p
@ RAD A =

EgTE ¥ -
PoATERE e R AT A

B AE A

2

F 1% 2w 75 (Object
Identifier, OID)

(1)1 faILF A BT B2 vE- BREEE  3%
At M
TR e Ty s T AR u’i\.‘%ljval-— ¥ 7
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(2) 7 BRI 2 ﬂ?%ﬁ@m@w'ga
l—]ji\‘m&l%’ gﬁﬁ""iﬂl—— ;}’ﬂl——é\.\?

P w0 gl plrE — o PAEES o mH!r'

GO EHRACEES T 0 H

Plfsh g EICR R B NRAEIRE o

MEBFEM G T
(Online Certificate Status
Protocol, OCSP)

S0 B A1 L 1 ALY BN & 1
q:\, I% = g"F, )&Fi‘;‘z}’@’}!’ ﬁ}\gﬁp (i. _‘5’_5.52&?&7\
A AE (] dee Brak L ~FoARE) e

M REM, LT
PR E
(OCSP Responder)

dBFFILY COTRBRFOMR S PIRE T
BRI R RSB ER A B

REPEEMN R AR
(OCSP Stapling)

- f& TLS/SSL & &k i 5 R4 B = (TLS
Certificate Status Request extension) » # %¥ % &
S ML L(OCSP)F L ¥ - itk &
X.509 & i e i e

A pER ot g g Le OCSP v i
JRE B85 T L] (] 40 -] pF) ,e9 OCSP
Response  #773 ; &7 %k » &% - =t TLS
Handshake 4= 4n3E 427 > fezb € 800 8775
OCSP Response i %% = (i ¥ 2 H T E) -

* o2 v % k% OCSP Response (5 »xid
# % g » CA % i OCSP 3R> —&rt“—’sﬁf" *
s E iR g TLS ﬁev&«*ﬂ % CA 34
R H TLS/SSL ’& = PR I LL #iE CA

L %ﬁ%%‘l%ﬁ d TLS 4zt 2 CAOCSP v & &
PRz Hp & % 2. TLS/SSL ’@;ﬁ*ﬁ LT ede A
» ¥ d. OCSP w & ¥ PRET & fﬁfr); RS H
“ 8 #wi?]%w TLS b g F 52 o

& =

Fei
(Private Key)
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&Eﬁﬁ%ﬁﬂ’&ﬁﬁ?ﬁ%%°
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(Public Key)

1 4 o

(2) tetejz i & skt o v CLEHE R T B
N5 4 o

ot B4 R (- B Eig

SRE EETAAERE

RSA F3l% 2 2 @87 HRSAF % % 5 e

(Public—Key Nk g N
ANy EeniE i R - kAo B4

Cryptography Standard, s v owow ae

o did AR R E R

DR pAAAIER E!;‘é%i\f&:‘a‘;\%m%\kﬁxfi%\& 5~

(Public Key HES AR s FEPrRIR T E AR 2 B S 0 W R AT

Infrastructure, PKI)

FIE A b -

& %éﬁ*%" # # (Qualified
Auditor)

i+ & & A~ & F(Baseline Requirements) % 8.2 &"
T2 FEPFFTRE R D BIHES 2 agt
FREARAT ~ 2 A BB A o

& R rT R kR
(Qualified Government
Information Source,
QGIS)

THLATI R ORTEE L0 Bk v
@ﬁa“#ﬂwaQQP%ﬁm?ﬁ&%a
O PR R e SR 2 RF 1 F
= Fn‘f B o F!'f’mﬁ*rﬁ K’Fl%/z f;—#ﬁ.‘f’ » B Elbil.

lF»z FEM IR L B e T E A ANE
%) o« CA/Browser Forum z_ Guidelines For The
Issuance and Management of Extended
Valldatlon Certificates # 2 1k & * ¥ = & &

BAFCRS M PEnT odok T 5 2 5 i
f%ra AEF M 2 2 F 3o

& R FCRHAR TR LR
/7 (Qualified Government
Tax Information Source,

QTIS)

ERaFE T AR FEME FHP LR
$~ﬂﬁ*$@@é@4wwmﬂkp%°ﬂ
bo N e L E R Y s 2 B4k (IRS) o

:L: ’Fé'ﬁjz&’f_ 'FT‘;TL Kk
(Qualified Independent
Information Source, QIIS)

i ‘f’?‘f\f’é W ! |}E"mm4\F’BA‘}'}§; ﬁ
B h g B 0 TP - AR
lE’
N\

R AL imidﬁt LGN LATE 2
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fS

AT G2 KRR BRI TS B
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Breeniz ¥ ~ BHEFT AR &
(2) M'E#@*ﬁwﬁ&wﬂ
)&Fﬁ.ﬁk’%{-ﬁ}%l%

#*
B pr 4 T orr R H FE R ?jﬂ;;}’%% ,
TR "—“"’z eE

4
TL
3
e
hey
™ $
et

F
i % o

"£ #% & (Random Value)

BHEWBE T T RERY FH AL
112 =72 § R (% - Entropy)shficia o

EEaR Y
(Registration Agency)

gﬁgg@ﬁ“” FRAPER R Y ET
FLEFCS B v z (e n)(1)=e e
F (2P mi M (et 2L 3R)

(3)41?%1"&?(»71%: ﬁﬁ]\j@g‘?ﬂi £
W?ﬁ;ﬁiﬁzﬁg)o

xp ¢ oo (Registration
Authority, RA)

W BB SO0 L B | F S
AR AR E 0 e B B o

S ¥ G K
(Relying Party)

TR 2 Gy o (BT T E AL
Bedfe % F R R E 2 0F 5 6 ]
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(1) 'Jfﬁq* MEEFE kARG EEE AR ERE
Tz ko [BEF z&l?i%}}@?\p@
IE‘—?‘E‘ % 21E% 73]

(2) ¢ BIR BB FRTEAEL B
Ap Faé A ﬁmmp\ LR o

Bz & % 2 2 (Request
for Comments, RFC)

d IETF % 70— k7|3 sk ¢ 3 %
B s UNIX o2 B3 2 450 - 12 22 42
BE o IR o

% >4 2 % (Secure
Sockets Layer)

d 4§ 2 7 (Netscape)4i 11 Web 7§ 2 pF #rd%
B T O B R R AR e
TRE B TR 2 R L 0 PR B
R AR I
X AR TR AT B K
zbl/"ﬁi‘gc’rﬁﬁ]mﬁ%?ﬁ] ts (64t HTTP ~
FTP Telnet %) 530 ¥ 22 = »> SSL 2 % 2
SSL F T et KRR G Mk S
SRR A R e ?ré’ R PR R
0T o gtk g 2 MbiE & & TLS(Transport

20 PETRRGF AT



CHT SMIME CA CPS

Layer Security) % Z_°

TREERE
(Subordinate CA)

GFEd ¥
|

awa e B i A
%@awﬁT#%’f“
5 4 4 PIE 1 -

P{:‘
& X R
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BTN B é ;hg(,\z ! xq«;?)f@; ZOIN
B @ﬁi&k%%y%ﬁ:
(@) » TP 2
(b)#ey 2 i&FEL ¢
©~57 EHERELE > o
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1_
1@;

YB AR 2

= % (Threat)

£
Eal
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g

T

AT g AR (9 B G
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¥ & 5 p3nw f (Internal Threat) & ¢k 3%
¥ (External Threat) o p 28 % 245 41 * 322
7%“’wﬁgwm&% P K ieg
PRIEE 5V S 3ok bbendg & 5 e 3R
Rk p A GEBEIHFTR L RE G HE
B 4 (2 AR TR R - Kt 8
2 i S PR ETIRIL) DR A o

\\\o

T 2
%
=

p 3% (Time-stamp)

IGRE R A SN A R L
Pe - A LIRS = 3 2 A S I

i ﬁig?] & % 2> (Transport
Layer Security, TLS)

d IETF #-SSL 3.0 + 24| <5 RFC 2246 >
BHF L TLS 1.0+ 2 > 12 5 RFC 5246 2
RFC 6176 § #75< A » 7= TLS 1.2 % 7_- 2018
& IETF = 2 & 375~ RFC 8446 » 7~ TLS 1.3
B

2Rt H
(Trust List)

¥ ORI IEE L

# -

B GApBEYE T ENE

¥R IEE
(Trusted Certificate)

S HBEA HGHD X 2T gL i
_%J(\ZB"/{—:KT?)& }'{‘OLL'L )& }36 AT g g,mé F’B4}
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¥ 3 #F % ki(Trustworthy
System)
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AEf i A R F BT 20 o
6.1 & A WA %

6.1.1 £4k¥2 29

APz AR SRR 621 FRT 2L 2RAHEIUR
AW e B £453 -

AEIRP SRR F62LER T AMBAEEN AW 24
% P8 NIST FIPS 140-2 o2 i B 2 82042 » % 4R 2 1 & %
iR RS 6228 6.26 &R TFHL -

AEIEY w2 kiAW M AR LEEIERT TR Y 24
AULELT G AWUDEHH2L 2F £45) M X B ke 2ot F
MERE2LR 2 AFRY w2 PR -

6.1.11% = £4g¥t2 A9

d3rp Poo Rk 2 EagE(R )Y 2P T AR E4H

WA WA E)-
6.L2 %4 &dhBELE/R? ¥

et ot Edfd IR P o R DA PRI s BT BRI
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AForpE 2 E LR BEAL 2R LA R PR R
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6.14 ¥R W2 2F EHVELTHEREY
AFIP k2 MelhEd P ETRBREEY P D
%+ ﬂ\?,-t‘mmlq,:,c}i‘_F’m’g’#H&; iP’EL}X’ﬂJ«}P%'F&T?‘i
KoRFRAEFARY AFEY whb2 SBRAEDLFERRY FQ
PRARFEY CHEFFHTEARR I X2 FY 231
BRJFEY w2 2B RSP EEE REHRY BT ERLY
W AP R b2 MFRESE T RS GERY 2 2

R EKELT G

6.15 & 4% B

AEILY @ hegE R 4006 AR H U b i RSA A4l 2
SHA-256 3¢/% S Bo# & 2 £ 38183 o

FARLI1I9 & 12 7 3L p(z)z+ » % =& /fi#* RSA-2048 i~
~EMFE X 2R ARG TH B A -

ARW119 & 12 7 31 p ufs > % 2 g ¥ RSA-3072 i+~ £ 4"

o RARE NE B fEAE L4 o

FAEIEY Y PR A B 4G F B 2 (Elliptic Curve
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$° ECDSA 4% A H T S it * 11T W M-femHH Y 2~
P-256 with SHA-256 » P-384 with SHA-384 -

6.16 “F 244582 A A ST HR%
RSA i & 2 w4k 5% 5 7 H(Null) -

AEILY o EF Y A 4HE T NISTFIPS 186-4 2 L4 2 4 RSA
WP AR D R TR 3% B 8 G 5% T #c(Strong Prime) o

2 AT AN BN eA 2 RSAFEZ Y TE N B
f_E"Z 7= Fﬂpx%ﬁ(:&ﬁ- 53 ’Fﬁ:—gi:o

1395 NIST SP 800-89 % 5.3.3 & - & g 3L 7 «wrrzu = B 4p #ic(public
exponent)éniE % 4 3t 3 ehdfc > ¥ H & 43 21041 40 220 2 @ o
GEE =3 I I-F NN & ST SRS I vtk el
B o

FRTFRY RPABFE 2 EF2BE ALY »%lﬁﬁ
NIST SP 800-56A Revision 2 % 5.6.2.3.2 ¥ 5.6.2.3.3 & fw:a 775 & *
ECC Full Public Key Validation Routine ¥ ECC Partial Public Key

Validation Routine 1 £ 42 »c#p o

6.1.7 £4k2 % * P ¢h

AP ERYFREKHT R TERES BEALFY AP
e s A2 NRED P ERTLDEBR R EY AP
keyUsage #% o #f =3k Z_i¢ * 7 keyUsage =~ % KkeyCertSign %
CRLSign - # A g5 ? it * HEX* F 3 & EFN BHEKE
ey B L PE o R &4k 2 o R @ ¢ digitalSignature > H s
~ A FR E o o &4t # (extKeyUsage) 4 v e R KT
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emailProtection > iz 7 & 3% Z_serverAuth ~ codeSigning ~ timeStamping -

%

anyExtendedKeyUsage -

SIMIME & 7 2. keyUsage #% “ # ¢ ¢ 7 digitalSignature % /

£ nonRepudiation- * ¥ 3k %_dataEncipherment % /2« keyEncipherment>
HBis a7 @R T E47 2P % K T emailProtection

e 7 ¥ % =Z_ serverAuth -~ codeSigning -~ timeStamping -~ ¥

anyExtendedKeyUsage -

6.2 % &4 FEL R/ ELRITE
6.2.1 SmHEIEF L P

Ap e s %l FFIPS 140-2 Level 378 2 A1 18 % 78 ficke o

PO RGN BT S

LR 2 g2 RENF
go 1 FIPS 140-2 Level 2 & Common
Criteria EAL 4+12 + 5 ‘&
LAY B e FIPS 140-2 Level 3 7 + & &
BT E (b0 #oig) #

622 F % S4gS 2 5 A ¥

AEIRY S g2 5 A yrE 0 & LaGrange 7 3N R E
(LaGrange Polynomial Interpolation) ->n-out-of-m(2 = & - n-out-of-m) -
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6.3.2 [ B4k (T27 & sy 2 >
6321 % ¥ L2 5 AR T2 & 2 oW
AP B R (TR & HH L 5

B ¥ % & e & 3 2
W G R 10

j\r—?fﬂ_ﬂlul I - + L N 20&
f&;ﬁﬁg‘f#‘f@;ﬁ LI 2 e i P A g R Rk

Bt T v PR BEE 204
P | BEFREERLERS T B
Baw e | & 36 36| p¥

4

*%gﬂ@i*52#%ﬁﬁjﬁﬁ%@ﬁi?@@W$>'
(BEATOF B EMGEFEPM BEPLER T RALS 7326H
BRREEY) -
6.3.2.2 % = 5k (T & 42

AEIP L S B EGE TR MR E4RE R 5 RSA-2048

78 PER R L0



CHT SMIME CA CPS

f%v

$2

A HE I s G ECC-256 A Hu b oo * 2 IR (TR 4 Ak
EES:| I EN
R ] & oty 15 7oy

SIMIME!& 2% | B %/ %6.1.74" : /| 27 7 27 1R

6.4 et Tt

641 TR 2 AL BX K

RN SRVE 1S 3 JEAR RAEBCE PN T A T n-out-of-m 4

FIC+¥ » %5 IC+ ¥ ﬁﬂ}é’zéé?j;q‘:ifl%&ﬁﬁﬁﬁﬁ IC + 1 PIN 75 -

6.4.2 gcds T2 it

b
She

-S“l_‘\“,

Fods T d n-out-of-m iz F IC + 3k > IC+ hPIN B o i3 1

\

Tl

B Eekt PR 0 IC B AT E 4R

Eﬁi

i e
AT PIN 75 o

q,

EH 4 pr AR B 3% 0 WA A ICH .

6.4.3 fxd- T2 H w R4

AT 4 R TR A -

TG W%y

6.5.1 3 2T "6% 2T K
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AMEIEY SRR RIFE RIS 2R ST
ISO/IEC 27001 ~ ISO/IEC 27002 ~ ISO/IEC 27005 ~ ISO/IEC 31000 ~
WebTrust Principles and Criteria for Certification Authorities 2 Network

and Certificate System Security Requirements 2_ = j 34 &« H.2_-

6632 & WX 24 F
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7z§ S BEAERLFP R M ERR
TR R AR R

7.1 B2 2

Ap IRV TR DG E ¢ E} g ITU-T X.509 ~ S/IMIME
certificate profile requirements of Google ~ RFC 8550 2 RFC 5280 = 3t
W AR e

AE Y S EEREE T > G 2 2 F (Cryptographically
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Barité g 64 maap R BERE

111 *E 5

AFTY G EH X500V3 Rk g -
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oY CRFEFFTERAE L 2 en oo
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PUPE L R % B AF 0 H 4R 5 2RRE 41 (non-critical)
i B F A iace, gﬁg,_ ¢ 2 B A P PRI D
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PR B BT 5 2LRE 4214 (non-critical)
B SIMIME 822 M5 A45* 2 20 % 6.1.7 & o

7.1.2.2 * = {5 # (Subscriber Certificate)
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B Z R * g wrc X 'L~ (policyQualifier) » * M E7 A (%

EAENL 2 gy o
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L s BRI 23 a0 ko 2 AR
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AL A R R H R 5 2R 4214 (non-critical)
Wiz SIMIME G # 2 L &4 240 % 6.17 % -
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¢
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MRV e B IR R R TR R A

Y
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cryption pkecs(1) pkes-1(1) sha256WithRSAEncryption(11)}

(OID : 1.2.840.113549.1.1.11)

sha384WithRSAEnN | {iso(1) member-body(2) us(840) rsadsi(113549)
cryption pkecs(1) pkes-1(1) sha384WithRSAENcryption(12)}

(OID : 1.2.840.113549.1.1.12)

sha512WithRSAEnN | {iso(1) member-body(2) us(840) rsadsi(113549)
cryption pkecs(1) pkes-1(1) sha512WithRSAEnNcryption(13)}

(OID : 1.2.840.113549.1.1.13)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA256 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA256(2)}

(OID : 1.2.840.10045.4.3.2)
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{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA384 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA384(3)}

(OID : 1.2.840.10045.4.3.3)

{iso(1) member-body(2) us(840) ansi-x962(10045)
ecdsaWithSHA512 | signatures(4) ecdsa-with-SHA2(3)
ecdsa-with-SHA512(4)}

(OID : 1.2.840.10045.4.3.4)

AR BRG] A WA EGE TR Y 2

P EE S

{iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1)

RsaEncryption | ) e 1(1) rsaEncryption(1)}

(OID: 1.2.840.113549.1.1.1)

. {iso(1) member-body(2) us(840) ansi-x962(10045)
ecPublicKey keyType(2) ecPublicKey(1)}

(OID: 1.2.840.10045.2.1)

#> ECC /?ﬁ_,,,z- ’ /F'H’:'Bi:?-— T F 1‘]’#’?[?]:’1 ﬁkﬁ'{? ,}Lra| ’Jx‘;—;l

75
seCn256r1 {iso(1) member-body(2) us(840) ansi-x962(10045)
P curves(3) prime(1) prime256v1(7)}
(OID: 1.2.840.10045.3.1.7)
{iso(1) identified-organization(3) certicom(132) curve(0)
secp3garl ansip384r1(34)}

(OID: 1.3.132.0.34)

7.1.4 & £353%

BT AR B A B E > LR Y X500 drk- 3w
LR B LR R ;ﬁ # ITU-T X.509 - SIMIME certificate
profile requirements of Google~RFC 8550 2 RFC 5280 it ;% s e z_o
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AEIRY B FEWIERFEZ IMT AL E e 7 countryName
(OID2546)f -+ Hig % A §IL? ot a2 3 # 1SO 3166-1 &
RSN o ‘ﬁf g2 ¢k > & JF & 7 organizationName (OID 2.5.4.10) 4§ i+ »
BEL/Ee 7B AgEd w2 LH-FHRAE B 5 L REY L
Foo vk ae L Bpr
CAl-ApEd & ﬁﬂf&%‘i%}ﬁ#f& wH X500rE—- w LA S % 315

Jﬂ\?,-t‘:\,’m'lubﬁ-s z,tg g,f{"f)’ﬂj'lir':

A5
a- o

7.14.1 ﬁ’;}‘dﬂf 7 # (Issuer Information)

iz 45 RFC 5280 #i# #(Name chaining)« 2% - /& ;%.ﬁ%;\—‘ﬁa
P - @B AL - (Issuer DN)ep % > & P88 B2 2 B F I
¢osend fvE - 3w 4 fE(Subject DN)AR fe o oAk F IR s B g e
SR AR & SRS LY R Jul Y AR EANCER
- PR FAAR
7142 * = g @2 i 8 F W (Subject Information-Subscriber

Certificates)
B BE CEE AR AP e ¢ LB RAEF
3 )&pﬂ_ﬂ:( ﬁ\f‘-"l.\i\‘ )@pﬁ.—? Z&'Fié-g)ﬂr% it mﬁ.f_ﬁ j\ F%pﬂ_ ’

ra-_fﬁ\_'z"—r'ﬁ C;\ﬁ 7& 737 | rgﬁ”ﬁ\)% mIE ﬂ;’g mo 11-[-‘ ’]‘ ’ )& | rgﬁ%]"}

o]

Hp =

PEEe a2 T (P R)EREF A 2 /R E

)

PHEETRAELAZES 32 RE &2 F* o

)

7.1.4.2.1 A ¥ %] £ 3 v 1= (Subject Alternative Name Extension)
SIMIME 8 32 A 8 %] 245 % ff (=40

i o R [EBEFAR >

extension:subjectAltName INAR
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GFEA RS LA = R 5 rfc822Name > ® 7 {

iPAddress ~ £ uniformResourceldentifier -

33

% dNSName -~

DA AR A e T T IR B o b

P EHRARERY 325 AT F ARG 2 HE o

7.1.42.2 3 §gra— 9] & L8 - (Subject Distinguished Name Fields)

AT E g SIMIME 6w A A - @] LR

(Subject Distinguished Name Fields) i p? 4o+ £
$2,3% | %23% | ¥l
*@.‘.%\ i A SIMIME
5 2 T
SR SIMIME | SIMIME | &
& & B #E
subject:commonName (OID 2.5.4.3) A A A
subject:organizationName (OID 2.5.4.10) QO A A
subject:givenName (OID 2.5.4.42)4r % A A
subject:surname (OID 2.5.4.4)
subject:streetAddress (OID 2.5.4.9) A A A
subject:localityName (OID 2.5.4.7) A A A
subject:stateOrProvinceName (OID 2.5.4.8) A A A
subject:postalCode(OID 2.5.4.17) A A A
subject:countryName(OID 2.5.4.6) O O A
subject:organizationUnitName(O1D2.5.4.11) A A A
._" %\’ —7» %ﬁ ‘EJSEL,??LF]Q .
EHEM A VA SR Bk
7143 B # B H 8 & 2 2 W F A (Subject Information-CA
Certificates)

AT w2 BEBHIER LS LKL E I kG
SOEER TS BN S € 1 FEGVENET UE L REER

v — 2% AL - (Subject Distinguished Name Field)4e™ # :
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7.1.4.3.1 i f7&— % & F 4 = (Subject Distinguished Name Field)

BEW SR FEE: Je X, RIY Rk
subject:commonName (OID 2.5.4.3) INAR
subject:organizationName (OID 2.5.4.10) INAR
subject:countryName(OID 2.5.4.6) INAR

7.15 & %'
BHET b L
7.1.6 BREFKP 2 BYB

ATt BB RPN AR H L G RICK P I 3
Pa 12 & o

i

707 sc | JHap iz @ 2
ALY S ERBET IR A
718 KRETAZLFEZFR
ARG F Rt * g R P 2~ (policyQualifier) > #* AR A
TEAE DL 2 eyl o
719 BB EF K I =27 L2
AP S B PREITEI L BEARH A A 2 5 M

ﬂﬁj:‘uﬁ}“fj‘; °
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128@BEFP 2ZHKE

121%*F5

AE TS G F 4 ITU-T X500 V2 5 4 5 7 A b i# (CRL) -

T22BERBLFP ABERLFP FP LB AP

kI s E B EA L FP (CRL) > BEHA L FP
i (crlExtensions) # /& & A 1k -+ % P ¥ L 4§ = (crlEntryExtensions) §
i§ Pt ITU-T X.509 ~ SIMIME certificate profile requirements of Google -
RFC 8550 2 RFC 5280 & ;%52 4 z_e

2 . &= 4 2 » A

733 IGHEM BT RIG
AEILY B S RFC 6960 2 RFC 5019 -3 4452 4 + /g
ARG L(OCSP) A IR > & AR BEDBEWHET N 75

(authorityInfoAccess)# "L ff ¢ ¢ 7 A5 1@ ¢ & OCSP i34yt o
F

1315% *FE 5

APRY CELDR BEMAERTAAH B T F
2

B ORAR

W (¥ %39 05 3% w45 (Target certificate identifier)

FaMBEENme § A RE S BRES ¥ P AR
BREFH M EMKLRAEE FANBRLBEAL

OCSP w fi IR B § 4 chat G @k lith 2w o3t 53 T 4

*ME

01 dED ARG AP
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w

* i

D/ TR M S ;%—]‘\10‘_3,;\@5;5“ 2R
B BER ARG ERAFRER
B R R SRS e T AT ¢

W~ B B (\Version)

v.1(0x0)

OCSP % & i PR B8
ID(Responder ID)

OCSP w Ji. 7 PR B ¢913 # % 4(Subject DN)

A % P B (Produced Time)

v kit REFR

& %34 & 7 ) 48 (Target
certificate identifier)

S F iAW ER BRESFCALE
(Issuer Name)2_ fei% i~ B & 4 & 2 B &4
(Issuer Key) 2 3¢2 52 #4198 %2 BES
5L

(ThisUpdate/NextUpdate)

G o P B RO F 2/l B [2 0 A )
(Certificate Status)
e dlp v et e ZRAVH R 0 ¢ F o A o

b S O
(Signature Algorithm)

& (ThisUpdate) 2 = =t § #7F* & (NextUpdate)

AR/ ORI < G R B S A S
sha256WithRSAEnNcryption g ecdsaWithsha384

B2

% % (Signature)

OCSP % Jis #IR B ek &

15 % (Certificates)

OCSP w Ji 7R B c1IG 2

7328 BHEA LR TH

OCSP w J& P PR B & # cndl F B &k it 2w Rité &

jj%iﬁ}“fj’_ :

fx‘v

30

B OCSP w i @ IR & g % H £ 4w ) # (Authority Key

Identifier)

W ptehg OCSP 34t ¢ 7§ % #c(nonce)ty = p% » OCSP w
e3te » e ZAR R TR EAF o
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7.33 & bGP TRIHE R RS
AFRY AR B G URIRER TR g T

B ¥ ed® 2 HTTP Get/Post ¢ if 8¢ & 2 #7i# % OCSP *
5382 %3 3 fu4t ¢ (OCSP Request) -

R VPIBTER R TIRIF PR * e OCSP w i IR BIG %
% jx?;g_é AT R B R LAEsndp 2 F sl o o j\?;gl_:’ N

HEFEL I
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81%ﬁﬁ#ﬁ?ﬁ@ﬁ

AFEY gL L& L ah IR AP R T ALE 12
B0 R Op R AR A F Y S TR B R R
FOR 2 AT A BATT T 2R TERR o HPHEY SiRE L
WebTrust Principles and Criteria for Certification Authorities 2%

Principle 4 of WebTrust Principles and Criteria for Certification

Authorities — SSL Baseline with Network Security -

B2 ft 4 R 44 2T A

Ao P R-Z ?Fﬁgj\%gﬂ s 2o R IRFET T E i;bghﬁj\?
@ siE (Fx g WebTrust for CA 3 ¢ L H =3 Ev 29 2R
# 7 WebTrust Principles and Criteria for Certification Authorities -
#& ~ WebTrust Principles and Criteria for Certification Authorities — SSL
Baseline with Network Security 1% 2_ & . #5+% ¥ —ﬁ s LR
FEFI RS 0 AP A BB S & BB TRk Sufb i B (Certified
Information System Auditor) e & fe % T2 B f 23 4 £ 2 10}
2 Fﬁ}ﬁ; WebTrust for CA#-F #4172 23 =x 3-8 4 X & itﬁﬁa
FAE > EAEPAM SR AR SN EPEREEEARE

f:l‘ _E’/Ay\?éﬂ‘;—;ll o

83ﬁﬁ4ﬁﬁ$ﬁ#19&w

7“/‘\5;’2"—1?"‘ 2%z )Ij'ﬂ\? F‘;um}»IF1Ef’T%ﬁ"’}T’PO
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8.4 A5+

FET7 4o Blde™ orift
1) A327 X TFERAFLAFER > ¢ FFHUERE > 4]
A E4IVE CBEL AP E CAMBAET Y
I ELRAE Ly o R
(2) FEgeid ¥ s L FARATERARS b A2AEiw -
() ~FEARTIRB LN F AT ERBZEBEITKAPF > 2 ¥
ﬂx?;;-_l:* w2 FiriTER S ETE LF o
FEFER L E 22 5F2 Y e Ak F Py
1=z #h3nflyr > egriE o@D EH
BT EAR T B LAGN 2 TR AHEDT L o
g;g%%%y%§&3f’ﬁméﬁé@i%ﬁﬁiPﬂw
Befet & L& L=tz “vfhtr > ez ol oo 2 G 7 A2 1T
FAREF P ELGH 2RI DHREFEHFL AL o
ChRREp P A AFIEY SR o d AR GIR]
7 B34 B (Site Survey) ™ FasAp B % B v L F ) -
%?“%iPﬂMﬂWb@%* A2 REAE R FEA AR
2 IR VR AR L S AR F P g E R
IR AL PR HE Ry Yo T BEE
FITRE AMTE L BB &4 B 1% (compliance audit) 4 > 11 "E M i

P A REERERR AR AT ERE T DR AT TR

=7
=

NEHE e ZRAMNNUTHD DAL UamFrgEd o

ﬂ)%?iﬁé$$2?éﬂm%”€TPﬂwﬂ”?WTéi
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AR BLBBARTE ATEAE
R I IER 3 %ﬁ%mTviégﬁﬁﬁﬁ&K

8SHMWRPEELFIED I
o fE A ﬁ%ﬁ‘lﬁ,j\%‘i‘;t‘ NI Y L2 R BB RIER S A
TE AR P BT T
(1) 787 B &) -
(2) #3 @ &L mh F LS o
(3) {* 72 FERT2ZHP > AFILP L H#IT30p PR gt
2 ORERE O I RBAFPEHIF D o F M vz

,J.,J'\ ;'z—ii:ff’gi‘-}u ¢ NN E/I;:‘P_: o

86 EE2L 2P

K,ért'v‘ iR G SARITE R F 93 §R T2 R Ay
SHEHDTF ERBTEFTRELBSF D T fE e %
WebTrust for Certification Authorities 2 WebTrust for Certification
Authorities — SSL Baseline Requirements % 2. % sV F Rt A g @ ¢
A R BRERFETRFPUIERLIEEEEP S - AT 1
T FER LA REP TN APTHFEREALE 3B OF N
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Boo FFliut Bt 5T 1 AR S > AFEY g LR
TEERFLERS

5_\_\
*mkF
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OHB ERZEZEER
9.1 % *

011 BHEFSEY T}
AEIP B 22 BB EY 2 BE RV R R M

ERE AR TR ML R ST IRABIRAL L

01537 R T

AFRS AL BEEF AR T AFIRY 2
HARY PRBERERY O GAFRY AP EEI NEITEFE
WoOFETCIRELAEFEEL > AP o RITEY S AT R

?o“ﬁ; uf]’fi"-lft%49 ‘rqj?]"—/ﬁ:wﬁ?i;jlﬁﬁo
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9.2 pAfs§ iz

9.2.1 %% Il

AFIEY ol AP FE AP Ed A7 f F oo

0228 FTA

AEIRY w2 P B AP MM - A o A
FoRBELIRALEF B E AT BN EH L ER Y
3BIp oL Tl FRMY R KEFFTAPER  EXE
A2 ERAKRLERMIBFL - X NEEFERE 1 F 5 2
F2 53581845 pp TV SR g’LEH"%Aﬁtéﬁﬁig
P FER o AE
WE ST RERARERLFAYERADTERMBEL S E A

—

FEIAED ?‘}3

4
NS

v
s
>

B

)

f

G

~ gy

Lﬁﬂig'ﬁ;% 0%/:\—; 710 p VR 2}%1

i

,\"

de foF e @ & CAJ Browser Forum

Guidelines for the Issuance and Management of Extended Validation
Certificates & F7 M+ 1.0 en& o

9023 HUBBHW2 TR FHF =

HEFBW( 22 RHEREY)L B S RAT EF WAL
03 EBFTHZ KT

dt_ %
931BHFA2 #
T A FIY SR Y s A RS R 2 T AR
F%%’J‘\){L o

(1) ¥ & 4p M e~ % £ 4% % i {745 (passphrase) -
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(2) & 4 A #5 chin

Bl
_‘3‘1}
=
_\?i

(4) 2 &0 F 27 BAhP 2 B2 kg

(5) fhts 4 B f5iniBAEs A4 2 fhp kb2 72

(6) 7] 4 5 % Beny FApR < & o

AP R LE ¢C RARA IRA [ LA L R

ﬁg% /“)%i"?ﬁ%:‘f 56'—\2} o

“

9322 %2 3
()@ FAS P EREOAT R FHUGL - TR BT
i
(2 AFm?P wREFRELSF 2 FFRE B RESAGRE R
T2 BEAL G AARIPRTR -

033 FEBRFTRZF
APPSR RE S K 32 ~WebTrust Principles and Criteria for
Certification Authorities #5+% 1% 2 Principle 4 of WebTrust Principles

and Criteria for Certification Authorities — SSL Baseline with Network
Security fEfiHRE 2 B A FHEEZRILAFEY 2% 2 FF

0.4.1 %4 F+ &
AP kA B A TREEE R o A F Y
SFOFEF BT BT R G ER RS I R F R
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,\
JEN
~
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\3
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~

R

T
#
)\4.
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T
:‘:ﬁz
(‘m
w
i}'.\
N
T

Q £ EBEEGER L FP o2 TR B AR
ATB R e S T o
() BB & ¢ BF 2T RN PB A TR AR LY
REHE dg W
(4) Fpin T H2L B A TR
AT R Y SRR L TR B TR
REREAIRE ~ 8RS PUR o

9.4.3 ?L%-fa_i 2

DRSS AR T O T R UL SR
WHRFTAEEFTA -

BEAET2Z RFEE 2 BRLEEE BEAL G BT
r‘% ‘?jg%o

P Em A AN E T F 27

=

fie & #\»g;g:* A TR 2 B A Tk
N RENREEDLDBAFAEETEF RN LZ B AF
AW LA X 2 RE LT B AR F B F 2 - WebTrust
Principles and Criteria for Certification Authorities #£ % 1% &
Principle 4 of WebTrust Principles and Criteria for Certification
Authorities — SSL Baseline with Network Security #&+ &% 2 # * F

FLREE AR MR o AP I SRR R T

fim
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21 24 4
045 * EHFFRAL L AR R
B TR Y R AN B TR
ﬁ»p?;—,’?i,g;’:é_ﬁ.y L&%,]g;}.ﬁ_@;/\ﬂ«flw% L 4 o 3 o %
BhAYE 931 #5Q@)K* # ALV FFRIEAFEI Y

SRR SRR LR

0.4.6 it TALH & LRI TR

R RS S e R EE F Y P IE T S
ﬂﬂ:ullgrﬁﬂ' %—ﬁ Jf)ﬁfﬁ‘.?vlig"biﬂ' ,%7*54}
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(3) A F I A DB B RA L P

(4) » TR AR
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$ADF R RHCE A TE R
0.6 #7 2 i %
061 G L EW # iR

AERY B ATEAREY ARRTZRAR AN ER
FIITE o ApEY CHEPRERUTZFE

(1) & B sEsc i 2 A FEAREF

(2) 118 &Y e Fan 2 g o

(B) i & 2 2 F BHIRE -

(4) Ax kB3

(5) ## % 2 BaA L FP -

(6) 3#F 2 EMPEHEF AL IT /AL -

(MN*2AREAFE? P ? w2 7 &4 -

@)+ % &shs 2FL-

(9) i % 6.1.7 &R T * # % bk o

ol

T A PR N

(10) £ 3g2xp P iR FIREZIN AR 1T o
(11) HEF LR ¢ o % | IFRw g o

0.6.2 3P ¢ w2 Bp AR

AFIP AP RETHEF ML S puER A RER
FER G IR P S FRARZFREE AR P ERET
PATRR 4 SR 4 SV AME T ERER

FER LN O L 7 I
(D) i@ E L B REEALE MEERAFL LT
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