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1.Country(C) C=TW
2.0rganization(O) O=TAIWAN-CA
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OU= Secure SSL Sub-CA

4.CommonName(CN)

CN= TWCA Secure SSL Certification Authority
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1.Country(C) C=TW
2.0rganization(O) O=TAIWAN-CA Inc.
3.0rganizationUnit(OU) OU=User CA

4.CommonName(CN)

CN=TWCA InfoSec User CA

() #+% » ECUCA chp ¥ g%

#4 #4£(DN) P f
1.Country(C) C=TW
2.0rganization(O) O=TAIWAN-CA Inc.
3.0rganizationUnit(OU) OU=User CA

4.CommonName(CN)

CN=TWCA ECSec User CA

(=) &% Bz UCA p 2 53%
# % ¢ 4-(DN) W P
1.Country(C) C=TW
2.0rganization(O) O=TAIWAN-CA

3.0rganizationUnit(OU)

OU= Secure SSL Sub-CA

4.CommonName(CN)

CN= TWCA Secure SSL Certification Authority

() RIE% UCA ihp Lg%
#u ¢ #(DN) # P
1.Country(C) C=TW
2.0rganization(O) O=TAIWAN-CA

3.0rganizationUnit(OU)

OU= Timestamping Sub-CA

4.CommonName(CN)

CN= TWCA Timestamping Certification
Authority

35




FAARRRERFG LD 2P Y w(TWCAGLOBAL CA)G # 7 7+ T ¥ A

312 ol 2L L &

AR AT L AR LA B S AR L 2 R A LR

R BRI E 2 AR g R PRV S )&—Jﬁ.k RG] o

313 * %2 % LBEL

AIEEHET L3Fr 2@ % B LAKE o
3.1.4 &6 & Henfa iR R
GErtie i AL B BAA S 2 AR R ITU-T X520 ¢ BTk -
3.15 - {4
AEHPRS CHFPT S F e AR ] B
3.1.6 % &ML g2

BPOBERY LcE- BN L AR MG I A e
A TR SRR .

dof LR R FHM L ﬁ?éﬂw@%ﬁ%ﬁjﬁ,iﬁﬁ%ﬂ

S A T BER 2 G- W LR B B AL EF2L B 20
H}@ﬁf‘bﬁ#ﬁ?ﬁg/ff—— R B

3.7 B AR s s E| 2 &4

ﬁ)&?ﬁ?ﬁﬂ EEF 2P e oy s PR OHFELSREST 2@
Y L R R S FARLGRT RGBS e B R
2HEEE S SRR R R R

36



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

3.2 bk

321 @M T % &4

BN S A B2 PR EGKAD Y 2P 7AY ¥ 3 & PKCS#10 /6
HY GNP RAEGEFEIAABEEEY o FL G PR EKLEP -
g g_'g,-r‘.\,;x.,_u’# B N kMo SE Y ¥ PKCS#10 ’@’3@’%‘"i§
FRL RAGRY S L PR AKIE] F AR EKEP R EKEHE Y 2 L0
"“‘TL? mf{]‘%o

3.2.2 3 A B 4 engu)

CHRE L EP VS CT LA LERE SN TR SO

i«\:z\, /\_L_E/A,\fi;fﬁ,lj o

TLS/SSL #PREBR A2 K A @AFET T2 A Agk | WA T LH(X IP

BB MR Fﬁ Fj{@ B EEZEA R FL* P W P F%“}*—f“
i" TE R AR B AR Uﬁ:%&’&pﬁtﬁf#ﬁ’z\ : 4-(CAA Records) | »
MFEERE FE A F LFTWCARGFEEES TE o

FE UCAKBHEY » ¥ 585 » SIMIME 838 » Fi&f7F iz 4 &
:%EJ A r?;égfi ]/‘l'h_".ﬁl%gj’ J}‘Ei\él\‘é \‘:P fl '5'\@ ?3» @/;‘L/é‘ A “_E_'.ﬁfa“ﬂ ’ ,"liﬁ
B A ;%—aﬁﬂ”‘ GRS EE R Ly A

TH B TR A% TR AR CTIP R A% TREERE
PR RS e b, 13 TR MR A%, 2 Aok e R e

—

DiErhm: ARz ? 22 dA5=2 o Fasc ez
P ?) CRERE Y G B FR AN FAAE
(2) 5 tf 4%k - TWCA 1 > - 55d CA/Browser Forum Baseline
Requirements(r ™ fj £ = BR) 3.2.2.4 &7 %2 A% (vEMRA » #
AR AR Y G AT LARE AR R T L A%
1. TWCA @ % 232812 « @ F ~ fian ~ #0755 3 N - Breg— o
»edp 30 * 2 g #iciE % e 2 8 ¢ 4 (Domain Contact) - 1@ d TWCA

g TR }H)‘E&F‘J"&ia;xﬁﬁBR161 TE
B%~ %95 BR3224.2 &

37



&R

10.¢

RERDF UL P ARG EF Y . (TWCA GLOBAL CA)G 3% 3 ix 1t % 5

TWCA @& * § + 282 @i - rei— ¥ 22y 30 % 2 prifcie B4y U
A g d TWCAZF % ticE » H ¢ gz & a’;;a&miflhl“%
> admin g administrator & webmaster ¢ hostmaster =

postmaster FLLHEREQ@ kR L A% S ER
BR32244 & o

VorE ot s 2 DNS iR 22 CNAME ~ TXT & CAA *
ARLCE - 'uﬁé%: Pl LR AR R E AR P
%(Underscore)F’“ gpz - # E(Label)ér &z > F3H P 2l - B
vii — 2_ Request Token s > d TWCARInZ - A% 5‘%}%/;3
BR 3.2.24.7 & -
TWCA I srxskz e 2 DNS JRixp 22 A & AAAA F ik e 978~ (7

zZIPizpgieimdsk HY IPixndaksd T3 IPrai®ks
oo Hh % ;\ﬁvﬁ BR3.2248°
TWCA i * § + 282 @i - e ¥ 22y 30 % 2 priicie B4y U
A gd TWCASRZE G- B » B gt AT+ kg
irskvE e 42 DNS CAA F ik &9 e £ Email > ® 3%
CAA T ik % 4 1 RFC 8659 Section 3 7% & 2. 3% /§ § ;2 P~
2 o hok™ \ﬁﬁ BR 3.2.24.13 & -
TWCA i# * § F 282 @y Bra— ¥ 228 30 % 2 P EcE 7\%[;1 T
A gd TWCASRZE G- B » B gt AT+ kg
ke 42 DNS TXT Fihk &¢ B 4 Email - % 5%
";ﬁt%f” BR 3.2.2.4.14 & -
TWCA =% 7 %438 55 % 4« (Domain Contact) » & B~ 18 H $f:7 1
LR PEEREIL c B RRIR A 2 »Lagﬁt # BR1.6.1 & 2 &
& A%k ";ﬁt%ﬁ BR 3.2.2.4.15 & o
TWCART %m A » T H 7 L2 fpman . 27
B A R Rp kR LA DNS TXT T ik &0 s A
T bk "%Et%fg BR 3.2.2.4.16 & -
TWCA R B 4 » X P8 H 3208 L2 Riprn 29
A RERD S&EREE Ff2 DNS CAA F¥ih & &7 i
LR Dreiiami L 2 CAA 7 R % & 28 11 RFC 8659
Section3 *r13 £ 2. FHF FE 2T - H%k> ;\3%\%%}?«5 BR
3.2.2417 & -
FrH TR B B 2 4y TR sk P & well-known/pki-
validation”p » 2z % — Bd TWCA ip T2 *&— Request Token &
g2 d TWCA & HTTP 3 T»E.EF,U\ He HTTP w & ek ik
LA 3 (2xX) 0 % ﬁhk » L HTTP ﬁ]ﬁh_(HTTP W
i #5721 301 ~ 302 » 307 308) » # 3| e nt & R &% H
HTTP/HTTPS %, z_° # 2 Port - 4 5% > ;\Lﬁ 78 BR

38



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

3.224.18 & o

11.¢ 38 =i % ACME 227 2 HTTP #+% > ;4 (&> RFC
8505 kM H L5 i dliE » £ 4 TWCAREZ - 4% 5°
ﬁd‘ BR322419 o

ik Ak N KT IP =4 (BR 3.2.2.4.8 )¢t » ¥ e 43 public
suffix list T3t > s * > e LA A % o
(3)%—:#&’&”3%&1‘#—%’? % 4~(CAARecords) & % @ & * 3 LA X

oAy EdEy 2L F G & RFC 8659 & { ATk 4 2

kﬁ@%%ﬁgﬁnﬁ FOHEF e RBEEBRAT s ~
FORREILY G A 2P B4 TLS/SSL B > FALKE A2

NS AR - A 'ﬂ— °

(4)IP =1 %% : TWCA x> iz- 55 4 CA/Browser Forum Baseline

Requirements(r2 ™ f§ f 3 BR) 3.2.2.5 & #r# &2 A% TE£ARA » #

¢ i"ff&/\‘”&”ﬁ]’\ ¥ -2 3 IP inkie 7R F g~ 7y B Lk

1. FrH s IP 2 dp Tk B & well-known/pki-
valldatlon pooo2c g - Bd TWCA 4 2 r&- Request Token &
o £ d TWCA ## HTTP gy frsnz - A% 20 & BR
3.2251 % -

2. TWCA @ * § 3482 v @2 ~ ffau ~ 2R %> N yf— Br— ¥
rrdp 30 * 2 priiciE X IP mnkE i 4 (IP Address Contact) » £
TWCA %z - #icie o # ¢ IP a4 2 »La;iﬁt % BR1.6.1 &
2% E b "‘Eﬁf” BR3.2252 & -

3. TWCA 12 reverse-IP address # 39 > ;N B~ (T 41 2 38 2 %i" =
Lok B e LHAKRSY P LR LHEAKREE - A%
\Etf BR3.2.2.53 & -

4. TWCA = 7 % IP =18 % £ (IP Address Contact) » i B~ % H ¥}3%
IP i+t 2 #x%%ﬁiw o H P P imhtER A 2 aag% & BR1.6.1 & 2
TE o A ;\gt 7 BR3.22.5.5 & -

5. #&* ACME %2 ¢ 2 http-01 = ;% (% _%*> RFC 8555) {7 &
oo hk ;‘i\;ﬁt{fg BR 3.2.2.56 & -

G)mF+eitizn bz c TWCA T v * - T2 A% ITERE -

FEEBEM Y LTI ME R FER Y A L A%

1. TWCA @ * § F 20 Bif- jrfcid dp e 4 > B ez L
2 A %k &% 2 SIMIME & # 3 48 % % (Subject Alternative
Name)® 4p T2 fc* 4 » § 4 TWCA S Z§  #K i -

2. TWCA it * e3¢ AL A SFERT + 00 phan?ig g > 2 ¢ e
PR ARFR BT @ L RR ] 75@ B> T i
*T(2) R LHAK ) P TEARL E- HET S o

39



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

3.2.3 B & 2 B L chiEy

R T T RS T ;;“%’%A@%; pE oL
SRR PEL A R L ADM DA R < (G A R T ke A B i et

B)gap P v A EARE R *PEEI—’ i PRAR B E AR P h SR ALS PR

15 T148E &, > TLS/SSL B2 K GHEF w34 p R A Y 5

Fp°
% UCA 2&—}3& , :g %%_) —zﬁ,fﬁ ﬁp S/MIME )&FF_, /? <511 I‘;F:_}gimi had
hﬁg%f*ﬁ?&.@”“@ FEEFHTFEME G R AL B SRR
81 13222 g B)F F &2 =0 A% 40k ©
3.24 AZ%#E2Z* »* TR
AEHE L G Y S TN R TRE
3.25 #L%E
EAZRAASNKRIEAZR FAZ PoBFP R BRI IR LEN

PP S AT TE A R 2 B (R oo

ol

326 p3 A

RBEEEY CHERFILY S BRI AT AP AL ST R
T

33§ﬁifﬁ~m E"J-ﬁ |

3.3.1 BH#E| T &4 A7

l‘é‘:%’$ﬁ§’#gﬁfﬁj\aéc,ﬁ s 4 jﬂng % s f\‘a'éc,?r 2R
FTEGHUR IR KL 2

Tilﬁ o $%(%,& ) 4 w,g‘g;;[p;f:i;g_ &N £ ];fljﬁp];%,&,‘?‘{:{ﬁ—, Ry
A * 2R L - & G U m e DR EL AT PN (e Ei%
B

Bor) e e e £iA —@zqﬁﬁﬂf%ﬁﬁﬁ’EQiﬁag
40



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

FLP [P ¢ FATR R OGS 0 0 L BEE £ % & 4] AT(Rekey) -

% UCA &% ~AATL G #% % 2% » EC G# ¥ = B E T % ' Uh £
5 39 B2 (5% kst R VB EHER) o

T UCAB# ~AATL &% 2 B +% > EC Gzt & » 35 %t e 'l
Eima > #3744 o B z‘;%z& 2 ’é_—_‘ NPT A 4)3 ,,,-,:mfe n,é—iiﬁ’féﬁ-fs‘i ,
BT P oo GATEREF -

T UCAB# ~AATL B# %2 5+% > EC BB T »c) " UE BB+ »
BHEE &Y ?’ﬂ% R TRAR A~ ERE R H i R
SRS e P R AT FEREEN Y BRI ATY L
L R S PR “i’—’k% PATR R EME FOEEY Gl “M’\
WEBW T RN P S FERFPET ARG LY S f‘ ¥ GERTIR R R
P el SRR AL RRED R BRI e
T S Ig B —%_»;L 4 sk, Pz B .

TLS/SSL WIR BB %2 % # BHE2 GHF ¥ 'Th L 5 308 % (% 444
i;’f‘»'}i iﬁpuﬂu—h)& #B}J‘;.)

TLS/SSL IR BB % 3 & B> BT 2l VRS PE - L E ATY 38

PEEF % &M %W UK 5 1587 » BREET I UL &
135 @ 7

-

332B#EREL 62 4L AT

B WAL (S0 FEATE I 3.2 R R AR E S N A H B G
PEFEILE BB s N F gr ;ﬁ—gfr§;zg_ o

3.4 BHA L

gll * ”':I'?i"' FE-%J—L pﬁ‘]‘\ﬂé? ﬂ\ﬁa E‘—g;ﬂ' RN ;}5_}1.)& Pﬁ-}%‘ pﬁ‘j\@f’?ﬁ‘;—ﬁj .
—%l—\“%iﬁ‘ '&L" 493 5” o

41



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

BiEs puP R
4.1 B 3

4118#&" 7

BV B A R A AN AT SEEY -

RS T AN S

FFFI
412%P ¥ 2R Z

P e P FREOEE Y FRER IR P oA 2

e Fo

(1) 32 P s et 2 wmi P G EE LT L B RaRE
ﬁ%;ﬁ@ﬁmﬁ$mﬁ*ﬁP%“mmﬁﬁWQH’“?@“éF%i

Eiéf\u °
(2) * =R AEZFERE BN Y FE RGN ER Y 2 e Y sk
AR 2R BT ERP B ¢ LA SEP ¢ B REL SRR S

S Rab o S A = A
42 BHE® A

421 #BH A FL R

L pEBDEL L FEUREI 1418 o o Bu B ERRE e 3.2 & o

¥ »—'»*“2‘ LTLS/SSLI p;‘%‘)&;’x_; ’f’@pﬂ—’ éﬁ—ci\» G ;:cP\ B2 a %}g
¢ #(dNSName) » ~igz ¢3¢ #-¢ (e B RFC 8659 4 » £ E# & L
i SL(DNS)# & 2 8 - AT 7 CAA kx> *"?y”ﬁ CAA 2 4xRlp e 7 R & &
BAEFILD w2 e ! fﬁ_ AEA w2 AR LS “twea.comitw” s
e gt et DAL B 2 e L AE(Bl4e “www.iwca.comiw” ) ¢ A FERR
CAA % &k » 1§78 H#-7 3‘:%);':, * B o

42



ER R L A R

2EEEE

422 BXFEREB

1 ¢ . (TWCA GLOBAL CA)& % 9 & (T % A i
=
¢ ‘-’?‘

2 421 SRR EELRELS RLEGHEY ’Lwé’ﬁ ol e oY ]
FulAEh o BiERERY 3
423 B#EY FAREAFR

Tk ”'bk’ﬂ\’\'j’“rﬁ

S
43 BEEF

431 BRBEEFER
- ~TLS/SSL #IR B &

#
(1) » %4 ¥ A %
=

FAE L)

‘”‘f"“ﬂg E A G- [E3EN r,f‘#ié% 4
"SSL PR A B Y - % R
% ’y — IqéK%J_F’_—P‘ v luﬁﬂ)& e ’j—’ :/F;T_
1T

@ s

“~

it e
?W%i# %%ﬁ
JHp S pF o mp R E T
CE SRR - r.;ﬁg_;%’*;f}‘é’}%iJ Fv o
g epsie » SSL RIRBERFY oo | o ¥ 2 ikyp SSL FIRE
. ;?LFLP R A2 SBEY AR A8 & TSSL FR B
B %ﬁjwaiﬁ?;’5>ﬁﬁﬁﬁ“%ﬁ%&“%ﬁ
H@&Am?‘zmﬁ TR URAGE jé-
(@) FE LR e # 5 ﬁAmﬂéf’“%*ﬁﬁﬁ’*
MR FERE e 2 o
=z UCA G ~ AATL 5% ~ g2 B ir% 2 EC 8%
(1) # =325 S8 A BB 2 BB AR PRE %
FREY FRLED T SR EKE
(2) :d ¥ s %E

5 o~ %o
T
a m;{g:t{ ’ _]1

< A A
EEEE T
oS G R RAE L FERES P P
§ R
&F 0 iR
(3) 4

BB Y e

y 4% b?&?’-“\z‘ ;ﬁ—;% KR RS b LN
FEBEL AEH ”F."«—" oo
ABHEEILY RPN P e 2R

FFF

e b
(4)

PEE A R R LRER 1
I P oo

A RN T
P DA BHY BRI B
PP KT ARSE g;ﬁﬂ_c’m@r_@«iw =082
B DREREE O R 2B RGEa Y

A g R e e
=4 A o

Ff

43

25



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

SR B
m A A LT FEM A el T LR o REE
"R HBEIRIY FE S RIPErR S RFRET 2R FE

Fooc T LR REE S e

(2) BRY FHERF LA RPHFRSE ATV HAL L BRY FA LY
FEL P RAGET OB I ap Y oo

(3) p P ERTEY S FEEE(S o B s ;%——th ] m,b;i’r]vjl ,
ﬁrﬂﬁw’%%h@%@ﬁmﬂufwﬂwmfﬁﬁﬁéi’aﬁ%
Hte BT ARE ?«~ e

(4) Eﬁﬁ%ﬂﬁlcﬁ#hawﬂwﬂw@ﬁ73*”@*”“%%5 R s
AL AGEEB SR LSRN DREAEE  BEY CBES B
TP Yoo

(B) #d ¥ P ABHEFLS w2 S EEE AL F e R
Mo DREGEE > B SRR BEA Y L

MY R RGHEEEY S LXK 2R #%’m«g B @HEREY Fae

A T R EE 2R NEES Y 2 g
e pgd a1 P A RGP LY S K 2R EKRAE

432 BEBHEFBEL w7 ¥

TREMRL Y FEELY S N ABBFRY N2 A EREER FEL T

/f [qﬁ';?;_l»_\%o
EWEER Y GREFL S N REHEEIEY SN LRFERFTEL N
THRATFIE S N w2 o

441 BEREKRR LR

PRI R AR BEF LY o EHF 2 BFEL 0 BEFNT AR
(1) FREHEP FEY R - R 2 5% 22 TRF -
(2 %EEHEN2Z2F 4 172 PKCSHI0 B M1 2 2 F &4

Tk e
44



EARERELFF U D 2 G E Y S (TWCAGLOBAL CA)G# 7 i+ T ¥ A%

(3) Vi }\:&—Jx?;wa N ’&;ﬁ. —;3;&3{\4 i'f“ii g;z«g.]io

(4) ¥ RIBREF EPE 2 L e ¢ oo B BB ERTET 43
55 ’&”“‘E’i‘%&ﬁ °

(5) * BT gﬁ-if@w_w PR EFERRY s T R R A E R Y B E
Z B2 ZAr > FARARARIIEGREIERE > * P L oy P
ﬁ;ﬁ"— )&’73 o

A T AN E R FHFEENE R ﬁﬁﬁﬂuﬂﬁ'&&
Fg y W E’,,gj—__}n P 'GE\; j‘\,&”ﬁ’gl‘”" :\.7‘3}':1“”&’7—“

442 BRBHESFBRE

BHEEFILY W PR SR I 2 R THREF LY T RE S TR
W

443 BRBHI L 6 BPEBREE

T

“&\*

45 S4x¥Hz2 BET

451 % ¢ % kg2 Bt
oA E T ks BRI T de 14 H2

FoRLLIREE PR EG F IR RESBLXETIL2ARE Y
/F‘ra"pj_-—'PJé'\’?i"FImE‘

o

gL

452 BipERFET 2F £h2 B

S BRACEFAERILY CEHF LY CEBEF 0 T AT
£ 2 AR AT BB

(1) SEFF2E22FF FEEFAEREFNY cBEF2LAFHERFL
C‘;\,E]ﬁ,“:zﬁ_o
45



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

(2) wAEFHEGEFZY v p REHE A EEPEY CBHEE Y FREALT
T igHp o

(3) ™% A EE ?/J‘mﬁ“’&wﬁ SR EG REMGHEFILY cBE
B B F AT G RE T AL

(4) MABHFEFDY CHBEPF FL OB LM KRFES N PREN A
oA ELLE 0 8 ﬁil“ﬁﬁr"

G) wa* " EEAEIANEFFTEY KL -

AR E > AT CREREFFFLY P EEAAGERF LY <
MR REES A0t RIBEE A BLIEEY G-

4.6 BEE W

B (renewal) fidp ¥ 4B TR RLHRT 0 LATEF - HHRT BR
B A AR BEL s LR et R 2 1§ o

7]\2@43? PR P EIGEE BRI o

4.7 BRLAT

FLATRIPEATAL - B0 R E4K2 PR EK/H > T U RG InLP FTARE
%%ﬁ@¢@%g

471 BER{AT2 X
40 3.3.1 &2 o

472 3 #LFEEE

4.7.3 BRI ATRE

® kB33 RAET SN E e

® R4 2 RITEFEBE -

46



A ARREN P AT 2R LY < (TWCA GLOBAL CA)E i # it 1t 3 A %

474 BR{AEF 2L L&
% 4.3.2 &2 FE o
475 { At BRAXLEA
4.4 2. B F_o
476 BEBHESF {ATEE
* 442 &2 R o
477 {ABRBHE # i1l

% 443 &2 FE_ o

4.8 B#E%®{

Bl ARBEL AW &I B LRl S LERUTRARLE

ERTRFERES * 2 -
ABFEREY AR FRFRBERL Aot BT AL ”’?"? i

;g_,\ 2 ,M@g\ PRk 4.9 S22 Rt B§HES > 2414243 44§55 F

—_L )& /;3

491 BERRI 2

WREMRLFRMEP 0§ THERES AR EE AL

@ » =
3 Hﬁ)\}%.— Fx)&pﬂ.m@% s ;;ljvu,l( . Q\Eﬁlﬁﬂ%‘ﬁ%ﬂ@%é‘%ﬁ%‘“ﬁ ’ ‘:_3\
EEEnY 2R A S e BE AL
BN B2 Y AP MM TR LEPE o blho: 2P PELREH

47



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

%&@wmi% P I LAER P M T
: ﬁ@ TR RS R S E i E F A S R
RS Y
(2) MBEF R @ISR S G

)‘P‘b
fn
ke

c FIBE ANTEHGEBRL N A  NBEARAFELET Ro
c BEBREOEDRSAYEREA LB ET E B ER T Ko
s F SR IRgES LIp Y (ARG EY 'U) TEARIENEITE
*ﬁa#fgﬁ)@ EIA(AeF H ) A B FRYIGHES EF FE L R
BOETER ARG

. & ENF O SARMFI 0 3 P BT ~ AT RSN Farr

%#Eﬁ Blhe® SRS F IR TR R TR TR~ g
LRIBEY GFAKLD §RE -

© SSL PR E/EP #17 i\mﬁ& PAERIP fmal 5 w2 o

+ SSL & Bpid RIRBEREN 7242 8 mond T FHaest o

* % SSL PR E G 55 & Pk ?éﬁ. GE: X 9N R
/z%ﬁ»w?» (R =) B2 I

© KABEEP TR ?mﬂ%iﬁ\* PREEIP Rk b om ok bk K o

s WHBHTPN 7 2HE N E LT }%‘1:'731[,&;&, °

* ”E R AN N s W Ll A 3 AL AV EXLS Fg(lﬂl'!if'/ﬁfr PER - S

TR b R o
@)ﬁ%ﬁ&:
COLEWMA R FIRAL [ RERL S ERTERARAEY G

Ag# p ¢ w2 CA-Browser Forum Baseline Requirement 4.9 & 2R 2_
2 Fd F A TR 2R

B kR A o R EE )@?ﬁ’»%‘ﬁvén%@ %—’FP ol At 2 1B
:LA‘}E? g KRS féwré\‘é? m?& %‘__ /F ) :@: q&«,uz]‘l l» o

492 F WiFfRLERY

b’%’}fhﬁlﬁzgmq‘{l‘ﬂ:u ﬂ\)&g_?,,ﬂ:u‘l?%&g
2 S Y G R e -

‘1‘7’
p
'ﬁ‘
T
g}
|t
ol

(W v
CoR ST RRE G o R ¢ o PEREY LT S EHE -
(2) @ P (AEEFEY )
CoEp P (RBEE I ) AL S g wEE > L E R 14.93
BRI ALH | A > PR R P LB S s Kl ppl (TR
48



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

s OPRPARDODEZEET > R PIGHE

 F PR LMK A Y ’?-’ APPSR RAD M 'Fi%#’ s
”ﬁﬂ?t‘ﬁ@;‘;,,@ﬁ&mjwo

c BRFFRE PR e s e RS A P eda bl TR

L EBM TP EAME L BRPSY o

493 BERI LR

COIRERE S
P EEAL GRS SAMEREFEY SR 2P0 g
J IR AR R @ﬁ@L ¥
(2) ®EpRY 5
LR SN S UL N fuﬁ’li‘:}t‘—? v Y P 2 A g
=78

fod MEEFEY CBE AR GFTEERL TF o

R e AP Y C RV REY B LE O Pir R

it ik ﬂﬁ%%r’ﬁﬁﬁiﬁwﬁ%@%m?ﬁo

?%ﬁ\ﬁhﬁ%ﬁﬁﬁﬁgagujﬁ%ﬁ,@u%&%ﬁéﬁp6@

4.9.4 BHA L HRE NPT

PENE AT A 5 - P R PR G2 SmE TP R DE
&%,ﬁﬁ R TEANED AR TI U Aol A BT SRR G B @

DPEFBERLEBE Y PRI 24 ENERD o

%)&F ?im“'uﬁ”#@é{?24x7;w,_, _g_}%}llr?l»i‘5-7§ xéléﬁﬁ”ﬁﬁ’
X (S eIl 440 495 & o

4.95 B @B HATLE BB L FRET

gj‘_PJ v ,Q,‘( )& E—?/’é :\;)"]{ ’}1— "')& _E_)%_'_E Fi‘j\ * é % * ‘?—'3"; IL
B-é': ’ "’/\%ﬁi\‘.} }I‘FE%E'F'U/\__‘_ "J}%@I,m—_’ 23 ?‘r’t‘\"' 'B‘J— [ P\ ER

49



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

496 RRBEF BEBLHFERLL

%ﬁ@ﬁﬁ@ﬁ%ﬂm%‘%aawﬁ%ﬁia%’éﬁﬂ%ﬁﬁ@*%)
L F (G AL FR ) R -

ﬁ@ﬁﬁﬁi%**@ EERLY G RHE L ﬂ@wi R E M

L35 ABEILY o EF (RS @a@i ER IS I aEy XT3
i@@?ﬁwngva FHF S AR o

497 BRA LGP EFES

MEEFLS E X IO LATE EF LI BEELFE
498 BEAELFP AL BLTR

7R o
4.9.9 R EPIGEA LR G BRI

AEEFEA ok ® TLS/SSL RIR BB FE 2 R ¢ &K I £ 34(Online
Certificate Status Protocol ; OCSP)Ri% ; 3% PRiz-,%péij_gaﬁ > TLS/SSL @ PR B 4

A

AEFEFIEY SRR A EEL R IGE L L9 (Online Certificate Status
Protocol ; OCSP)/R 4% ; 3% Rix e hbie 50K & B EP -

OCSP 7w it 4 7% & RFCB960 2 ge » w kL ¢ 7 % L2 iz &

o

i

4910 S BRI RELZHEKRER T

er

ZigiEE ;s;izf’\j_ TR ABRFEY CEF2EET L PR AP B
g“ﬁ@ﬁ%*%“*@%%ﬁﬂwgﬁzfﬁ@¢ F# (CRL) % f & 16 % & -
PL A G 3 % 7 11 4.9.9 A% 2 % 5% 156 OCSP k6 A BMR ik -

AEEFEY v F 4% ¢ {LATOCSP -2 G MR LT o

50



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

% OCSP & ic@|2th G F iy w B ERAKE A F ¥ ¢ v RIEHEHR

.
= a
k%ﬁ&ﬂ@°

4911 H# AN 2 gk 22

—

EINCE S
49.12 &4l fR PR T

FEGF VG IIBfE AR F T REP TR L2 FEMEABREF LY o
ZRFET O MBERES SEI T 2 NEP £ 0l PIBLE

B IR A48 ¥ 2 CSR(i * & PKCSH#10 254 )ie 73
p > # ¢ CSR z common name < f & " Proof of Key Compromise for

TWCA |» M EAGZHE? wHBEH & o

REHEF LY 2§ R A MR o i T AR R PRI

(1) ALATHER ™ E4H2 P HEDITER -

(2) Feb#rd ¢ BEHEZBE O RFTITNER EGEFBERLFP  BHEAL
FREFrt c BHLATIMBET (S AT EF L AL B
#) -

(3) & =

(4) % »¥ EEFEHT 2 o

(5) R*ATHERT gk FHATEHE ¥ 2
H =

4913 BRYPEHBT 2% d

- TLS/SSL PR B %
TLS/SSL IR B IE %7 & 16 AP i % JRTH -
- v 7% UCAB%
* é:@%ﬁ%&gﬁ;@% T ¥ —ta’kf}pg j\@%ﬁ_:g;alﬂ P Rt NGNS o) s 84

REFERFPFHL > FF REGEGFRT R - SONREF IR P
51



w7

i

s

[ S¥)

!

”‘_}_1? k‘ﬁ-’( F\XFF—;IY\? :q\»‘\‘?’)}: J{,& F_'g

a

s .
Lo A

”—“mf -g, 4;%

* oo

o &%&gz}i;g; b F IR -

(2) F_._‘P‘l v ‘\-b/j\)& ’FIWV" NN
e F SR IRES LI P S/ REE "EIW‘;’“LV%@F’K%

2 ¢ . (TWCAGLOBAL CA)G# 7 7x T 3L %

TR TR AR R

BEEE o

L g BT EAER Y o

(m-{ir: 7 *) o
FEAM N TR R g o
(3) *EF’.EC_:
- L EPMSER S FERL
“FAE2ECERE
FAE 2 ECHBE? HERFELRF R JRIE o
N %)&/}3
KEIGHED & BB FEAYRF R PRIE o
~AATL &%
AATL B # % & iR IG HATPF 12 % JRAE o
CEREE
PERE R R EATRE B RS o

14§ 3G RGP BT

~ TLS/SSL 'R % i& %

TLS/SSL PIREBEHES ¢ * o

- F% UCA &3

R e I
2w s A F RGBT .

AR A

52

1’1'7-

N
¥
T

¥ L

.3:
S

I

ok

AAERYBEA G TNEF FEE R A

Tadd MBI T RIRAEME LRTY 5D
G gl 2 ¢ AL BER Y SRR 2R



B REEGRER T U P 2R ERF LY o (TWCA GLOBAL CA)E % § 4% 1T ¥ 3

(1) » =
e B AV iRBRH TR & Tp'é'vlfi%f‘?' %ﬁ'ﬁé}l,%??»ﬂ)&’]ﬁo
(2) P (AERERFEY )
coEP Y (REEE Y o) R S G L ik R
T4.915 BHELPFRY 42/ | AT > ¥ & RIEP P BRSO
&N GAR M T E R
(@) FHEFHE=F
c P AR EREET Y R S gH o
. T ;\ptaml;\,’:pd,\,me' v%-,,g,b/?ﬁbj\;&ﬁ_?@ﬁw
AP B TE R AR
COLEM o B e L B S

“par% 2 ECE®

i

Bt > ECEEA R -
AN Rt

”737._‘@3* o

(%]

< AATL 3
AATL 533 i * -
A REE

PEREER GE o

4.9.15 %@ PE B ¥ 425

!

< TLS/SSL /R &G 2
TLS/SSL PR BIE %7 i * -

% UCAG#
(1) wdF¥ o
LR I %‘rfﬁh;%d_]l\, ERBRELY SHPT 2 LS E
EatA: 'F?# LRRGEELERY FE
(2) B i
ot LR PGB AR T 0 IR P SR S A R

53



~=h ( \%

fu

%)

>)

!

I

T RRRRER T ISP 2 BHEFEY w(TWCAGLOBAL CA) G &# F ir it £ A%

Wi o d NGE '?Iw IR = L N )&’73%%EE1$3* ¥ o

FE I o ] I N »F?TEJ_\:’ e Ev)&%{aﬁ_azlﬁ»,%fﬁ%’# THRALLFEKBPEY R

WLDE BB E Y DREEEE T R Y e 2 o

i?%%\%%ﬁﬁﬁﬁ%ﬁ&%ﬂ@*

&

—g‘-’:‘ﬁ’)@;l%’&—"\‘? T«P-]Fl:u

e i G 2 @ngw’@”*”ﬁ%ﬁ%*“ﬁ@%’F@%
FORE UG AT PE BET AT ep oY R fRE 0 RIEES L
PP T U o

“Fi% >ECE®E

Bt 2 ECEREAGE -
CKEBE

HIGEAE o

~ AATL &3

AATL G if * «

CFEREE

PERGET G o
16 BEYGRFR T I F

. TLS/SSL /R =%
TLS/SSL @R EGHER i *
< %% UCA Bz

R RGBT R AL NERET W TS LT e AR TR E R
= JLL:}E)&F‘E_QI_}L_)%}IF)&E_/F P LEmER Y R e

{@;ﬁ%&g&@?’r PEAT G 0 F H ”'@’735’;‘2%\'%&%"%% 633 BRI T /)s
P D oY SRR S  a BRIEERL G Y BES G TEER L
ﬁﬂﬁ’iéﬁﬁﬁ%ﬁ%%%%’&&yﬁwiﬁﬁ@ﬁéﬁﬂﬁm%ﬁﬁ
54



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

BEfRER > PP RBGET  EPREE AL BER F EE R DERE) -

BT Y ok b L ABEF Y S BE Y SRS DT

W

N ﬁ‘ﬂ % > EC )é B
Bt > ECEEIH P -
7~ ];E 2@’73

KABHEIFET -

(%]

« AATL &%
AATL B33 f * -
A ERIEE

PREED Y

4.10 5 & & FRF>

4.10.1 FRI+E

5186 %A P (CRL) frstt 163 i 4 73 R75(OCSP)
Ob)%\ﬁ’&””& )%(\IL”‘)JL”LFZ’& S){ﬁﬂ_@w”jgﬂ

A o

"

BT
REBEMLETR
CRL 4§~ OCSP #

4.10.2 JRIFZZ T *

ABEE LY G A 24XT L BT R R AR BE S 39T ABY G
2 PR -

B 24XT 2 PA 40 P v B E C BEF (GG RS p LY R
BB PIFEFRE 0 MR BRI AR 0 B B2 T RE TR
i -

55



LARBEILER PG L P 23hEH Y o (TWCA GLOBAL CA)B # 7 i+ F %

4.10.3 %4e 3 it
£ 4.9.9,4.9.11 &2 3%

411 S @

FABRERY CEF BB ER  BRALAAEREELY LY

PEo S B BETE L ok
412 &4+ E 2R
4121 &4 F 2 ARAR A%

4122 "R F LG EZ R AKLBNF

) kaiﬂ% o

56



LARERER GG U2 P 2 EHE LY o (TWCA GLOBAL CA)E % F 74 ir % 1L i#

5.9~ ¥Rz TEREE Y

ABEHLY S N AT BLME S EREE LT R
K- KBHTREFZE D 2 BEPETREFEFTHL 2B U A
SR FPAEHEF LY w2 ARG -

5.1.2 F HiedF 4l

AERE LS oL LB I

(1) BEM &2 b o aP(UFEF Sdgain)@u g4 29 325 2¢ e
o pEd A1 SEE A ERs A T EF 24 FF CCTV 8 & £24
A 2 b »r BER R Mg s 2 RN TR AR
AR

(2) *EHEEEY SETZF T EEHE R w&*ﬁ’?iéiiﬁﬁﬁ*&?
THEP AREL G IRN c BEFIL A AF T AR ITE AR 5 2
AN THERRERITE ¥ Y3 ERSEERELER -

B) AN AMBPH/ELEIRE » FPEN I ELER IAFELRRET 4
24k 2T T AR AR TR o

513 g4 %

iﬁﬁﬁﬁﬁwﬁéﬁ*ﬁﬁﬁiﬁiﬁ%ﬁﬁﬁwmmmw%mem
Supply UPS) > Ti%i s ILTL ,:‘ KEFFE € p L F T BET o riE

EEBZZ P kR R A NE TR AR e 2 1 TR TR
17 R R

57



FAARRRERFG LD 2P Y w(TWCAGLOBAL CA)G # 7 7+ T ¥ A

5.1.4 [#-kREgR

REEPRS C LB FPSLRL R ITEBLENPA 0
SRAIEAY > THREFFEEBEFFREERZAR -

i@ﬁggﬂu&égﬁiﬁggﬁ%ﬁ?jﬁﬁgjﬂéiﬁjﬁiﬁ
U BRI AT BB NN S~ S TN I £ =4 B e S

5.1.6 #1037

FIE Y L2 W GRS T ELGHL NS HEREHE T P
:J%?":‘ %f%?,ii??} l%ly'k—f—’gﬁlé‘;'_"’\pfﬁ )\Iésb_LII}'—K ﬁ
Bl 1 E PR HMEs L f 2w dr AL

AEHEFILY TR 2 AMRE BEBERARE LN RR
BHRAEEE RRETALALEL 22 Frp 288 G f
JfT 2 E ST AP

TEREMET R R FAREME R ERET A YRR RILE

11¥
\w:s ‘I\R'

% > \%%*ﬁﬁ’%z$ﬂﬁé?fﬁf%%% Fligd i E e s
@

FTiratie 2o
518 ¥ F ¥

ABERRY CHREFREFAERS IREABRRAF oy RN FELKA
ﬂﬂ*ﬂ%ﬁgLﬁﬁﬁﬁlﬂi AP REANGHEFEY S HEFFFEeni 4o

AEEP LY CEIEAFAPMBMT ALY o LR PR R R
BEFE -DPECPEIFE I L] ELEPPELSEY > 2RI LE
BRELBAT 2FHES RS

AMERFEY L E RS T HE N R AR 2L RS KR

¥
o



LAREIAEN ST 0P 2R < (TWCA GLOBAL CA)S %% 7+ it % A
22 » 3
AR ¥V Fd

5.2.1 % & d

AEHF Y S OB G AHERPK) OB HT  BHFETESF B
LRBERE X 2EDTERETES c SREABERTLZERA 0 2B G
BApEEWM N2 22 FE2REFY MEREEY w2 gk 2 H

P R T S

\
=

"

(1) & %32 4 R (Administrator) § § 4 5e% % ~ #3072 TR S8k 2o
(2) Bz ¥~ R (Officer)f # B#E % 2 BRAL -
(3) #£4% 4 A (Auditor) § # i (7} 2RFEE ~ HAL T BB k&

(4) # v < R (Operator)f # bl T a® v % > dotk > ~ B R ~ b FRAE

£

X o
522 t¥ X R &

PG LI ITE AT AT
(1) ¥yt E (Administrator)i > 2 £ o
(2) &#a g+ R (Officer)z > 2 ¢

(3) #+% * B (Auditor) 1 > 1 % o

(4) #%i¥ + R (Operator)i > 2 %

5.2.3 & ¢ gl g gy

AERETY CHEBEA MR SAFMA R BEL F AR AP
ﬁ;’«i’j&f%/\ ﬁ , %",:2 ‘5‘,_,? I ‘bb”‘ f;;ij' A A A _E,A,\«L\\;_JJ
FEFEFZAPM L LA BRRERE > WEFIGIE LS 2 Lo E o

B R R EEBR AR L E S F L el BB AR
.
v

Fimig® 2 TPl VR bR 2 PE R G

_3

59



&R

NI 11 BN
pupﬂ_)sly i LA

P RTREHEF Y .« (TWCA GLOBAL CA)JG # 3 ix 1t % 4

5.2.4 & ¢ [g3g

& 4 BELEAR | ARPEAR xR
BELP AR O X X
FERE RO X O X
#7454 B X X O
53 4 R ir¥

531 # 8 i EiECE LR

(1) *E@Fm? w2z TF

AR
G ivEz A gk i

&

g
e
|
WS
<

o

LR N7 REE ;
y LA S

R EdBHETEL TGS

o

-,
N

R E
y Vo
(2) &#L F * IR AP M TR A
L RI%
(3) ki FmL RIS EG

ERBEITE Lg% 0 T
I_"é:—» q_l%; °

=73 T ,;’ﬂ ot 1) [P X3

FE
532 ¥ B R

AEHEFEY I TEL R D A FEAPM I A FF PR ﬁmb
FERE2F L DF M ITEINPRER
BhoF &L iREBITEA

BEEHEF L FRELEL LT
R BRI > 75
AT T AP 2

BESEZER o TEE
'l't‘?._r{ T IF‘;’}’,%’:?\ 1&%

1 it

5.3.3 %7 73

AEBERY S IEE AR Y RRABAL T REEF LY ok RE (A
BB &2 Ao~ (TERE &#ﬁﬂ;‘k%%#wvi%% b ity
2REFREATERE LA G Fat 2l TERPZ KTV BE LR
FRBEGAT R P RS KTV

o

60



OARRREL GG UL P 2ThEHE Y .~ (TWCA GLOBAL CA)B 3% % 7+ 1t % JLF

N
ﬁ
g

N
@
w
\
t
".L
1%

Ly E 2 gcgwwwﬁ@@ Bt kg
fFJi"ﬁ R RTPRAETATEA R B A ﬂ\.&épfggé o ‘?‘ip ﬂa;ﬁpg:
2% AR B AL 2 RV BT PR S R L S R kB TaArh T
AR 1Fd 2 £ o

534 KTV HEF BT R

T A ERE U R RN R R A T RN
MRAETF2 PR AEAR o FEL PG Lok TSR LRT G
B P IE R A A2 UAT Y BAT R 4 0 B OB AR A A B AP B ok
Bz e H B 3 FH AE M A B AR TV -

5.3.5 girthim

(1) }&%gkﬁﬂﬂﬂv BEAEG  ATHEEELE A RSEP AR -
(2) A) ;).g-ﬂ_’_? A ﬁ??’%ﬁ-}%’ % 1 41 9 ’ ‘J ﬁ]—_ /’ ﬁ"? o A ﬁft\'%%* % ﬁ .
@ gt R % B AR -

LR
(4) j?%ff{#fff%kﬁ » ¥ g *Bﬁ’lg —A))I'ﬁv‘gﬁg’f é "J?ﬁgf{ﬁ"‘i
PRA n&%& ﬁiﬁﬁkﬁ

paw

5.3.6 24§ (v ¥ chbud)

j"&?ﬁ%ﬂ"l CIERA TG A AP P E AR > FlEA AL A
Fpe I EM BHLFHSEEIL AT 2N PR

T
WERFRE > X RRipM FE2 PRI -

.1:

537 £ L F gk

AEHFEY S FAL TR A Ld e A RBEERTA BB AR
FA o FHEEFI 532 $2 4R FAMA G 0 WA o
LHETPP e AR FETELICR FAAMLERE N T
MER R P e R BRI MR I R
Adpk o

61



T RRRRER T ISP 2 BHEFEY w(TWCAGLOBAL CA) G &# F ir it £ A%

5.3.8 fT¥~> i F &

g@%?*} BRI ABEAILS LR EAM LA A

(1) A8~ iR T3 T 22 Hiv2 (%~ e kB psbipl2 Hf it 2 v

R iE2 2 o
(2) ~BHEFEY CBEFL LNZPMIFE T 2o
(B) *EHITHEARE - BHECRKE M TERF2 2 o

4) ﬂ\’&%‘_%‘ﬁv‘ CBFAEIL AN IRITE L 2 blde AR EEE TR (T

B PR EEYRITELE SR FIIRTELE

5.4 f24% % A B

5.4.1 ¥ i % &1l

MBI i AR BRI BRSNS e 08
7|38 B
® I X o
& T EFLIpIHEEE o

® F A4 pra

“3\;‘:

B
& HIFLEE2BHAAR -
® TN FH o
PN T-A - RS e ta L A - E

(1) = 24
0 FTRERMPSEZ AR wERELALE FATE SO FE
® i ARG S B AR e o,

(2) *F2RHEES FIL R FY

® T4 d AL T A LA NA pro

62

"“
'{:"5 N

g'r



FAREGREN 5] NP 2EEF LY (TWCA GLOBAL CA)E 7 # It % 4 %

O EANEu PRk B R LB o

® b KE O KPS A g Y end pri i Bt -

Y ? 9 &4 Ké#l BN md’%%{ﬁ'*ﬁ% °
® P E s ERG] 0 BlhofGE TR A P R -

(4) % &4 foiEs
® Prf eI IHRAEA o
(B) T AW E4GLATH CHIF R
® TR £k T ?#é%?i‘?g\w']%a%go
6) % &z
O FHAMGEN(G LT BEAATULAR T 2 bag) o
(7) B#E2 P EH
® G2 P Y OGEAE -
® [ FiF
(8) AsitieE
® B2 Al A
(9) Bkl v

® T AIEFEREHALICRLY Fo

63



LRRRERTT ISP 2REHEE Y o (TWCA GLOBAL CA) & # % i+ T 4 A

(11) teELz 12
® 4c>‘£‘1“"']",4f§5‘frf%’*—‘ﬁo
o @zif%’*—"ﬁrlv%%fugtigigﬁx*gnqo

(12) Bzl 2§

(13) Bl if #1522

(14) ims %2 $TEREE

® ki

ﬂ
e

o

® IREBHEEE K

o

® AR R

o

® A AR

o HIHWMTBEH e

o

® prds ki

® PRENEFEFIE LI
® MR A2 BT -

O BiRR T TRAE o

® PRipenid FRAE o

® ABHEFILY L2 pINFHLE o



$ARBRELSF UL P 2TIEHF Y o (TWCA GLOBAL CA)iE # ¥ 74 1+ % A it

& SRALAL[Z o
AEEEEY w2 S
AR EEE? S RPIRBZR T
o

iRy o

¥ ko

i 4% 4754 (Patches) -

R

4

13 o
FRGPE BT & > o

AR ABBEFRY w285 o
FERABEFEY w2 BIRE
A AMAEF PHE 2R -
B i e

TR AR o

R L = B A o

Blesagrtag -

A E £ X iR IRIAN 3P4 oo
EREANITERE

65



T RRRRER T ISP 2 BHEFEY w(TWCAGLOBAL CA) G &# F ir it £ A%

5.4.2 % $AJRig

AREFRYPCICEOR R LIEP RS YER AT L TFE
WALL (T0 BRAEAP LELTRRC S RARNT) DEBH P 2 EEFET
SR N A0S R SRR R

543 £ e&FTHR
WM e SR LBPMTRI SN AERFE? CRF T E -

5.4.4 Fi% & Srenip

(1) FERFF 8 A7 UGBt 0 F SR8EART UE P E
(@) % R AR B el ETF%“‘L NfEP R TN T
. .;ﬂ s _‘{/E' /z": r{%s}:ﬂ‘; % %_m_&y a‘}*" .

(3) # éi' CEEMEI L RN H B A
(4) ‘&&Eﬁ '? mﬁj‘*’- % : 1—}’- ";{"5’:\:&1 3}}%"-”‘1‘ o

5.4.5 FE4%% &% AR

?‘44\111‘;1}45365‘5?—36?]};’3;,9%{5} ”\’T'lp «}7}-\)& 'gimﬁ’nuu’F,
%0 1SO & AR BRI 57 X2 #4E K B o

5.4.6 #2155 Srf K 4 3

FEbr pep & A F Y CRERIL AR o FEPRA LBER L
SLERE PEECY o vEG AR E R AR PREA] B o

S B AR R R B TR A R 2 gl
IR

.}
*3&%%@%’i&¢gWé~%%@@ % % PRI WiEAGE A
e HPRAE o

66



FARERNERFF AP 2EEFEY (TWCAGLOBAL CA) g # 7 1+ i ¥ 7L

547 #3lEE K2 &5

YeFF A R A AER s B RT3 TR il 2ok
H sl g T e T4 ke

5.4.8 "33 4 32E
BERE LT A g 5 R

(1) B3PI L ehp Ifesh 30 0 FR S P 7 o ERAGRE G TS
B FRET 0 PRE RS AR E R BT A S G TR

(2) FmESPHFL AT U F S FRETREEY AT

= »
o
«La;:
iyl

(3)z=# 7]\@43?;\1':‘ NIt 7‘\? MEF IR "E:‘Imﬁ.}fr ”“?Liijn"ﬁ:.l‘ll o
s [# FE#"F] o FEAE U ERS o

5.5 k& &t Hh

5.5.1 §FHhs 7

MERE Y S § T R
(1) # 45+ 5% 7% (Accreditation) 7 42 -
(2) B R TERE -

(3) * &4

(4) }BBEE BHE A

(5) b ik i s L ATeN F o

67



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

(9) e gFE LN -

(10) + £ % 4% { e chie 4 o

(1) & E# & 22 PBEEL FP -

(12) 1 & 4r o

(13) * kB2 EHIFMHR 58 0 RM FHRA BT S o
(14) > #4724 B & fenz 2 o

(15) # = 5 & o] T4 -
5.5.2 bk ikl
MBS S LT RN U Tk
5.5.3 bk Srenind

ST TEER ~ B ﬂfmﬁvxv Brr w22 el FRT
RIEEET S AR L SR

*m}%

o

ﬁr?*gjfju\/,/ﬁﬁ—@ 1 it higE g ame wirhs b B 2 ipiyw o 2
Wi s ol s AP RFrH L e R Er B

5.5.4 §Hhs $reng 2R

B BER L TAEMMTR REE SR AT RATELSF P
F R R Pl PR HN AP RS 2 E SR AERET 0 1
fﬂv??’“‘ﬁ‘ii?é*%*?f—%‘ DERHE DR FERE G BE R F 2 R

G RF ErRITEIR RGO > “1"*4“125&, HBawip (T E o
5.5.5 fhs s BRE R

ﬁ%i?é*%%wﬁ%ﬁ»@ﬁ%L TR REE) TP EEE
T PR R EEEE R R E R T R B e
e ﬂﬂb%fﬁﬁ&ﬂ*mq\@jﬁ'*mo'wb?, PR hp PEEFF TS

68



FARRRER T D

2P »rkBEE LY < (TWCA GLOBAL CA)&# F ir (T £ A%
it :)ii'%‘b'%#ftf—,tﬁ-i'«;‘:a- ;R%g?*i .

El SR e o2 2%
AR % ITE

AT IL P ey

Sehp B BT PERT o
HE g TG KR R TR AT S S e Y
P R R e BT SR o

?BﬂA%’~£%T%)§%W
pHpEI R & A

= :E) i 3L -&F/F“ g P VA /F{ p_; ﬁf* A ﬁ b V ﬁ-p:u
5.5.6 Bk % drd A1 2

f:r ’ ‘%':",EL”‘

P SRR RS TR 0 v A S )
FFREF LA S RS T AL PSR R T
Ad MR E iy ST A S > RE R I R SE Tadp Y PR B0 o R
FenEIRpM A R A BB o

557 B 2 Rk &L 25

f F'ﬁ@pz—’%‘i?‘&\’* F“fﬁvB—Q i
A g F &Y

N i
%*15#§1ﬁg
?rggg—s \5!.?;

b
YAl
o

FBREALY CERT AT IR ER L HRERL 2
FH A FAE 20 F o

L

i B
~EFE ?

LIRSS Vs o T gﬁﬂ AT & MY
s EFIEE ’

&

Tl A EEE
L & 2R 6.1.4 537 ¥ FB—FI X 42 q'::ﬁ. .
ot bkl Y R AMER CERES N fd Nz
7k 6.1.5 &2 E o

B EFEFIE 2D

69



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3
5.7 S4p0ALIE2 L B0 RER

571 &kEpf22 ?%&%/@Lﬁﬁ

FAEBERPELY UM R (BN ARTAT T @A E) AR
FT AR

® JFGHEBEELTITIMEAT S AN WG P2 AFREHEFL
¢ 0o
® 6.1 NRTLAELATDEMHFHT BAGBEFEY  EHFATEH

® I TF L ERZBERYATDERT AGEFTEERAL G o GEAL
by A S o ’s:i"’\%}x | HBEFT (7 gD EF L BILE

® A3 HER  EHFATRELE T 2 oo

ABFEAEY SR ED B TR EEY w2 gl EAEL 2R
XL R BRP R AR AR AR R R

A

MEREFILY TG FARRATLAR LR R RS -

—‘*ﬁ

ABRFEY i d G e P ERBAP R L CRRRAR PGP TR

7

RS iﬂﬁﬂﬁuﬁ’ﬁ BF P HEWP (B T ERE) ¢
RRAIEEE L LA L RBRE LY ME R R B
iR -

5.7.2 %% 7R~ A TR AL A

ABHEEEY ST IR NT R FHWE THABR A RARSE FRFE EE
73R o

e MGEF IR T RR A HABR A RFET
BATREFREZFT > LPARLEREBEF - AL 2§ mﬁs’b"

70



FAARRRERFG LD 2P Y w(TWCAGLOBAL CA)G # 7 7+ T ¥ A

573 B &4pl A fE2 RIZAER

o2 A AR 0 Rk 493 23 Ny o
5.7.4 B2 FEEHFEN A

R4 PRI AHER L UK EZ 24 ) PN ARG K PRI
For 3 5 ) pE

4
BRSPS 2K 0 T {8 24 NP AR R G TR R PRFE o

5.8 ISP HH 1L JRIE

ABHEFILY LB RGP MR T T R AN AR TS -

AEEF Y S FlES R AR F S R L PR T B AR
AR M B E LT 2R AT A G B v

NERDIFEA R LHBL AP EFA R 22T EFERE

TN

(1) &b pRixz.p 30 % i o F B -

(2) »tibJRFEZ P 3 B H o ME L RIEE O BB GRS M i

FRETH AL OFNREGR .

6)&&%&@@1&%%91a,4¢ FEREILS ATH B 220G
P BT R pﬂ.ﬁg%#

(4) #@ EICR & gﬁwi%$~@¢%ﬁwMWiiwvﬁ~%”€J
P TR AP ES S FRATE BRERE TR E BB iR
Mo & AT KRG R

(5) #rBRFLY 2L PHFREGRIFH Do S22 BEEH
B IR PE e Y@

g

g %&ié_‘ F"/z) ﬁ\)& ?,fatu:u,?lw__s.ra»’ﬂh
HEEBD FRAENEELEEE > BPER I RNER

FEBFIEY R LB MBI ARB TR REY S L QP o

71



&R

N N
pupﬂ)‘ly ji S

A

2TREHH Y < (TWCA GLOBAL CA)G 3% 74 it £ A
6.4L4% 2473

6.1 £4k¥HinA 2 X

X
6.1.1 &4g¥tend 2

ABRFILY AP L L P
1 wz;5¢ &4 Wk o
2. 4 AnEz-

> AEER -

A A R LR EGANEAE S T HERKE
1%2?&3@%

AEHE LY SRR 621 &R & CNS15135-~1SO 19790
m /él"

sy L 2 =
ERTadr

7~

] 42 B

AW LE

* FIPS
B A WEMGH > PR AGLAERA e A WE-

é"I/B;.;I

o

LA TERALYZ S O AL AFETIET £4kA WG

ZIEAILEES
6.12 # % 44k 1 » »

& ¥
Fmisd BFE

oo p 7AYo fm JpiRiE o
6.13 2F & MiEE 2 B EE
Al SR N

P B & 4 PKCSHL0 B3 Y i
b %A R

6.1.4 BEBHEIP &4t 3
a3 ﬁ_}?
g;—j—ri\. 0

BiELAG "“?Iﬁ"’ o B
Fﬁmgg@,w o X ¥ ik 321 &b Bt N R F R LRI

[FS

i &

LU R s B R Rl o 3\#—'-'\’*51"}@’ TR B if‘)&

H &

72



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

6.1.5 L4kE R

ANEgEEE? o RSACHE E4E AT 0 5 2048 =~ ECC 2R &4k
RIEE P-256

* 2 RSA SR £45E R0 5 2048 = S ECC 2B £4d W1 S 5
P-256 -

6.1.6 2B &ék5iehA 2 2 2 HETHR%

RSA: Al g™y o4* RSA /w2 > F#cd 2 £445" ANSI X9.31
wHE A2 RSA FHZFehf il o227 @ ki % 7 #(Strong
Prime) - ##ic o 2 5 0T B Al 3 L ER BE £ ] 752 2 Fik

ECC: A5 g™ wi¢ * ECC 2 F £455% %45 (ECC Full Public
Key Validation Routine) st ECC % 4 = B £ 445 % 42 /& (ECC Partial Public Key
Validation Routine) & 7z i1 5 £ 45 »cid o

6.1.7 44k * P th

ARHEFEY S EFLT P FLERE R E R YRR DRE 2
it R ﬁf%ﬁﬁaﬁ’wr.amw%w;éﬁﬁ*ﬁ@?%
Bendlgb R v o T RT RO X509 V3 B E RS h g 2 = (key
Usage) > * = & Jf ik f& ,:zg_m’# BN ARR R IR R Ao

fma b BBEAT RN Fhok BB Y R HBEE RE ABE
;WC‘ \‘I" 7—?”‘%@9” 1$m$%7&’)&;§ * ”' lé £ ) o

6.2 % & TEH S 2 RH/N L BITE

6.2.1 %aH-EiE

ABHF LY <t * CNS 15135 - 1ISO 19790 & FIPS 140-2 % & 3 4 &%
RABWERAL PR EGDFEERE > D ER A Ha

AATL B#™* =2 # % &4k A G5 %% FIPS 140-2 % 2(3)1 ¢ &

73



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

ARy 2 A RAHE

6.2.2 % S 4gA Hr ¥

ABEE LY w2z f% & FeE T AR mout-of-n fh SN d § LA gy
¥ 5 - fA% 2% % (Perfect Secret)s44 % 4 % (Secret Sharing) > 3% » 7 f i
FREMKE DY KPR BRI

%éf?$%ww*%*?§4ﬁ%&wﬁ%%’@wé%ﬁ%iizk
/4&ﬁrg#’b’ T']Fq,;‘}"ﬁ "’};?#""#%&

6.2.3 # % & 4gie ¥

AERELY L PR EHT RFEE 0 O REBREY S F R A
PR A% o

6.2.4 % & &R

(1) #BHEFRY 2 PR EGHAMRBBIL) > T 2R 62251048
RECRAPREGRFLRFAED 0 I HLFEGABFT AR I L
22 AFEST

(2) WEsh A FFTRAFES RV GELHF LI 2RAN I X 2
BF R RHEY -

B) “ B AL AFFTARICET 2R 1R AGHEFEY P 2% 21
BooF - PHRTEL PPl BE R RN

625%%5*%%
ABEEIEY L PR A LT -
6.2.6 % &dkA BB LR S8
AEHEEY 2 PR AEKIABANMBHATEY A2 2 BF X NG A

EFEGEPTRF A RSP HEKE LT - BAMRAREY P RS
B By P 0 i 6.2.4 AL -

74



Wipd @ rkigE e w(TWCAGLOBAL CA) a7 7+ ¥ A%

ER o e

6.2.7 # % &M H N RBNE

MEFE LS w2 P AT e B R R A

6.2.8 §« % & agpcd > 3

RENRBEEN DR AR 2 A2 RBRELF AR 0 LY

A EE o fade o frbe 2 B A EHESENGEILE AR LA 0 b2 AR

BIrE #0522 LR .

6.29 #H hsgr 2 X

PRAGKLER G LB 2 LR RAR LG S LY P
FAERAES CE BN B R LELP R Ak

6.2.10 # % & 4 d &

AEHEEEY AP R AEKDERL > B e AT AN EY TR E
% E4xcre Ry F @ (Zeroization) M A FH MR A EY Ed R £k
OSSR R R AR e ZEFREK!  ZETREGLE PRI AERT
R » Bt H PEHFEEF AR REIE BT PRI AEFERR

oA B R B4GT G C BH L B  H2 TRRER]E -

6.2.11 HB/HERX %

AEHFEY R 2 AR AICES 5w 2 CNS15135+-1S0 19790
g FIPS 140-2 % % 3 -

6.3 &4 HFLNE ¥ E A

6.3.1 =B &4REFH

ABEREY TR FREL FFY DY K¢ R TREFR LHRHR

&SP PERTAR -
75



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

632 SR EMH/ET T &40y IR

AEFEFEY R EKET R ALK U R o

(1) Ay =y w2 E4HG L 15 20 # -

(2) ¥+ UCAB# ~AATL &% 2 i 2 ECIRE™ = 2 &4ty »cdpri
FLL 39 B o

(3) TLS/SSL @R BB #2 % & BH T &2 b4t F »aB 3 15 398 % o
(4) pFFRgHEY © 2 44 AL 15 B o

6.4 Kbt Tt

641 b+ THARZ XK

BB B R PP R EGIRCR T FRFEFTBUAL > TR S A
4 "4 4 (Duty Separation)# 4 A7 E + ¢ ayad Fokld F 5B T uAy
E+ g A Bmu g (LT ﬁgyfF_PlNgﬁ;),‘,Lﬁ;g;cﬁv FLF BB 4 Fon 2% o

6.4.2 fabs T chig ik

thﬁjud r?gﬁ%—t iR > ES o PIN 5o @? A B g—;{@&.@ y

Bkt TP o 4o~ chd Rr Bl 3 % o RIA At AT e rE
# 2 PFE %‘rmxirg AR EIKETATTPING o

6.5 Tra% 2

6.5.1 T ik 2HIFE &

RERE RS e BB SRS E R § B S A PR B iR
me-FE:FL’%ﬁI T #”_.f_?, b2

76



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

(1) 2 & &5 Fgw g ~ o
(2) & iEp FETE G -

(3) #wx 2flprin 4 o

(4) %% & BB BRI & & 5 B gl e g o

(5) L g & ¢ 2 LA chmhufogn o

(6) FEFE AfrF AR 2 % 2 -

(7) &% Gif & ¢ fodp Bl & A @ulend 22 7 RIg g i o
(8) & & AR IR & 2T F R o

AEEE RS w2 % 24 A8 i T CA-Browser Forum NETWORK
AND CERTIFCATE SYSTEM SECURITY REQUIREMENTS | z ## -

652 T ¥ 28 %

AEHRFEY R 2ZFTRIFE IR HX 2553 L TCSECC2 2 F &
BRI 2L

6.6 4 &k g

6.6.1 % LB %i‘#;’;?

ABEA L o h ) BB K 9F 1SO 27001 s o

ALY 2 A ME R G W R B EE 2L DA
HFTEMOAMES  RRARA AP T Y AR IR Y FER D

6.62 % > mir

RIBHA TLO o ik A % R i B A R R D RER
AP RBIG T o AL IS B XA d R RFESH T B .

77



FARRRELRT TP 2 BEF Y < (TWCA GLOBAL CA)§ %% i+ (T £ A%
* 06 2% ?/46‘\.;‘&) &‘_fr#ﬁ,? E AR o
6.6.3 2 #FH T 2F 5

6.7 FEBT 2

|

MERALY S BEE LSRR BN T R T
RiTE > FEERFEEF R AR RIS T LB o A PR
NEBEBE O XEZEE I » BPEEG A AT UHERERL D o

AEEF LY e IR %&@ﬁwﬂﬁﬁﬁﬁﬁuﬁ*%W%’iﬂ
SRR LER S T R Rt IR R E S SA i

W R T R e (nternet) F » R ¢ B2 BEE BER LGP AR
(S & 2 B AR BRI ) 0

FBEE LY iy RS AR RS LA SRS EFR -~ BRI
GBS E b R U IR IRIEE ~ 2R

6.8 pFRF R

"E’er

R T e

78



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

TREBEBLEFPZARIEHEKRELHIE
7.1 BEINE
7.1.1 &%

ﬂ\)&«gﬁ? U N )&«z’—“_; ﬁ;?"’ ¥ 22 1& ’;);:ﬂ\ X.509 V3 -

712 8@ B

WAz ¢ IETF RFC 5280 4 « Hig3# & = 3-mp 532
g E ?;H?\:‘\J&)&;z,\fi 8> Sl .]11+|g§]o

713 FEZH BB

ABHEEEY CEFQAEFRY DFE 2P BB LT

NS NS P i 3w 75 (OID)
%24 (Algorithm)
£ rsaEncryption [{iso(1)member-

&%
body(2)us{840}rsadsi(113549)pkcs(1)pkcs-1(1)1}
% ecPublickey [{iso(1)member-body(2)us(840)ansi-X9-
62(10045)keyType(2)ecPublicKey(1)}

% [sha1WithRSAEN [{iso(1)member-
cryption body(2)us{840}rsadsi(113549)pkcs(1)pkcs-1(1)5}

% % |sha256WithRSA ({iso(1)member-
Encryption  |body(2)us{840}rsadsi(113549)pkcs(1)pkcs-1(1)11}

¥ ECDSé\é\gthSHA {iso(1)member-body(2)us(840)ansi-X9-
62(10045)signatures(4)ecdsa-with-SHA2(3)2}

¢ & ECDS/g\é\chSHA {iso(1)member-body(2)us(840)ansi-X9-
62(10045)signatures(4)ecdsa-with-SHA2(3)3}

% 82 shalWithRSAENcryption # i * >t TLS/SSL ® IR B& % ~ AATL 5%
2RI -

79



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

7.1.4 %] LR
MERFRS 2P AL MBI W B LT E X500

- @5 & f(Distinguished Name ;DN)z & ¢ = 3%t &AL/ 23] nn@‘} a8 RFC
5280 A4p B R 2o

7.1.5 @] 4204

ABHEEEY wEF2BFE VARG ER Y T LFU4  (nameConstraints)
Ppootg oo

7.1.6 BRRP EBYHE

AMERFRY ATRE 2 GH BB N TG  (certificatePolicies)
WA o R IEERR TR DB EICR S NG -

7.1.7 BRI FHFofF iz ?

AEEEEY ITEF 2 BBETRG L 2 7T 54 (policyConstraints)
ot iz e

718 BHEEARAZAFZEFEL

ABHEFPREY CTEF2EBEYIRGTE s 7 TR T LA
(policyQualifier):% i -

7019 BRARH AP 2F LG & ek

E-)
&
(‘rﬂ'

80



e o PRIRFEILF T U P 200G F_’E @7 & (TWCAGLOBAL CA)B#F i+t ¥ A i
72 BRALFE R
7.2.15% %

RFEHE TS S § 5 X500 V2 5 g AL P -
722 BEAEL G BERBLEFPBLY

e FHALARHEE R SBEE BEE LT IE
73 RIBEREBHIY
7.3.1 &

MEEFILY o 2 M EEAR A A K A 5 & RFCE960 4145 -
732 P BEABEAHB L -

AEHFES LM EHEALAANL B enr B8
RFC6960 4 -

81



A

1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

8. FEFIE H WIER 2

8.1 #FEHEF LT EA

R R Y e T LR - i

7]\2@—;3,? 19 7o m.'-)gj 2r o PO 1:% lﬁhﬁ}tﬁ’f&’]""’?#‘r L""?‘E’.Lf rﬂ s} “'I’S T_PI

G SR TNy RS RN PWémf,ﬁﬁ?géwivm
NP R o

AEEF LY o EABREAR BEY AR A 2L & il R
FEOEFRAPN AR FRIEAIRIEET o PP A R SRR RER
e 0 2P TLS/ISSL B4 & 3 © 396 A fic o

8.2 fh1: 4 22 ik

AEEEIEY SHFP IR IE PR AR LI P RER )@%ﬁ—ﬁk’f#‘
FRAAR 2L f 2 BN PN R 2 FRE R TRRRL
FOERGE 0B B B2 (TR R D RA R 2 AP M e e F A F

%ﬁf%ﬁ‘ﬁ’ﬁgﬁ— A S R -

qa:

/

—\

7
“~

ZRFETORTE e MG E Y ‘5';‘12'_{‘1‘ ﬁ”ﬁfﬁ . )@3}%# A

&R OE @i?&%%ﬁ*i%ﬁ** ”“W%

ﬁ’@ﬁp@?ﬁﬂ Lﬁﬁﬁﬁ”‘ b 2 PR
Prigsk o R ED D

Bigis b Ao

\i

8.3 R EALHPEE LM G

AEREFEY CHEFHITEZ P RBPEA R GRETE T b A

1o RERPTIETM AL BPEPLBRE . S b 20 R EANF A
prEi o

ﬂkf@%‘i%‘gd 2 thIRFEPL T L -4 ;L%*r#_—-ﬁ%ﬂu&;g?gd 2 F TR
(kR I

82



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

8.4 F£+%3E F

FEPN F & 45T A B

(1) EFe2 2oL BRIV B TEARZ AP TERE > ¢ L REFET T
FAR R E R

(2 2R EREFTHITEAEZ P TERFNFEE T ZE P ITE
A B IR R A AR SR % 24 E S AN G A

Q) GHEFHTEABLTHEGHETR LR -

AR LY PO T R

® \WebTrust for CAs v2.0 & { 37K & o

® WebTrust for CAs SSL Baseline with Network Security v2.2 & { 374
j\ o

8.5 i % 2 Flk

AERATS < T PIER 0] 4 R L BER B TE AR R
F ,‘Tﬂ*’f"-ﬂz}@nﬁ A BT R miEs] o RERA T ABE ALY S o

AEHEE IS iR A R HIE 0 0 E S e )
8.6 Etigk2 R

AEFEE LY ok l’*rac& D BT LI SRR A f R E A
Eﬁ%gé:u ﬂ,\l.Q iﬂ}%\ ‘ o

83



AR RILEL PG TP 2B Y o (TWCA GLOBAL CA)E % i+ it ¥ A
0. ¥ ¥£332 R T
9.1 %

0.1.1 BREFE (4}

i)&«zﬁ? B : AR =N ﬁ@u&«ﬁ:, o2y ﬂ\’&;ﬁ?ﬂ’t’ NN N »](Bx)@—isf‘% ¥
& ?}r’# iﬂ‘#—}«)&«}ﬁg‘ “'F Z\E AN F A A :)EZFB? 1137:6 o el o

9.1.2 @AY *
7 e e
913 Ba@EAEILZ kL AT T
X 3-8
9.1.4 H ¥ RFF% *

T R

‘&r

9.1.5 9%

* ”'*""—"1:,\.7&’)&\3‘ ’ e 7& ,—é%ﬁg}gﬂ\i" Lq#’—iﬁ #rlf%"q—f‘_
FJL 1 AP f;’fﬁﬁiqsf%'”r’;*“*é"& EEBFH 24V 97
j”.&'.LL f}lj;j“—_—vllf B f),\7 'g"ﬂ' %;’; ) #;}rlfﬁ%i F’F',i 3+ mm@lﬂ_l j‘\'g’ y AR

-2

|2

02 R

4 A
2=

B
[N

4\
‘;ﬁr = W

Cs‘x

92.1 i}

(1) #ERFLS whams #op FHR2BEREEH TE FAGRATEL
84



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

BB AR AN FE PRI IEEA 3 F Sl 0 T R
ﬂ\)& ’g,,"}tu’}@%l"ﬂ\)& ’g 61»2?#5??’!?%]10

(2 *EHFFELY AT T #ﬂ*m%kiﬁdw%%*“) Mt?ﬁ%
HRBREAEY w2 o (PR E) éﬁhﬁ%% SN E
?F*i?;i«‘rc

(B) AEFEE LY 4 F] IFi‘ﬁr-*c,& iEA %ﬁﬁﬁﬁ\ﬁiz&-?"& H IR
EARM T E RS R LR BB DEFERLTE AEs N
ERE S LR ﬂ«\’*’"m«‘fﬁi’ﬂi‘ ~EE ?w“'»}f%lli*ﬁak?'?’*”m«‘fﬁ
:—i’o

(4) A FRY cr A REFED ALY P RHEL R R I AEHEF I
NS - S 5)&%73(?a$\%§)&?ﬁ‘)%; L~ PYL A Z BN > o)
Rz REN AL FREYLE AER ?W6~%$%$W$é$*
M AOTEERPN I TR R fFTIRHETE-

(5) * # R MR EA AT AREFIEY 7 D
R

(6) * = FIF TR RIEFE D - RApM 2 EenRpeysL » 2 BRkEL
WIRHF > M2 L REE F TR PR FEL T

(7) 2BFEFEY cF MMBPEFOfP T E T 2L 20~ TRDF
_w; REMBEFnE o

(8) + rglﬂ'v‘mp&;@m&“ﬁ?ﬂ"“f FEEAFEH
%4’15ﬁ$ﬁm3 B % 0 © 351 200 iia—&%ﬁ%k%Oﬁ
F A2 EEFEg o

@X

922 Hu T i

ABRATLS <L REY G iBE 0 T ARESTAR 3 A ATIRGE
HEEDBEAA BT E pE R P IR R A £ o

923 H* * 2 RHBEFL YT E

40921 2 Rz o

85



A REGRERTF U 2R HEF Y < (TWCA GLOBAL CA)& #7317 % J
= 2
0.3 BHER

9.3.1 % TR fasg

(1) * > 2BRAL? o FFenP 42 L 7HAB -
(2) frf FBEF LS S R EHLAFTH -

(3) * =¥ i EEIEEY Gy AL E I A2 AT
(4) FERFILY A2 X FF LT PR E B L

(5) fti A R BT A2 2 AP R 2 o

(6) 7l 5 s % meny M < & -

9.3.2 2 A

BEFL - ATERARE  ARFFRY CEF 2 BF - AREF Y v FH
2 @A F CREPREEEY LT OBRZFT R

m\

933 FHEBBFTARZF

FliEz - > BRI P ap ARAFRE Lo mBmApMN TS

(1) Ziz 4z e rigd BF FRE &2 TR PRIE -

(2 23 £ PREHRL AN R PRADAEHAL LV BHB R 5 &

86



T RRRRER T ISP 2 BHEFEY w(TWCAGLOBAL CA) G &# F ir it £ A%
2 = > 'Y
9.4 'ﬁ '{ P‘ i’% %f‘\

94.1 g+ mEV$

G TE ?’ LN < B A FoR FE/?*BM%%J’}‘ ~'*’J’:FTEW*BF5€

i i -
942 B X FREFHAN
% 9.4.1 2 =z _o
9.4.3 L@ X FREF M

R T e

‘&r

944 BAFAEFFET =
B RN RERAE g e = A

945 #* BAFAEFLLFTEFR
AP B 2 4 TS

046 FliFdciz £ A P2 & R B
40933 F 2 R T

9.47 A& FTa2BHA

4r9.3.3 &2 g o

87



FRPRRERFIP 2 EHEF Y «(TWCAGLOBAL CA) G # F i+ v ¥ A %

95 FEMA#

(1)
(2)
3)

(4)

(5)

(6)
(7)

(8)
(9)

ABHEEY A2 SKHE LKL F COEAN L ASPLFEMA -
ABHEEY COTEF2LREE BBERLFY AP LFEMA o

PAAMGEL T S HEMA LR OB AKEAERIEY cEF G
B BEL AP LFEMA -

~GE ?,,c‘ N v 77]?]3_ FEp o e A R e i\-‘}“’* 2T R
W LA FEMARED -

AEEERY CFREREF R ER DN 2 AFEMARES »
2?1}‘?@:}1 o

ACE AR FEH AR A2 7] -

AEERET S MEEFILY GRS T S EF AT

;.I% }}” o
BT kAR A B ALY

AEHFEY CHEIN A F R ATERBIF2 - Bk 3 fERERE

fee

961%§u1§ﬁ$

9.6

1 BEBELHT

1) w2~ ?ﬂ&ﬁ%ﬁfﬁﬁmﬁﬁaﬁw;éﬁﬁﬁﬂﬁ%,a
28 (Fehip B (7 £ R E

(2) msRABHEEFEY cHEEP P THEF MG P Y SR AT EL
Bk TERRARGREICLE AP R E T o

() B E i ATELR(F L6924 A R)Er 8 L AT H 258 F
T % IR AR o

(4) TEARLALEEFT AP SEFETHEIAM AL FE 0 WL
BT3B Ak p * s K2 R o

() EREHET ﬁl?i%ﬁm*&q{a DR S (R Y ) B i
AT ATEEERE B~ B39 E F MRLP Y gl o AR Y w ¥ 2

88



FARRERRAERFT AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L %

(6)

(7)

FEIAEEILY ML AL S R PR TR
B EER SpMy B LD T % :

BARIE I E AP AT S B R P B R B LAED % 2D
—{I’ii‘;" I '%q ES A

¥
4
)
(EN
i
e
o3
T

A FI’}'\;—,'%T’}[- Hmb ] #B

RN QN £ - i

v P R i AT R
’5ﬁ%mﬁ?§%ﬁwﬁo

3

ﬂ
%%%%

)

=

(8) *BHEFLY P REFEFIT N CEBARLERDEF
iR LA R ARR FRDOT R LFRY A2 D PR MR-

i?@ ?/_E’,u-é‘ﬁ 1 ’L‘}u“]\?

® % R IPpz 2 E 32280 % -

® UGB Ry 3228 %

® Finigl %Y E 322850 F -

¢ ﬂ¢§%ﬁ1#a=$%“3zzﬁmgo

® Uk gYH3228pF o

9.6.2

(1)

(2)

(3)

(4)

(5)

(6)

(7)

BP B

A TEAR BREICRE P P TR R ¢ s 2
%ﬁ%ﬁﬁ’ﬁﬁﬂﬁﬁﬂﬁwhq££ﬁﬁdix AT WpERY L &
B ARRE TR EPE 0 ¥ G L A A R s o

FERGIP P SR H AT EA R (F E L AR )aE & LB ER
EIREF I TEAE  frp ¢ T E R o

Y e R N Y o R T B R R E 0T
P E BGR 0 2 AR M (TERF N F 0 TN S g pEE T R
CREL (RE A S A BRI AR 2 WP PR § LA A0
Bt G PEFELREL 2 EBDITERE d 2 L
BAESp SBEY G LATGERY A BEEAL Y 20T
* o

* o ??‘J?m =N R I A S P N e BN 8 e AR f:ﬂ—)g%s_
PFoShwt 2B il 2R A REF LY o B
BEA 2 TRAGHEFEY B OR AV RNLE 2 awEiES

R e PR AR AL FEE S TR L

)&W

EWLAPM T IBIE AR FEER R
R A é#h&r;vp’ﬁﬁim»w@ﬂW;%\Q%\
a*gr;:%x;;@r\;%_,h\ﬁgj 2y b%xéﬁmlf;%%’ijp&gmﬁ«fé
B % o
89



T RRRRER T ISP 2 BHEFEY w(TWCAGLOBAL CA) G &# F ir it £ A%

(8) if P wHBEWHEDT FELHF R Y REZ LA XL 20
o P 2 E WTPéwﬁ%m‘%pﬂﬁﬁ’wmmﬁ%m%mﬁ
o T FHEGBRL AGEF RS LY gkt .
(9) I P FF oI pRITEAMMER & AEEFEY ST
g AR ERF PR TRAPM T £ P Y v R
LT AN G FTAS Y 22 DHBEY -

9.6.3 * *2 &3}

(1) * 2ezipd cd Gorp s & fkkel DOl aEp e 2ET
f}.’;"—o

(2) * P s Pl RIS PR T RERRLY T EENT LD
Al & 2 QEY 5~ LAT BT Bk I R hiT
S o R *“i&x;f%#m%iT TR PRI

(R) * P RpRAFEARFRP AR Y 2L L X 2P UERELE
DEMGEFREKFET ma%ﬁk4;ﬁﬂwg@&%ﬁﬁ%%o

(4) 7 SR AR DR DY SR SR 02 A
B E R R RE A L R g o o

() *FRE R FREEF LA CERPSRT - L2 0
FEDR* R S4B RFE M OER LN B E PR M2 EaR
ey aii—‘ﬁmfﬁh

6) ZRAEAAUBAF T LI HET REZLLEF X 2R &
@ﬁﬁ*?ﬁ%mﬁﬂyﬂ%% A A A SN R i |2
BITE PR Ty ¢ oo pEEY 2 e o

0.6.4 i EEE AT

(1) G@erRr > GHEEFSFE IR REHER A TERE > 2@ Y 2
Eir i T ERF RN G RN 2 RBEN FATRTTER
2 ATERESRPR IR OER L AEREF M
R R Y % F i)

(2) ‘@t * > L FREREFFEERE Y L5 LR TERP PR
T~ X509 G BARE e 0 d G RARIE - HREIZRFE DL IEE G T
M’éy%a%,¢wﬁiiﬁ%%’%ﬁﬁﬁ&ﬁam@ﬁgié%

pEiR g7
Q) &m#EIIAL :?*irﬂﬁ’wf%ﬁ EF SR e R s
w@ FTERBEEDG AP R R T R F U

JEp ~ & * ’%ji*fr’:] ~E /zf—ma‘% [
90



B REEGRER T U P 2R ERF LY o (TWCA GLOBAL CA)E % § 4% 1T ¥ 3

0.65 H# % f &7*

‘L*:r

LR o

9.7 ittt iz

(1) AERFRS < RaLr < 3en FHI BREH T
HEFEE > Nk ApMEERFT AT AV F

£ fABEATEREL
T
o REHAEE A FAFT R E

TABEEIEY 2 iFA

(2) 2BHEFEA hoFF TS 2 X LE & (bldok BE) M H BT

AERFRY w2 B (PARLR) B 52 GRERFH AP
YA RS E

fu
)

A

) 4.
b R
@G T

27
FE

(3) j‘f&;ﬁ?lﬂ_t‘ ,u;\%f <
ESLE IS B I
sl f AR

BREAMBHTHR 5 g ApH T
i r s ”gﬁﬁxﬁ%% B L

(4) i{&;ﬁ?ﬂﬁ BT ) T A ‘\;{r‘lfr];gf:‘%’# ¢ gi}-%; » BRYEI ] BFLITIP R
R S %‘FF%I%'*lF?’T‘&'F$’b‘?\‘191%P\M%2& }%}L
‘}L-‘f‘l‘:q R ACE R - ¥ S

= z‘f'ﬁviﬁ.&‘eﬁ_ﬁ\,ﬁvig

FHOE D
PP AR ST 2w RERPE 2 mﬁa Ve
;. 3\4}%’1"1'}! _r‘]]% # ;j)&: MT5|L}7 “ T

9.8 % =24

R T TR T R ST ET LS TY
“7@1\17%1#5% PR T 142 & o

9.9 p&7¥

4 9.2.1 2 Ao

91



LAREREL T NP 2GR F Y < (TWCA GLOBAL CA)E # % 7 17 % A

0.10 &= {4 »zpr ¥ b

9.10.1

AEERRE A FPMRT I ER 2P LLER > T AEEF LY SR
}E_A}_ﬁféz:’l”i,,;;o

9.10.2 3 i
AEERBIRAL FRB PR AT R RATE LD
9.10.3 # 1t 2 s § 2 3

Bk b Gk e

.11 i frgrm e~ &

AGHEFIL? SHEF o B 22T > F A AT S
g BE A e-mail o

012 {2 22

0.12.1 ${ 25

() #EFRBLRF FRE 2 TLRRRETER S TP SR
o B ETOCKRARATERE I o TN Fo A 2 sty e &
BRI AFELELAE SN R o

Q)%@ﬁﬁiﬁf #ﬁqwm%g% kR e £ i 37 o

(3) 4rFlid B4 ic REEE L 37EFE2 0 FRLFE MTELAETRR
ks p/ el G

(4) > TEAF2 Brg i FRMF AP AL BRBE 2FRLLF IS
B o

92



FOFRERER ST UL P 2TRIEEHF Y . (TWCA GLOBAL CA)g % % 7+ 1t £ fA 18

9.12.2 # { MEP4

(1) #A TF ARG SRLATH > jpafman Ry 2% & E-mail 1 1.5.2
SomrE e o0 2 Fg,?,.ky;g;ﬁﬂ; 3P R EEY S FR e
(2) A EEAR2 BTG FWHMET AP L \#*“*’Cﬁ EE LY 2 R

f_t’_—rg\‘.o
(B) ¥ Aat FEFEFEY QM FRTL D5 Ry S F 2R
LR -

0.12.3 it u g B { iF i

ATEARESI T 2 B EREH AT EREPN TR §
il lif@]%ﬂwF;pztk—%L%F-d&?éﬁaJ g o

9.13 £ RAILAEF

P ERANGEEIEY SR E FFBEL R Ao LR RIUT R TR
m

(1) S£3R2 B2 AP R RRA S ELDS T2 g4 A R o

(2) £:&x2 %‘% 4o@ E 3030 p IR AT R Bl /Eiﬁ/"\-ﬂiﬁf{ﬁ 4
AR E SRR E 0 NEFERALELLR BRI R LR O
R ARE

() LRLE 4w #2760 P LA F TR F AR B PR LA
PRy -FEEER

(4) >t L RIBF - PR ASLEASTE L DR H A Y RIRIT S AR M R AR

#)%@;‘1' o
(5) 4B RA BT 2 £ @2 1 G nBgL S N fRApE o B2 ik R4
B B B & B T e 5 W LR AUT

9.14 j}:t}ﬁ_? B A

AMERARTROP FEAERFLY M EBORFERE TR
FHMipM 2 BRI BT FARLAPME ERE

93



B OARRGRER G UL P 2 Y o (TWCA GLOBAL CA)B % % i+ it £ A %

0.15 # R B L1

ﬂ\lf‘#‘_ﬁg_%;» ﬂ\)& ’g,,\'}:uﬁ%— v;-;%i ;ﬁ%wry‘mﬁ]7 J‘ﬂdko

A E LY s @ & CA/Browser Forum #74 & & #74% 4 1 [ Baseline
Requirements for the Issuance and Management of Publicly-Trusted
Certificates] 2 & 4 » 3% 4> = # 3 http://www.cabforum.org - %= 4 ¥ % A & 2
TAFE LR R - RPF RIER L E

9.16 % 7 i

9.16.1 =& & §

2

0.16.2 #i%
9.16.3 ¥

AFERABPE L SR T
3

£
}3 S S
Fo AE T AP LT BIATRL A TERB L AT AT A2 o

AITEHA B T 37k 9.12 HR T o
9.16.4 *% =

T

‘Er

9.16.5 # ¥ 4

2& ?;ﬂ"‘—} m%(f""]?r .‘I"rt_, Z_ X I\i r{(];l]v!{f'-h—: ﬁ:‘_j;_) ‘L" w A ETF F‘ A
AEHEFEY w2 Fd (GleRTE) > ANEFFEY 2 FHITRFEFE o

94



FARRERRAERFT AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L %

95



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

CU S

(1).% 2 e 52 (Internet)
AR RS Bl SERE O AT FARE L TR

(2).(% + )3 L ((Electronic)Message)

P F B B BRAE G T UTS BRI AR
RIEVIREEL o VNV A, - iiﬁ%’amiéﬁgiwﬁo

(3).RSA % & ;= (RSA Algorithm)

- A2 %7 52 > 4 Ron Rivest » Adi Shamir {= Leonard Adleman >t
1977 & % &) > B % 255 REH00 454 < Jodl 7 Flies R enFEgis b oo

(4).%5F ¢ % % 75 & (Elliptic Curve Cryptography ; ECC)

- BAHFR Y REcF oo B R4 %iF L2 0 4 Neal Koblitz {= Victor Miller
1985 # 4k 0 0 B 2ag R R SRR R AN FIELE b o

(5). ECC P-256 # % (ECC P-256 Curve)

# NIST »+ FIPS 186-3 ¢ #4122 #fl¢ S4EE » B 2 5% 7 #FF ¢ 82 AP M i
p,a,b, G nh+ #7422 A8 Gehx-y ARl A A S5 256 bits o

(6).7 + % 3 (Electronic Signature)

BUREURE AL FERL B
SRR ey
HETFa L > B E

e R
A R FER R F AL R

?4@ [El u*ﬁ*"’—\,a HFM&_,.Q £ é%:
Hu 4 kB Hpraddd g4 g g > 3 ik
*

/w%’g"i EEF:\}'H_,',- ~ l" ﬁ %‘ A mj/

(7).%c % (Encrypt/Encipher)

#F]ﬂ?r WEFEEAEB 3 BT I ii,u? BN EJE > R ,;.'_Pﬁ#,l@@}]m:g

E
(8).7% % (decrypt/Decipher)
BB, R A By A AR R L UM OEE FEENE B 2 R

96



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

FRLEBRIAT SRR R AL RIRUL o

BA PN
(9).#c = % * (Digital Signature)

i i 2R R o T A %A Y 4 (Asymmetric
Cryptosystem) %2 3e;% & #ic(Hash Function) » - = & & ez ,@Fidﬁwﬁ g
FAP R AGT MR RARE D B AT USRS 4 B nlie L >
- FOEFERER AL L2 i{:—:-?p-91§7 ookl g

(10).# % £ 4% (Private Key)

ph TR SRR L M e - BT B ARG F o K
C*“%”ﬂﬁfﬁc“i B TR ER I LR .

(11). = B £ 4&(Public Key)

"‘ik*ﬂvﬁd- | BT E 2 R #ﬂ?r '1@.'?; HEECERZ - & 7

G2 BT AR F AT URARERF LR R EIL T L
Mo R ERLE RS T G ER ,éﬁt ® e

(12).<= B £ 45>5 7% & 7 + & # (<Public Key>Certification or Certificate)

- I TR A '”ts&ﬁ#;% F2 BNk N3 5 ﬂ ZEFER «EWJ

fﬁ- NP N g?%m »cHp P ’@f’ﬁﬁk’]‘#m@LP' =) r;ﬁg_n—h “—jg—_ v 2 H 4
%wﬂwmwwm;’%'zmuﬁ%&7»9’v¢mﬂﬁm#mq¢r> 4t

f" I-;r iy
(13).7u ¢ /& #E 1 (Certification Authority or Certificates Authority ; CA)
R EEREEFTUTE T I NERBLPE > TR AN ST TR = ARG

GGG A TR DA R R ERENR AT PR AT L MR £
]J} ) T';})"%\I,Z M)’? Fm $%?&’737 _Ef Ii"

(14).%8 75 1+ it ¥ L % (Certification Practice Statement ; CPS)

e ATIRIR E }% ﬁ’& FEF KL AWEFRTEREL Y
ﬁ_); N 7R TEE T BHEEE 2B TERPEAER  EREBHK
Ei?ﬁ%w Fend 284~ EF r‘rJ? 7z #B&?m%#

(15). 22 H 3] ch R 45 7 & 72 (5 45 & Si)(Asymmetric Cryptosystem )

MRS L A R BEEREE T OUAL A Y - DEEEE ) iM%
97



1A REGRER G LS P 2B @ TP < (TWCA GLOBAL CA)/G % % i+ 1t % A 3

DPEMGH B FRAEGT UHNLITET > HEDOR S4A Y UHE F SR
8T AFJS E4TT P UHAM L TR R A HROF B EGERY N EA RS
ERSLEY A

(16).32.;% 3 #ix(Hash Function)

- BT R R R DA LA AR R AL Dl R e AR ALy
g BRGSEEL A RIS ECTAR 0 2 RZ I MNE L DGR E D
@?J» 2R

(17).p ¥ & 7 { #73% 8 (Automated Certificate Management Environment ;
ACME)

- BH AR PP B R FEEBHE(CA)E L Y S Web PIREZ Felg
Jﬁ:;}ﬁlfﬁ??fmlk‘;(w-{irl&‘zﬁe‘ :l—), IR q:ﬂ’r £ lj»}é,n{‘m,;\,ﬁg ﬁvl" ag% \%E!}@

oo hEhik A & B HTTPS @;ﬁ%]fé,} Lz JSON =t 4 » #p B 528 % %t RFC
8555 ¢ o

(18).153% & %71 (Certificate Signing request ; CSR)

- RS E RGN R 0 RIGEY fﬁ"ﬁ‘i‘%@ﬁl—i@f“ 3o o LG BEME
(e L) B BRI FEE AR o AT LEP Y Y 5 P
¥joF o

(19). & % & # (=% + 323 )(Issue a Certificate) :

By o (BRI FERT A TERE R %¢%@”@¢‘7”9F
RoApM > 2 THRFE OB EHKE PR EKLFEM L B R 4K

_,_‘ i )&—)ﬁ °

(20).4 8 & fE574

T,

iy & TWNIC 1 o 32 ¥ 3o

o

GRS E e Akt FELE RO

98



S P 2TRIEEF Y . (TWCA GLOBAL CA)JG % % s 1t % 5

P LA

T BRI 7
NI PO I

(23). = * {4 5| 4 (Public Suffix List ; PSL)
SR 7 & =% https://publicsuffix.org/

d Mozilla gl £ F
ICANN # #+ TLD (Top Level Domain - TE %

A - 3R A
- A d B4 AR Beh PRIVATE 74 o

99



FARRERRAERFT AP 208 FEF Y < (TWCAGLOBAL CA) B & 7 7% (¥ % 2L %

W L A

AICPA

ACME

ANS

CA

CcC

American Institute of Certified Public Accountants, Inc.
Automated Certificate Management Environment
American National Standard

Certification Authority

Common Criteria

CCITSE Common Criteria for Information Technology Security Evaluation

CP

CPS

CRL

CSR

DN

ECC

FIPS

Certificate Policy

Certification Practice Statement
Certificate Revocation List
Certificate Signing request
Distinguished Name

Elliptic Curve Cryptography

Federal Information Processing Standard

ISO/IEC the International Organization for Standardisation, The International
Electrotechnical Commission

ITSEC

LDAP

OCSP

OID

OECD

PMA

Information Technology Security Evaluation Criteria
Lightweight Directory Access Protocol

Online Certificates Status Protocol

Object Identifier

Organization for Economic Co-operation and Development

Policy Management Authority
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PIN Personal Identification number

PKCS Public Key Cryptography Standard

PKI Public Key Infrastructure

RA Registration Authority

RCA Root Certification Authority

RSA Rivest,Shamir,Adleman(encryption algorithm)
TCSEC Trusted Computer System Evaluation Criteria
URL Universal Resources Location

SSL Secure Socket Layer

EV SSL Extended Validation SSL
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